
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

IN THIS ISSUE 
Robert G. Smith outlines HIPAA security considerations in relation to electronic communications between 

healthcare providers and their patients. 

 

Electronic Communications Containing Protected  
Health Information 
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Most information in the world today is 
created, transmitted, and stored 
electronically.  Protected Health Information 
(PHI) is no different, and healthcare providers 
will use and be responsible for maintaining 
more electronic Protected Health Information 
(e-PHI) in the future, particularly as the use of 
electronic medical records becomes more 
ubiquitous. 
 
Email, text messaging, and even video or 
audio files, are tools physicians and other 
healthcare providers can use to provide 
treatment recommendations and 
communicate with each other and with their 
patients. There are many possible benefits 
including:  
 

1) Increase efficiency and 
productivity by reducing the 
number of phone calls back and 
forth; 

2) Reduce administrative costs 
associated with staff making 
phone calls; 

3) Reduce paper use and storage 
requirements for hard copies; 

4) Reduce costs by eliminating 
additional office visits; 

5) Patient information can be 
updated, providing additional 
detail to patients or updating 
physicians with a patient’s 
condition, without an additional 
office visit and associated 
expense; 

6) Increase patient satisfaction by 
reducing additional trips to the 
office or hospital; and 

7) Exchange information between 
healthcare provider and patients 
on their own schedules rather 

than during only during office 
hours. 

 
If a physician provides medical advice to a 
patient through electronic means it can create 
a doctor-patient relationship, and should not 
be used with new patients.  While healthcare 
providers often use electronic tools to follow 
up with an existing patient, electronic 
communications should not be used with new 
patients or when diagnosing or treating new 
conditions.   
 
Healthcare providers should provide accurate 
information through electronic 
communications, because material often 
becomes part of the patient’s medical file and 
the patient may act on the information. It 
should be accurate because these 
communications may be used by other 
healthcare providers and may become 
exhibits in subsequent litigation.  Healthcare 
providers should not use electronic 
communications to address medical 
emergencies or acute conditions, and patients 
should be instructed to go to the emergency 
room or come to the office as appropriate.   
 
The Health Insurance Portability and 
Accountability Act of 1996 (HIPAA) created 
rules for privacy and security of PHI.  The 
Health Information Technology for Economic 
and Clinical Health Act (HITECH) went into 
effect in 2010, updating the HIPAA rules with 
increased penalties (the maximum penalty is 
now well over $1 million).  The Omnibus Rule 
was announced in 2013, and further enhances 
protections for patients’ privacy.  
Nevertheless, it is important to keep in mind 
that HIPAA does not specifically prohibit the 
electronic submission of PHI.  To the contrary, 
the statute allows flexibility so that covered 
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entities and business associates can use “any 
security measures that allow the covered 
entity or business associate to reasonably and 
appropriately implement the standards and 
implementation specifications” as required. 
See 45 CFR §164.306 (b).  To that end, controls 
for devices must be considered including the 
disposal of e-PHI and the hardware or 
electronic media on which it is stored, 
formatting media for reuse, accountability for 
hardware and electronic media, as well as 
backup and storage. See 45 CFR §164.310 (d).   
 
Physical safeguards include requiring 
personnel to use company owned devices 
that contain PHI only at the office and forbid 
personnel from taking them offsite. Covered 
entities can install user identification software 
or tags on devices, and enable remote 
formatting software.   
 
A covered entity or business associate must 
consider technical safeguards such as: 
 

1) Policies and procedures to allow 
access only to people or software 
that have been granted access; 

2) User specific log-in information 
and tracking ability; 

3) Procedures for accessing e-PHI 
during an emergency; 

4) Procedures that automatically 
log off users after a certain 
period of inactivity; 

5) Implement encryption of e-PHI; 
6) Procedures that record or 

examine activity in information 
systems that contain e-PHI; 

7) Mechanisms to confirm e-PHI has 
not been altered or destroyed 
unless authorized; 

8) Procedures to authenticate the 
person accessing e-PHI; and 

9) Procedures to confirm or to 
protect against unauthorized 
electronic transmittal of e-PHI. 

 
See 45 CFR §164.312.   
 
Technical safeguards can also include 
installing encryption software, using firewalls 
for devices that access the internet, installing 
antivirus software on devices, backing up data 
in multiple locations, biometric 
authentication such as fingerprint or retina 
identification, and ensuring the hardware and 
software is kept up to date.   
 
Covered entities must develop procedures to 
preserve PHI transmitted electronically in the 
patient’s medical record if the communication 
includes PHI. HIPAA requires PHI to be 
maintained for at least six (6) years, so emails 
between a physician and a patient that 
contain e-PHI must be backed up for at least 
six (6) years as well. 
 
Electronic messaging can include any system 
that allows a covered entity and a patient or 
business associate to create, send, respond 
to, download, view, read, or otherwise 
manipulate information that could be PHI 
through email, text messaging, or video and 
audio clips.  Many of these messaging systems 
may not yet be integrated into a healthcare 
provider’s electronic medical record software 
package, and must be considered on an 
individual basis.  As types of electronic 
communication and devices evolve, HIPAA 
security issues must be reconsidered and 
healthcare providers’ procedures must evolve 
as well.  The American Medical Association 
issued Code of Medical Ethics Opinion 5.026 
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discussing email and it instructs that email 
should not be used to establish a doctor 
patient relationship, a physician has the same 
ethical responsibilities to their patient as an in 
person encounter, patient should be given 
notice of potential breaches in privacy or 
confidentiality, and seek the patient’s 
agreement in advance to communicate 
electronically before PHI is transmitted.   
 
Before communicating with a patient through 
electronic channels, healthcare providers 
must give notice to their patients. Individuals 
have the right to request a covered healthcare 
provider to communicate through an 
alternative method.  Covered entities must 
allow patients to request that PHI be 
communicated through an alternative means 
or at an alternative location. See 45 CFR 
§164.522 (b).   
 
When healthcare providers consider the 
hardware and mobile devices they may use to 
communicate e-PHI with patients, they must 
consider that the information may be stored 
on the device itself, the server in their office, 
the telecommunications companies’ servers, 
a website host server, or other locations that 
must be accounted for in light of HIPAA’s 
security requirements.  Although HIPAA does 
not limit healthcare providers to a particular 
device or channel of electronic 
communication, certain devices and 
communication channels are more secure 
than others.   
 
Covered entities must consider what PHI their 
organization creates, stores, sends and 
receives and where the vulnerabilities are in 
the chain of electronic communication. For 
example, text messages generally are not 
encrypted. Ongoing risk analysis is necessary 

to assist healthcare providers in reducing their 
risk of disclosing confidential PHI and 
exposing them to lawsuits and penalties for 
compromised data.   
 

A smart phone can be used for email and 
texting, but they are easy to lose, such as 
forgetting them in a coffee shop or at an 
airport security check point. You must 
consider how secure the device is or whether 
data could be accessed by someone who 
found the phone.  Laptops and tablet devices 
are frequently lost and stolen, and can lead to 
a data breach.   
 
Compliance with PHI security requirements is 
not one decision at the time a device or 
software is purchased, but is an ongoing 
process that must account for the physical, 
technical, procedural, personnel, and 
personal functions and abilities, particular in 
today’s world where technology changes so 
quickly. 
 
Healthcare providers and the attorneys who 
work with them should stay up to date on the 
regulatory duties and how new technology 
may impact how healthcare is delivered, 
because the provision of healthcare through 
electronic communication continues to 
become more prevalent. 
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