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President’'s Page

Introducing The Privacy Project

By Joan Fullam Irick

HEN | was selected to serve as IADC President for the 2002-03 term, |

decided to make the issue of corporate and personal privacy a key th
for my administration. Recent articles in newspapers, magazines and other
dia have been filled with “horror stories” of attacks on privacy rights, includir
in recent months:

e The county attorney of Buena Vista County, lowa, subpoenaing the nar
of hundreds of women who had pregnancy tests at a local Planned Parent
clinic as part of an investigation of the death of an unidentified baby.

e The 10 active federal trial judges in South Carolina voting unanimously
ban “secret legal settlements” on products liability, medical malpractice &
other complex litigation.

e Administrators at an Ivy League college hacking into a rival university
computer system to obtain information about applicants for admission.

The issue of privacy is, of course, a touchy one. While we all have a str
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desire to guard our own privacy and to protect ourselves from the undue culjios-

ity of hackers, employers and overzealous neighbors, at the same time we
to know everything we possibly can about the backgrounds, criminal recg
and personal problems of those who live or work around us.

In July 2001, | presented to the IADC Executive Committee a written pr
posal for the creation of a Privacy Project to explore in depth recent change
the privacy landscape, the current status of privacy on both the national
international scene, and the foreseeable future of privacy in the individual
corporate worlds. The Privacy Project was then submitted to the Institute of
IADC Foundation, which agreed to oversee and supervise the implementatio
my proposal.

Over the past several months, a series of scholarly white papers have
authored by a number of talented and committed IADC members and part
and associates. Those papers are included in this isRefefse Counsel Jour-
nal as the first stage of the Privacy Project.

Privacy will also be a key issue and a major topic of discussion at the IA
midyear meeting in February 2003 and the Corporate Counsel College in A
2003 in Chicago.

In the summer of 2003, a second and more expanded volume will be
lished by the IADC Foundation. In addition to the authors of the papers her
the second volume will include many additional areas of study and discusg
by a number of other IADC members.

I thank the individual authors and tlieefense Counsel Journalditors for
their efforts on behalf of the Privacy Project.
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Calendar of
Legal Organization Meetings

2003
February 5-11, American Bar Association Midyear Meeting, Seattle, Washington

February 15-20,IADC Midyear Meeting, The Inn at Spanish Bay, Pebble Beafh,
California

)

February 23-March 2, Federation of Defense and Corporate Counsel Wirter
Meeting, Westin Mission Hills Resort, Rancho Mirage, California

March 20-23, American College of Trial Lawyers Spring Meeting, Boca Ratpn
Resort and Club, Boca Raton, Florida

April 8-13, Association of Defense Trial Attorneys Annual Meeting, Silverado
Resort, Napa, California

April 22-25, IADC Corporate Counsel College, Ritz-Carlton Hotel, Chicago, Illi-
nois

June 28-July 3,IADC Annual Meeting, Grand Wailea Resort and Spa, Mali,
Hawaii

August 2-9,IADC Trial Academy, University of Colorado, Boulder

August 7-13, American Bar Association Annual Meeting, HQ: San Francigco
Hilton, San Francisco, California

October 8-10, American Corporate Counsel Association Annual Meeting, $an
Francisco Marriott, San Francisco, California

October 15-19,Defense Research Institute Annual Meeting, Washington Hilfon
and Towers, Washington, D.C.

October, Product Liability Advisory Council Fall Meeting, TBA

October 29-November 1,American College of Trial Lawyers Annual Meeting,
Fairmont Hotel, Montréal, Québec, Canada

2004
February 4-10, American Bar Association Midyear Meeting, San Antonio, Texas
February 7-12,1ADC Midyear Meeting, The Cloister, Sea Island, Georgia
July 3-9, IADC Annual Meeting, The Homestead, Hot Springs, Virginia

August 5-11,American Bar Association Annual Meeting, Atlanta, Georgia
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31st Annual
IADC Trial Academy

August 2-9, 2003
University of Colorado, Boulder, Colorado

The Academy is a program designed by the International Association of
Defense Counsel to enhance the trial advocacy skills of younger lawyers who
have been in practice from two to six years and have had actual trial experience.

Instruction in the major segments of trial are featured, including a wide
variety of evidentiary problems. A seven-to-one student-faculty ratio enables fac-
ulty to critique each student’s work.

Faculty demonstrations by leading defense trial lawyers and extensive use of
videotape expose participants to different approaches and ideas in solving com-
mon trial problems. A physician will familiarize the students with the medical
issues, and a segment on the testimony of an economist will also be featured.

Emphasis is placed on the learning-by-doing method of instruction. Indi-
vidual students will cross-examine physicians and economists acting as expert
witnesses and will be videotaped while participating in all aspects of trial. Stu-
dents are given videotapes containing their presentations at the conclusion of the
Academy.

Only a limited number of applicants can be accepted because of the trial
concepts utilized. To request an application, contact the International Association
of Defense Counsel, One North Franklin, Suite 2400, Chicago, lllinois 60606, at
(312) 368-1494 and ask for Nancy Chase, Conference Coordinator. Fax: 312-368-
1854. E-mail: nchase@iadclaw.org.

The Trial Academy qualifies for CLE credits in states with CLE accredita-
tion. Last year, most students received approximately fifty-six hours of state CLE
credit. Costs incurred for attending legal seminars which maintain and improve
professional skills required for employment are tax deductible. See Treas. Reg.
1.162-5; IRS Letter Ruling 7746068 (9-1-77); Coughlin v. Comm’r, 203 F.2d
307.
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Announcing the 2003 International Association of
Defense Counsel Legal Writing Contest

The IADC’s annual legal Writing Contest is open to law students who at the time of the
submission of their articles are enrolled in law schools approved by the American Bar Associa-
tion or Canadian law schools listed in the Association of American Law Schools Directory. In
order to inform members of this important activity and enlist their support in publicizing the
contest, the rules of the competition are listed below.

IADC LEGAL WRITING CONTEST 2003 RULES

1. Eligibility. The International Associa- clarity of expression, brevity, and literary con-
tion of Defense Counsel 2003 Legal Writingstruction. Entrants also should consider the
Contest is open to students who, at the time pbints made in the contest guidelines.
submission of their entries, are enrolled in law 6. Monetary Awards. Monetary awards
schools accredited by the American Bar Assavill be made as follows: US$2,000 to first
ciation or in Canadian law schools listed in thplace, US$1,000 to second place, and US$500
Association of American Law Schools Direc+o third place.
tory. 7. Plagues and Publication.Authors of

2. Subject Matter. Entries must be sub- monetary award articles and of those awarded
mitted in the English language on a subject dfonorable mention will receive commemora-
practical concern to lawyers engaged in thive plaques, and their articles will be made
defense or management of the defense of ciaVailable for publication irDefense Counsel
litigation, such as, for examples, relevant aslournal IADC’s quarterly law review. At the
pects of tort law, insurance law, civil procetime of submission, entrants must execute the
dure, evidence, damages, alternative dispusssignment of copyright in the entry certifi-
resolution procedures, and professional ethicgate. IADC will copyright articles published in

3. Authorship and Publication. Entries Defense Counsel Journabut will release the
must be certified by the entrant on the IADQ@opyright assignment back to entrants whose
entry form to be the original and sole work ofvorks are not published. Acceptance for publi-
the entrant. At the time of submission, the ercation in any publication other thdbefense
try must not have been published or accept&bunsel Journalprior to notice to the author
for publication, and the author must be free tof an award in this contest will disqualify the
execute the assignment of copyright to IAD@ntry. Entrants are expected to notify IADC
referred to in Rule 7. promptly of such prior acceptance by another

4. Judging. The contest will be judged by publication.

a committee of the IADC, whose decisions 8. Subscription. A year's subscription to
will be final. In addition to the monetaryDefense Counsel Journ&lill be given to all
award winners, the judges may designate ecentestants who meet the qualifications for en-
tries worthy of honorable mention, but whichtry in this contest.

will receive no monetary award. 9. Deadline for 2003 Entrieslf transmit-

5. Judging Standards. Articles will be ted by mail, entries must be postmarked on or
judged on the following factors: (1) the choicdefore April 16, 2003. If transmitted other
of subject matter, as measured by its signifthan by mail, they must be received on or be-
cance, international or national relevance, arfdre that date.
timeliness; (2) the amount of work and effort, 10. Directions for Transmission. Entries,
as measured by the entry’s comprehensivendsgether with the completed entry form, must
and analysis; (3) the quality of the legal analybe transmitted to the International Association
sis, as measured by its objectivity and balancef Defense Counsel, One North Franklin, Suite
and (4) the writing quality, as measured b2400, Chicago, IL 60606-3401.

Contest announcement, rules, writing guidelines, and
entry forms are available at
http://www.iadclaw.org



Page 10

International Association of Defense Counsell
Tenets of Professionalism

1. We will conduct ourselves before the court in a manner which demonstfates
respect for the law and preserves the decorum and integrity of the judicial progess.

2. We recognize that professional courtesy is consistent with zealous advdcacy.
We will be civil and courteous to all with whom we come in contact and \vill
endeavor to maintain a collegial relationship with our adversaries.

3. We will cooperate with opposing counsel when scheduling conflicts grise
and calendar changes become necessary. We will also agree to opposing copnsel's
request for reasonable extensions of time when the legitimate interests of oyr cli-
ents will not be adversely affected.

4. We will keep our clients well informed and involved in making the decisipns
that affect their interests, while, at the same time, avoiding emotional attachment
to our clients and their activities which might impair our ability to render objective
and independent advice.

5. We will counsel our clients, in appropriate cases, that initiating or engaging
in settlement discussions is consistent with zealous and effective representation.

6. We will attempt to resolve matters as expeditiously and economically as
possible.

7. We will honor all promises or commitments, whether oral or in writing, and
strive to build a reputation for dignity, honesty and integrity.

8. We will not make groundless accusations of impropriety or attribute [bad
motives to other attorneys without good cause.

9. We will not engage in discovery practices or any other course of conduct
designed to harass the opposing party or cause needless delay.

10. We will seek sanctions against another attorney only when fully justified by
the circumstances and necessary to protect a client’s lawful interests, and neyer for
mere tactical advantage.

11. We will not permit business concerns to undermine or corrupt our prgfes-
sional obligations.

12. We will strive to expand our knowledge of the law and to achieve fand
maintain proficiency in our areas of practice.

13. We are aware of the need to preserve the image of the legal professjon in
the eyes of the public and will support programs and activities that educatg¢ the
public about the law and the legal system.




The Privacy Project

In 2001, Joan Irick submitted a proposal for consideration to the IADC Execu-
tive Committee concerning a new project for the Institute of the IADC Founda-
tion. The proposal was accepted immediately by the Executive Committee as an
important emerging area of law that warranted further inquiry. The IADC Foun-
dation Board agreed, and the idea grew into the Privacy Project.

The IADC Foundation turned to Board Member George S. Hodges, who agreed
to chair an editorial team that would bring the Privacy Project from concept into a
form that would benefit the IADC membership and legal community. Joining him
were Joseph W. Ryan Jr. and Jerome A. Galante.

A plan was implemented to research and organize every conceivable legal topic
dealing with privacy. Once the list was complete, a plan developed to create a
series of scholarly white papers on each privacy topic. Authors from within the
IADC ranks were chosen. Each agreed to submit a paper on a specified area of
privacy within a very strict timetable. Commitment to a specific topic, submission
of initial outlines, drafts and final drafts were carefully coordinated during count-
less telephone conferences and e-mails among the editorial board, authors and
IADC staff.

The goal was to have publishable material in the hands of Richard B. Allen,
Managing Editor oDefense Counsel Journdbr publication in the January 2003
issue. Holding to this tight time table would allow the IADC membership an
opportunity to read the scholarly papers before the February 2003 IADC midyear
meeting in Pebble Beach, which has privacy as its theme.

The Privacy Project editorial team thanks the authors for their commitment and
dedication to this project. In particular, Kathy Blaner, Bob Curley, Ralph Streza,
George Hodges, Eric Wiechmann, Bill Porter, Becky Wilson, Mark Fox, Laurel
Harbour, Stu Clark and Nancy Lawson. The talent and dedication of these indi-
viduals form the cornerstone of this project.

The editorial team also thanks Pam Miczuga of the IADC staff, who assisted
with scheduling numerous telephone conferences, then quickly and efficiently
published and distributed the minutes of the meetings, and IADC Executive Di-
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The Privacy Project

The Emperor Has No Clothes: How Courts Deny
Protection for Confidential Information

Litigants’ rights to protection of information not used in judicial proceedings
should trump any public right to access

By Kathleen L. Blaner IADC member Kathleen L. Blaner i$
chair of the IADC Legislative, Judicia
HROUGHOUT the centuries, fairy and. Governmental Affairs Committee, co-
tales have provided valuable lessor]s chair of the State Law Subcommittee of the
about human nature and have given us s Jr_Amerlcan Bar Association Litigation Sed

rising insights into complex adult transag- tion Class Action and Derivative Suits
P g g9 p Committee, serves on the Executive Com-
S

tions. One story, about the emperor's New mitee of Lawyers for Civil Justice, and i
clothes, sheds significant light on an ongg- a consultant to Covington & Burling. Sh
ing controversy about whether informatiof is a graduate of American University (A.B.
produced in the preliminary stages of civll 1978) and Catholic University Law Schogl
litigation should be kept confidential when (J.D. 1989).
it is not used in court.
In the fairy tale, several entrepreneurial
tailors trick the emperor into believing '[_hé_l'[ THE NEW EAIRY TALE
they have designed the most exquisite
clothing ever made for royalty. In reality, This tale parallels how courts have re-
the tailors have fashioned nothing. Tacted to the protective order and confiden-
demonstrate his acute, discerning judgmetigl settlement controversy over the last de-
and his great vision to the people he rulesadet Some members of the media and the
the emperor claims to see the “exquisiterganized plaintiffs bar claim that confi-
garments” that the trickster tailors pretendentiality orders entered in litigation have
to parade before them. The emperor’s adwioncealed horrific defects in products that
sors are afraid to tell him there is nothingave killed hundreds or have kept secret
there. The tailors pretend to measure amdrporate misdeeds that have caused un-
fit the “garments” just as if they had reatonscionable harrhOthers, including the
cloth in their hands. No one is willing toresearch arm of the United States Judicial
admit that there is nothing in the tailorsConference and the chair of the con-
hands and that, when the emperor “puference’s Advisory Committee on Civil
on” the garments, the emperor is wearingules have tried to point out that the facts
no clothes. alleged simply do not support the claifns.

1. See generalliMartha Neil,Confidential Settle- ber 10, 1990).
ments ScrutinizedA.B.A. J. July 2002 at 20-22; 2. Neil, supranote 1.See alsd etter dated June
Arthur R. Miller, Confidentiality, Protective Orders, 24, 2002, from Chief Judge Joseph F. Anderson Jr.
and Public Access to the Couri05 HaRv. L. REv.  of the U.S. District Court for the District of South
427 (1991); Richard L. Marcu$he Discovery Con- Carolina, requesting the district judges to adopt a
fidentiality Controversy1991 U. LL. L. Rev. 457, court rule to preclude confidential settlements; Scott
459; Arthur R. Miller,Private Lives or Public Ac- Bundgaard, member of the Arizona State SeiRge,
cess?A.B.A. J., August 1991, at 65; Arthur R.tition under Rule 28 of Rules of the Arizona Supreme
Miller, Memorandum to the New York State Office @@ourt, filed January 30, 2002.
Court Administration on Proposed Rule 216.1 Re- 3. See, e.g.Federal Judicial CenteReport on
garding the Sealing of Court Recoras3-7 (Decem- Protective Order Practicé1996).
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Despite the lack of real substance to these order controversy—or, at least, courts
claims, over the last decade it has becoraee giving them very little attention. Yet
increasingly difficult to protect confidentialthe privacy and property rights implicated
information produced in discovery in civilin information in today’s world have as-
litigation. Many courts no longer allowsumed transcendent importance to society,
parties to a lawsuit to stipulate to a protegust as the protective order debate has
tive order providing blanket protectionraged most fiercely.The rapid growth of
against public disclosure for informatiorelectronic communications has placed per-
that implicates privacy or property rightssonal privacy high on the endangered spe-
Instead, they insist on a document-byeies list. The development and protection
document review of the thousands—ef intellectual property related to electronic
indeed, tens of thousands—of pages ofteommerce, as well as more traditional
produced in complex litigation, regardlesforms of commercial activity involving
of whether that information will ever betrade secrets, are among the paramount
found sufficiently relevant to use in actuatoncerns of most busines$es.company’s
court proceedings. proprietary interest in its intellectual prop-

Courts also are increasingly refusing terty may often be that company’s most
allow litigants to settle legal claims condivaluable asset.
tioned on a promise that the settlement will At a time when the need for confidenti-
be kept confidentidl.Even a non-substan-ality is greater than ever before for both
tive order of dismissal that follows the parprivate individuals and the business com-
ties’ agreement to settle a dispute becomesunity, the courts are less likely to provide
a triggering device that courts use to justifgssurances that information produced in
disclosure of information produced in thditigation will be kept confidential and pro-
embryonic stages of litigatioghRecent de- tected® This paradox, wherein courts re-
cisions from the U.S. Court of Appeals fofuse to protect what now requires the high-
the Seventh Circuit place litigants in an urest levels of protection, is the result of a
tenable catch-22 position. A settlement wikystematic campaign by the organized
remain confidential only if is never ap-plaintiffs bar and the communications me-
proved by the court. However, if it is nevedia over the last 15 to 20 years.
approved by the court, the parties lack the These two groups have somehow con-
ability to seek enforcement of the agreesinced many courts, both state and federal,
ment if one fails to comply. into believing that there is a problem that

needs to be fixed. They have made some

FORGETTING THE LITIGANTS courts believe that courts can and should

It seems as if courts have forgotten thde champions of the public welfare through
litigants have rights at stake in the prote¢he active dissemination of confidential in-

4. See, e.g.Chicago Tribune Co. v. Bridgestone/when sealed, are public acts subject to public disclo-
Firestone Inc.263 F.3d 1304, 1314-15 (11th Cir.sure).

2001). 7. SeePamela Samuelsomformation as Prop-

5. See, e.g.Jessup v. Luthe277 F.3d 926 (7th erty: Do Ruckleshaus and Carpenter Signal a
Cir. 2002); In re Adams v. City of Lebanoavail- Changing Direction in Intellectual Property Law?
able at http://caselaw.lp.findlaw.com/data2/tenness88 CaTH. U. L. Rev. 365, 367 (1989) (discussing
statecases/appeals/2002_1/adamsjohnnetibaring whether information age requires change in how law
denied 2002 Tenn.App. Lexis 123 (court lacks juristreats information).
diction to issue protective oeder when there is no 8. See Gregory Gelfand,Taking Informational
action before it). Property Through Discovery6 WasH. U. L.Q. 703

6. See, e.g.Herrnreiter v. Chicago Housing Au- (1988)
thority, 281 F.3d 634 (7th Cir. 2002) (motion to file 9. Jessup277 F.3d at 929 (recognizing impor-
documents under seal denied; appellate papéesce of confidentiality to trade secrets, personal pri-
placed in public record) (ruling below, 2001vacy and confidential settlements nothwithstanding
U.S.Dist. Lexis 11071 (N.D. IIl.); Jessu@77 F.3d at order upholding disclosure of confidential settlement
929 (court’'s approval of dismissal of action andh specific case).
placing settlement agreement in court files, even
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formation, although the information wasorporate conduct, environmental incident
exchanged between private parties to rer government action is potentially harmful
solve private, civil legal disputes. Theyr wrong. Regulatory agencies, local gov-
have convinced courts to believe and act asnments and the media are far better
if this role somehow trumps the courts’ obsuited to providing information to the pub-
ligation to serve as a neutral arbiter of legdt.
disputes. Courts have reacted to horror sto-In a number of cases, the initial media
ries in the media about “court secrecy” andaims and lawsuits have had no scientific
have give greater credence to public opifrasis. Good products and businesses have
ion based on bald allegations than to docbeen unfairly taken off the market or
mented claims of privilege and confidentidriven out of business.That was the fate
ality. of the Audi 5000 automobile and the Dow

Fortunately for society, the claims of th&Corning breast implants. Both products
plaintiffs bar and the media have been irwere needlessly withdrawn from the mar-
vestigated by judicial officers and scholarket following massive media campaigns
and been called “unfoundetl.Indeed, this and thousands of lawsuits in which protec-
emperor has no clothes. But unfortunateljve orders were involved. Scientific evi-
for many parties who have been hauledence eventually vindicated both products,
into court against their will and compelledut that came too late. Women had thou-
to produce highly confidential information,sands of unnecessary operations to remove
courts have acted as if the claims weithe implants alleged to be harmful. Dow
true. The truth is that there is no probler@orning went into bankruptcy as a result of
that needs to be addressed and nothing thia litigation. The market for Audi prod-
warrants changes in legislation or councts in the United States was devastated for
rules. years, and Audi and Audi owners suffered

irreparable financial loss.
NOT A ROLE FOR COURTS In the recent controversy over Firestone

No matter how strongly they believe tillres, aNew York Timearticle exposed the

e contar, courts arey, 1 ever, s, UoL U BT el Denseles
meaningful resources for warning the pub- : : :
lic about imminent public health risks, aclnvolvmg the tires from the appropriate

tive environmental hazards or other pen jegulatory agency in order to have better

ing threats to the public welfare. By the ontrol of the litigation and garner higher

time a dispute gets into a court, any thre ;Ieé? i%lntezmigii(r:gsqgﬁ;y ﬁ? d”\]/?[aﬁlail:]rposr_
to the public has been or could have be 9

: mation from the public, the 11th Circuit
Zznt;‘do?‘ Ig[lhog;/ r:nfarse.) Bgsgﬁyt%%lrjg?sa}n\]ﬁr'fpund that Firestone actually had produced

diate media coverage of even the most né‘:"de secrets in the litigation which war-
scent suggestion that a consumer produc nted a confidentiality ordef.

10. SeeFederal Judicial Center repostypranote birth defects, yet Bendectin removed from market
3. See alsd_etter dated March 23, 1998, from Paubecause of liability costs); Walter Olsdwo Secrets,
V. Niemeyer, Judge of the U.S. Court of Appeals foREASON, February 1991, at 25.
the Fourth Circuit and then chair of the Judicial Con- 12. See Peter HuberManufacturing the Audi
ference Advisory Committee on Civil Rules, to theScare,WALL Sr. J., December 18, 1989, at A18 (no
Representative Henry J. Hyde, chair of the U.Sruth to claim that Audi 5000 was subject to sudden
House Judiciary Committee; Miller, 105ARV. L. acceleration).

REV., supranote 1. 13. Keith Bratsher,S.U.V. Tire Defects Were

11. SeeEaly v. Richardson-Merrell Inc897 F.2d Known in '96 But Not ReportedN.Y. TIMES, June
1159 (D.C. Cir.)cert. denied498 U.S. 950 (1990) 24, 2001, at Al.

(no scientific basis for claim that Bendectin caused 14. 263 F.3d at 1314-15.
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CAMPAIGN IN THE STATES in state legislatures over protective orders

and confidentiality quieted down. The pro-
Pnents of restrictions on protective orders
nd confidential settlement agreements
rned to Congress and federal rule makers

When the protective order controvers
began in the early 1990s, more than half
the states considered legislation or cou
rules to restrict the use of protective orde . . .
and confidentiality agreements. In 1991, 2 egikfsjzg'ersggms’ but ultimately they
states considered but did not enact resmC'Undeterred, the proponents of restric-

tive legislation of thls- typé The same ions on protective orders and confidential-

year, four states considered rules chang.g, dto th in th

but only two—New York and Delaware— agreements returned to the states. In the
001-02 legislative sessions, no less than

gzg t?_gxmas'i?nefggcg gr\?g)ctztjltgﬁ;':g'?h % bills were introduced to limit the use of
g nfidentiality in civil litigation. Legisla-

appeared likely to place heavy restriction on was considered in Arizona (S.B.

on the availability of protective orders, par: o
ticularly in product liability litigationts ~ 1+23), California (S.B. 11 and A.B. 36),

Section 69.081(4) of the Florida statutgggcgeﬁﬂﬁ%tis(%qlaé 6725?)'15H6awg?1“46(H£d
states: ; e e '

4277), Massachusetts (S.B. 862), Missouri
(4) Any portion of an agreement or contrac(S.B. 686 and 1021), New York (A.B.
which has the purpose or effect of concea?513 and 1066), North Carolina (S.B.
ing a public hazard, any information con41071), Oklahoma (S.B. 1555), Rhode ls-
cerning a public hazard, or any informationgnq (H.B. 5617 and 6613, S.B. 194 and
}’."h".:h ma){ bi.usez‘# to mebe;S of the puby707) and Tennessee (H.B. 1216 and S.B.
ic in protecting themselves from injury s
which may result from the public hazard, %;ZSS)I 'ﬁli}ihcgl:]g[hm%”;égtgglignv\?aerrd()f :;iaese
void, contrary to public policy, and may no 9 . P 9
be enforced. at various times, none had been enacted by

. October 2002.

Texas Rule of Civil Procedure 76a states |, general, the proposed legislation and
that “court records ... are presumed to Rurt rules are aimed at increasing public
open to the general public,” and it definegccess in discovery and settlement, and al-
“court records” as, among other thingsyost every one was modeled after the
“discovery, not filed of record, concerninge|orida statute or the Texas court rule. The
matters that have a probable adverse effefiafters anchor their proposals in the
upon the general public health and safety.states’ inherent police powers to regulate
_In practice, however, the Texas restrigyyplic health, safety and welfare, thereby
tions have not had the effect their suppor; tempting to justify the public access re-
ers intended. Courts have interpreted thgjirement as a necessary exercise of state
changes in ways that preserve judicial digsolice power® But the 1991 California
cretion to protect confidential 'nforma'proposals also included personal injury and

tion.7 wrongful death actions.
From the early 1990s to 2000, the frenzy

15. Alabama, Alaska, Arkansas, California, Colopublic health and safety, thereby triggering restric-
rado, Connecticut, Hawaii, 111inois, lowa, Kansagjon on protective orders); Eli Lilly K& Co. v. Biffle,
Louisiana, Maine, Massachusetts, Minnesota, Mi868 S.W.2d 806 (Tex.App.—Dallas 1991) (issuing
sissippi, Montana, Nevada, New Hampshire, Newandamus to direct trial court to interpret new rule
Jersey, New Mexico, New York, Oregon, Pennsylvae protect trade secrets).
nia, Rhode Island, South Dakota, Virginia, Washing- 18. SeeNiemeyer lettersupranote 10; Arthur R.

ton and Wisconsin. Miller, Protective Order Practice: No Need to
16. AHA. STAT. ANN. § 69.081 and gX. R. Qv. Amend F.R.C.P. 26(c}rRoD. LiAB. ReEp. (CCH),
P. ANN. r. 76a. April 21, 1995 at 438-39.

17. See, e.g.Ford Motor Co. v. Benson346 19. See generalljRICHARD A. EPSTEIN TAKINGS
S.W.2d 487 (Tex.App.—Houston 1993) (interpretind07-45 (1985) (discussing the origins and nature of
rule to require plaintiff to prove documents affecinherent police powers of state).
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Following the Florida and Texas staneourt or used at trial would be immatefal.
dards, courts could not issue protective of-his is contrary to legal tradition, which
ders or seal court records if doing so wouldas always recognized the admission of
have the purpose or effect of “concealing @vidence at trial as the “touchstone” of the
public hazard or information concerning gublic’s right to access.
public hazard,” to quote the Alaska bill, or Most of the proposed legislation also
if doing so “concerns matters that have would allow members of the media and the
probable adverse effect upon the genergéneral public to intervene in litigation for
public health or safety,” the lllinois formu-the sole purpose of obtaining access to
lation. In recent years, some legislaturespnfidential information that was produced
particularly California, have expanded thsubject to a protective order, confidential-
definition to also include disclosure of inity agreement or court sealing. Both the
formation concerning “environmental hazCalifornia and lllinois introductions accord
ards” and “financial fraud.” standing to “any person.”

Several of the 1991 introductions—for Recent actions in South Carolina and
instance, Alaska, Arkansas, Kansas, Morrizona are much more problematic. In
tana and South Dakota—defined “publidugust 2002, the federal district judges of
hazard” as “an instrumentality, includinghe District of South Carolina, at the behest
but not limited to any device, instrumentpf Chief Judge Joseph F. Anderson Jr., an-
person, procedure, product, or a conditiomounced the adoption of a new provision to
of a device, instrument, person, procedurepcal Rule 5.03 stating, “No settlement
or product, that has caused and is likely imgreement filed with the court shall be
cause injury.” This definition is remarkablysealed pursuant to the terms of this rule.”
broad and could easily encompass mudut the court also stated that it would re-
more than some potential injury to publiceive comments until September 30, 2002,
health and safety. Accessibility would bafter which it would announce any “neces-
required without regard for whether the insary” modification. A large volume of
formation was contained in records file@aomments was received from South Caro-
with the court, kept in the private offices ofina, as well as out-of-state lawyers and na-
the litigants themselves, or in the hands ¢ibnal organizations. Unmoved by the com-
third parties. ments, on November 6, 2002, the court

Whether the information was gleane@nnounced adoption and implementation of
through discovery or document productiothe new amended rutéNot to be left be-
and ultimately would not be filed with thehind, Chief Justice Jean Toal of the South

20. Seeln re Reporters Comm. for Freedom ofsioned the passing around of documentary exhibits
the Press, 773 F.2d 1325, 1338 (D.C. Cir. 1985), from the jury to the audience, or the manual copying
which then Judge Scalia analyzed the historical praetf all of them.” 773 F.2d at 1334-35 n. 7.
tice of courts regarding public access to court 21. Reporters Comm., 773 F.2d at 1338.
records, relying heavily on decisions from the Su- 22. The notice of adoption of rule and the rule are
preme Court of Michigan, Schmedding v. May, 4&vailable on the court's website—www.scd.uscourts.
N.W. 201 (Mich. 1891), and the Massachusetts Sgov/rules/aug2001/cv/ch5.pdf, and the comments
preme Judicial Court, Cowley v. Pulsifer, 137 Massare available at www.scd.uscourts.gov/Notices/
392 (1884). In Cowley, the court said, “[I]t is cleatCOMLR503.pdf. The announcement of adoption of
that [these grounds] have no application whatever the amendment to Rule 5.03 is available at
the contents of a preliminary written statement of www.scd.uscourts.gov/Notices/LR503.pdee also
claim or charge. These do not constitute proceedingslam Liptak,In South Carolina, Judges Seek to Ban
in open court. Knowledge of them throws no lighSecret Settlementsl.Y. TIMES, September 2, 2002,
upon the administration of justice. Both form andt Al. TheNew York Timesvas quick not only to
contents depend wholly on the will of a private indiendorse the South Carolina initiative but also to
vidual, who may not even be an officer of the court.8peak favorably of barring parties and attorneys from
137 Mass. at 394. According to Judge Scalia, in oparticipating in “secret settlementsSee Editorial,
der to accept a public right of access to prejudgmeBhding Legal Secre¢cyN.Y. TIMES, September 5,
records, “one would have to accept that the cou2002, at A22.
writing in the days before photostatic copying, envi-
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Carolina stated that she favored barriniic and the media, have no First Amend-
“secret settlements” in South Carolina stat@ent right to obtain access to information
courts® produced in civil discoversf. The standard

In January 2002, Scott Bundgaard, applied in much of the proposed legislation
member of the Arizona State Senate, petnd rules reverses the presumption recog-
tioned that state’s supreme court to comized underSeattle Timeghat the public
sider adopting a court rule that would rehas no right of access to material produced
strict the use of protective ordéfs. in discovery. Instead, it gives the public a

Proposed legislation in California wouldgreater right to the information than the
do away with the traditional “good causelitigants who own and produce the infor-
standard for obtaining a protective ordemation.
Instead, it would require the court to bal- These legislative and rule-making activi-
ance the interest of the public in havinges are highly troubling and unnecessary.
access to the confidential informatiorCourts already have the inherent authority
against the need for confidentiality. Only ito control their own records, which in-
the litigant’s confidentiality claim passe<ludes the discretion to keep information
the highest level of judicial scrutiny—thatconfidential or to make it publi€.Just as
is, it demonstrates a compelling interest iimportant, the courts already are some of
confidentiality that overcomes the public’'she most open governmental institutions in
interest in access—will a protective ordethe United State¥.By common law tradi-
issue. tion, civil and criminal trials, and the

Yet it still is black-letter law under therecords filed with the court and used at trial
U.S. Supreme Court’s decision Beattle or in judicial proceedings, are open to the
Times Co. v. Rhinehatt that there is no public almost without exceptiofi. The
right of public access to information pro-only areas that have been protected and
duced in civil discovery. The exact lanthat should remain subject to protection are
guage of the Court used is, “A litigant haareas at the periphery—information pro-
no First Amendment right of access to induced in discovery and included in confi-
formation made available only for pur-dential settlements. There is no tradition of
poses of trying his suit.” This holdingpublic access to prejudgment, or discovery
means that non-parties, including the pulbecords in civil case.

23. Rick Brundrett,;Toal Backs Publicizing Law- 289 F.3d 1117yvacating and remandindl26
suit SettlementsTHE STATE [Columbia, South Caro- F.Supp.2d 1328 (D. Wash. 2001) (no common right
lina], August 7, 2002, at A5; Rick Brundrefipal: of access to documents filed under seal; First
Secret Deals Often Break Ruld@sie STATE [Colum-  Amendment not sufficiently raised).
bia, South Carolina], August 23, 2002, at B3. 27. Nixon v. Warner Communications In&35

24. Supreme Court No. R-02-0002, Petition unt.S. 589, 598 (1978).
der Rule 28 of Rules of the Arizona Supreme Court, 28. Arthur R. Miller,Private Lives or Public Ac-
filed January 30, 2002. Comments were due by Agess?A.B.A.J., August 1991, at 65; Schmedding, 48
gust 1, 2002, but no action had been taken by DME-W. at 202.
cember 1, 2002Seewww.supreme.state.az.us/rules/ 29. The United States has a common law tradi-

prrulciv.htm tion of holding public trialsSeeRichmond Newspa-
25. 467 U.S. 20 (1984)aff'g 654 P.2d 673 pers Inc. v. Virginia, 448 U.S. 555 (1980); Brown &
(Wash. 1982). Williamson Tobacco Corp. v. Fed. Trade Comm’n,

26. In re Alexander Grant & Co. Litig820 F.2d 710 F.2d 1165, 1177-79 (6th Cir. 198&rt. denied,
352, 355 (11th Cir. 1987)ff'g 629 F.Supp. 593 465 U.S. 1100 (1984); Marcu€onfidentiality Con-
(S.D. Fla. 1986); Reporters Comm., 773 F.2d atoversy,supranote 1, at 459.
1339.See alsippollone v. Liggett Group Inc., 785 30. Reporters Comm.773 F.2d at 1334-39.
F.2d 1108, 1119 (3rd Cir. 1986) (no First AmendNonetheless, at one time some federal circuit courts
ment analysis required to determine whether protekeld to the contrarySeeSeattle Times, 467 U.S. at
tive order can bar public dissemination of discoverg5; In re Halkin, 598 F.2d 176 (D.C. Cir. 1979) (pro-
information); Worrell Newspapers of Indiana Inc. viective order can act as prior restraint on litigant’s
Westhafer 739 F.2d 1219 (7th Cir. 1984kVv'g 570 First Amendment right to free speech); In re San
F.Supp. 1447 (S.D. Ind. 1983) (no First Amendmeuan Star C0662 F.2d 108 (1st Cir. 1981) (protec-
analysis required); Phillips v. Gen. Motors Corp.tive order is not prior restraint but does implicate
2002 U.S.App. Lexis 21489 (9th Cir.amending First Amendment interestsBut seelnt’| Products
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THE DISCOVERY PROCESS When litigants fear that confidential infor-
mation will not be protected, they will not

un[k)rlfocvexer)r/iolf t?) t[ﬁlgt;\l/(je(ljy t?oer;’\lolfn}[f:t::oer:j’pe forthcoming in producing it. Discovery
P P isputes will proliferate, making it neces-

eral Rules of Civil Procedure in 1938. Th ary for already overburdened courts to

:Q\r’a;'v?mnrﬁtfﬁg r%ggg?ﬁg?sncgsg?y rrgilélé ediate the pretrial process at a time when
gely y.p it was designed to be self-executing.

which requires the production of informa-
tion, even if I'['WI|| be |nadm|s_5|t_)le_|n the CONSTITUTIONAL DUTY TO
underlying action, as long as it is likely to PROTECT LITIGANT RIGHTS
lead to the production of admissible infor-
mation. In its present incarnation, Rule In all the emotional rhetoric about the
26(a) requires initial disclosures of certaipublic’s right to know, “secret settlements”
information without a discovery requestand “court secrecy,” the proponents of re-
As recently as 1970, parties were requirestrictions on protective orders and confi-
to show good cause before a court wouldential settlements seem to ignore the fact
compel discovery. In a complete reversathat litigants also have rights. Often these
the rules now require production unless rghts reside in the information that must
party can show good cause not to prdee produced under highly invasive modern
duce® discovery rules in order to resolve the un-
Surely, the founding fathers of thederlying legal dispute. Consequently, ef-
United States, who believed strongly itfiorts to increase public access to informa-
public trials, never imagined that prelimition related to litigation are in significant
nary, private information produced solelyension with the litigants’ need to protect
to facilitate resolution of the lawsuit wouldconfidential information from disclosure.
be universally available to any and all takOnly confidentiality protects the rights
ers, particularly when it did not have théound up in the information, rights which
benefit of being found relevant to the unmay be of constitutional stature.
derlying issue&? It follows that when dis-  Although this tension always has existed
covery information results in a confidentiato some extent, its dynamics have under-
settlement, the information retains its corgone a profound metamorphosis in the last
fidential nature unless used in court prdew decades as technological advances
ceedings or introduced into court fil€s.  have moved society into the information
The discovery process and civil litiga-age, where information itself is often an
tion as contemplated under the Federahd product. Because of this transforma-
Rules and the rules of most states envisidion, ensuring strong legal protection for
the free flowing exchange of informationnformation is of much greater importance
in discovery between litigants in order tdoday than ever before.
promote the early resolution of the dispute.

Corp. v. Koons325 F.2d 403 2d Cir. 1963) (no Firstcovery?, 74 JDICATURE 178 (1991);Frank H.
Amendment restriction on dissemination of informaEasterbrookDiscovery as Abuseé9 B.U. L. Rev.
tion produced in litigation)See alsoRichard L. 635, 645 (1989); Maurice Rosenberg & Warren R.
Marcus,Myth and Reality in Protective Order Liti- King, Curbing Discovery Abuse in Civil Litigation:
gation, 69 GRNELL L. Rev. 1 (1983) (discussing Enough Is Enoughl981 BYU L. Rev. 579; Wayne
lower court cases prior to Seattle Times). Any. Brazil, The Adversary Character of Civil Discov-
doubts about public access rights to civil iscoveryery: A Critique and Proposals for Chang8l
and whether they are grounded in the U.S. ConstitMAND. L. REv. 1295 (1978).
tion, were put to rest by Seattle Times. 32. See Reporters Comn¥.73 F.2d at 1334-39
31. William W. SchwarzerThe Federal Rules, (discussing historical treatment of prejudgment
the Adversary Process and Discovery RefdtU. records in civil proceedings).
PTT. L. REV. 703 (1989). In recent years, leading 33. Seeluther, 277 F.3d at 928 (recognizing that
scholars and jurists have recognized the abuse amgken entire trial record may be sealed and citing sup-
excess bred by the current rul&ee, e.g.William porting cases recognizing continued validity of con-
W. SchwarzerSlaying the Monsters of Cost and Defidentiality in litigation).
lay: Would Disclosure Be More Effective than Dis-
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A. Property Rights in Information licensing the use of, or selling, exclusive
information. Unlike tangible or real prop-

Information is intangible property, and . :
. rty, which can be disposed of only once,
the U.S. Supreme Court has recognized & e same information can be sold over and

plicitly that information, such as trade . X OO e
secrets and confidential business informgy . 292N without diminishing its original

S alue, as evidenced by the market for com-
tion, is a form of property. To the found- uter programs or legal research services.

ing fathers, who were steeped in Locke . - :
theory, securing private property againq% others can obtain the same information

: : Svithout paying for it, the potential value

21efioar:%tgoor:’%\r/g?%Tecgp?ﬁgaﬂ%ltofruLn(;:{'hat canpbg dgrived from Iil?:ensing or sell-
pprop as ¢ ing the original information is substan-

mental responsibilities of government. Thﬁally if not entirely, diminished

\',:V':\Esh Arl?a?rgﬂgggtatr?umt?erco?nr?tg'ys“Ocr(])’ _When a court orders a litigant to produce

tains tr?e “takings clause,” which sgtate,s th%roprietary information in litigation and to

« : : isclose that information to an opponent,
Tﬁ)r“ CShjilepr\'/vvi?giu?rpup:f[rtgo%e ;ﬁggﬂ O];lo,the court’s interference with the rights to

P A J b ‘exclusive possession and use of that infor-

Protecting private property was, thereforTnation is immediately apparent. This inter-

8?: agfbtgaggxl?ﬁefggﬁgﬁi gg 2\'23 é?;;?'g?le_zrence can be tolerated when the court ex-
Lrcises its authority under existing law to

ain, and it retains its vitality tod&.

. . . revent further disclosure outside of the
An owner of private property is said tq[;wsuit, either through the issuance of a

possess a “bundle of rights” in the prop- : : . i
erty. One stick in this bundle is the right tﬁg?]t?r?tggigﬁgrs or by sealing the informa

exclusive possession of the propeftyhe The degree of interference would in-

right to exclusive possession is often org ease exponentially, however, perhaps to

transcendent importance when the proper, . : ;
at issue is information. Unlike tangible o e point of destroying the underlying

real property, informational property carProperty right, if the information disclosed

be possessed simultaneously by more thah 2 “m'te.d manner to the court and the
one person. Thus, the basic value of info )pponent is further disclosed to the general

mational property often is dependent on i;%ublic, as would be required under the pro-

exclusive possession or on confidentialit qﬁZﬁ(t]:yle[gg(I:?r:grrles{: S: ti(;?]l;rt()rzutlj?sélir?\?nnasf-
goei;er%/gpixk:n?&;heihfgrrgg?afgmgoccag”9 the court’s authority to protect the

would have no special advantage over arﬁé?ggﬁiggali':]y I(i)'[]; gﬂ?g;'et?;{égfor%atg?
other soft drink manufacturer. 9 P property

Other sticks within the bundle of prOIO_rlghts in information at serious risk of loss.

erty rights include the right to control theB
use and ultimate disposition of property:"
Again, these rights are of paramount im- Another right of constitutional signifi-
portance when the property is informatiorgance often embodied in information is the
because the owner can derive value fronght to privacy?’ Although the right to pri-

Right to Privacy in Information

34. Carpenter v. United States, 484 U.S. 19, 2%futures exchange’s price information protected by
26 (1987),aff'g 791 F.2d 1024 (2d Cir. 1986) law). See alsdSamuelsoninformation as Property
(newspaper’s prepublication material is property)supranote 7.

Ruckelshaus v. Monsanto Co, 467 U.S. 986, 1003-04 35. EPSTEIN supranote 20, at 16-17.

(1984), vacating and remandin§64 F. Supp. 552  36. See generallid., at 58-62.

(E.D. Mo. 1983) (trade secrets are properiyks 37. See generallpamuel D. Warren & Louis D.
v. Sec. Exch. Comm’n, 463 U.S. 646, 653 n.1Brandeis,The Right to Privacy4 Harv. L. ReV.
(1983) (confidential business information is propi193 (1890); Gary R. Clouse, Not&he Constitu-
erty); Bd. of Trade of Chicago v. Christie Grain &tional Right to Withhold Private Informatiory,7
Stock Co., 198 U.S. 236, 250-51 (1904ff,g 130 F. Nw. U. L. Rev. 536 (1982)

507 (7th Cir. 1904)ev’'g 125 F. 161 (8th Cir. 1903)
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vacy is most often thought of as it relatelsut that also triggers other detrimental con-
to individual autonomy over certain persequences. One can easily imagine how
sonal decisions, the Supreme Court haisis damage could occur, especially in light
recognized a second branch of privacy that some telling examples already dis-
may guarantee the right to avoid goverreussed, such as the Audi 5000 and breast
ment disclosure to the public of certain priimplants, in which premature publication
vate or personal information. of confidential can inflict serious injury.

The Court has recognized several types
of information that an individual or corpo- BALANCING PUBLIC INTEREST
ration may have an interest in preventing AND PRIVATE RIGHTS
the government from disclosing, including:
personal information collected while in
public office® identification of an indi-
vidual as a user of prescription narcofits,

Although the public may have some in-
terest in obtaining access to information
produced in litigation, litigants themselves

erroneous description of an individual as gave important rights that are protected un-

drunkard? erroneous description of a comy ert FPG." fCons'il'tutlonErlgPtts that Tayt' be
pany as “lacking integrity description of ost IT information subject 10 a protective

an individual as suiciddf,and information order to settlgme_nt agreement is disclosgd.
about a prior arrest or cr’iminal recdfd Both the public’s interest in access and liti-

The concern in most of these cases is elmts’ interest in privacy car_mot be s_atis-
so much the risk that the information dis-'eol;.they are m““.la”y exc.luswe. Allowing
closed will be erroneous or otherwisé’Ub“C access to information whose value

likely to stigmatize the individual or Orga_depends on its confidentiality destroys the

nization to whom it pertains, althougff.)mperty or privacy right in the inf_orma_l—
those are issues in these cases, but ratHap- Denying public access to confidential
that disclosure will cause the individuaPTOPrietary information protects the prop-
some further detriment or loss beyond tH&/ty O privacy right but disregards the

erroneous stigmatization or loss of reputé)-Ub"C’S interest. Resolution of this conflict
tion. requires a choice between the two compet-

Again, it is immediately apparent that ifn9 interests. . .
legislatures or rule makers restrict the au- -0gic and fundamental fairness dictate a

thority of courts to protect information inPrésumptive choice in favor of the litigant.

which there may be a privacy right or interBefore a lawsuit is filed, the public has no
est, that action may result in the unwafight of access to confidential information

ranted public disclosure of information thak®Pt by a private individual or organiza-
not only injures the reputation of the indillon- Nothing dictates that the mere filing
vidual to whom the information pertains©f & lawsuit changes this fact and creates a
right of public access to the information
that did not previously exist. On the other
- hand, the future litigants have a plethora of
38. Nixon v. Adm'r Gen. Servs. Admin433 legal rights and interests, including their

0 fs32756)431 (1877)affg 408 F.Supp. 321 (D. rights in confidential information.
'39. Whalen v. Roe, 429 U.S. 589, 605-07 (1977), When a lawsuit is filed, a specific subset

rev'g 463 F.Supp. 931 (S.D. N.Y. 1975). of the litigants’ rights or interests is placed

40. Wisconsin v. Constantineau, 400 U.S. 43 S ; ;
435 (1971)affg 302 F.Supp. 861 (E.D. Wis. 1969).% guestion—that is, the legal issue to be

41. Old Dominion Dairy Products v. Sec’y of De-dec_id_ed i_n the lawsuit. The litigants’ re-
fense, 631 F.2d 953, 963 (D.C. Cir. 1980). maining rights and interests that are not at

42. Codd v. Velgerd29 U.S. 624 (1977). ; ; PP : .
43. U.S. Dep't of Justice v. Reporters Comm. fofSUE 1N the lawsuit, including the rights

Freedom of the Press, 489 U.S. 749 (1988),g they have in confidential information,
816 F.2d 730 and 831 F.2d 1124 (D.C. Cir. 19815hould remain just the same during and af-

Utz v. Cullinane, 520 F.2d 467, 476 (D.C. Cir ; ;
1975); Tarlton v. Saxbe, 507 F.2d 1116, 1124 n.2§" the lawsuit as they were prior to the

(D.C. Cir. 1974). awsuit.
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For example, a plaintiff may be require¢ourt system because vindication of one le-
to produce intensely private medicagal right might result in the loss of other,
records in order to resolve a personal iperhaps more important, rights. Litigants
jury action. The information is needed as bave a compelling argument that their in-
tool to resolve the underlying issues of literests in confidentiality should override
ability and the plaintiff's right to recoverthe public’s interest in access, particularly
compensation. The information itself andvhen those rights rise to the level of prop-
the plaintiff's right to keep it confidential, erty or privacy rights protected under the
however, are not the underlying legal is€onstitution. The serendipitous or perhaps
sues. Although requiring production of thigven the malicious filing of a lawsuit are
information is fair in order to resolve thenot legitimate grounds for allowing the in-
lawsuit, going one step further and allowvasion of the litigants’ property and pri-
ing public access to the medical recordsacy rights.
thereby destroying the privacy right in
them, is not fair. MEDIA HYPE, PLAINTIFFS BAR

The same holds true for a defendant re- FRENZY ARE JUST THAT
quired to produce design information in or- None of the media hype or the frantic
der to vindicate itself in a product liabilitypleas from the organized plaintiffs’ bar can
case. Any property right the defendant hathange the reality of the law or the facts.
in the information before the litigationThe law protects confidential information
should not be destroyed because of publitoduced in litigation but not used in judi-
disclosure through the litigation. cial proceedings. Nothing has been pro-

The law should and does authorizposed or exposed that warrants a change in
courts to ensure a sort of legal homeostasigs fundamental tradition of American ju-
for rights and legal interests that are umisprudence. Courts that act or find to the
avoidably brought into court along with thecontrary are at risk of being like the em-
actual legal issues that are central to rperor duped by the outrageous claims of
solving the dispute. Without this protecthe clever tailors—they may be emperors
tion, citizens would be reluctant to use theith no clothes.



The Privacy Project

The Brave New World Is Here: Privacy
Issues and the Human Genome Project

Governments and courts must step in to provide protections and
regulations for the use of individuals’ genetic testing results

By Robert A. Curley Jr. and IADC member Robert A. Curley Jr. i
Lisa M. Caperna president of Curley & Curley, P.C., o
Boston, where he concentrates his prac-

IENTIFIC discoveries and advanceg fice in the defense of product liability an
catastrophic personal injuries. He is

n biological understanding during the raduate of Harvard College (AB. 1971
20th century_paved the path for the Humengnd Cornell University Lav?/ S(chool (J.D,
Genome Project. 1976).

“We used to think our fate was in ouf  Lisa M. Caperna is an associate gt
stars. Now we know, in large measure, olir Curley & Curley. She was educated @t
fate is in our genes,” said James Watson,Boston College (B.A. 1997, J.D. 2000).
who co-discovered the double-helix stru
ture of DNA with Francis Crick in 1958.
As for Crick’s thoughts, he stated, “You,
your joys and your sorrows, your memochase performed the definitive experiment
ries and your ambitions, your sense of pethat showed that DNA was, in fact, the ge-
sonal identity and free will, are in fact nanetic material.
more than the genetically determined be- Once more was known about DNA, the
havior of a vast assembly of nerve cellsext step was to figure out the molecule’s
and their associated moleculés.” structure. The race was on. At Cambridge

DNA was discovered in the mid 1800sUniversity, there were Watson and Crick.
In 1868, a Swiss biologist, FriedrichAt the same time, at King's College in
Miescher, identified DNA in the nuclei ofLondon, Maurice Wilkins and Rosalind
pus cells obtained from discarded surgicédranklin also were studying DNA. In 1953,
bandages. But it was during the 20th cemwilding from the King’s team’s research,
tury that there were great advances in bidatson and Crick presented a model of the
logical understanding of DNA. structure of DNA. In 1962, Watson, Crick

In 1943, American Oswald Averyand Wilkins shared the Noble Prize for
proved that DNA carries genetic informaphysiology and medicine. Franklin had
tion. He even suggested that DNA mighdied by 1962, and the Nobel Prize rules do
actually be the gene. Most people at thabt allow an award to be made posthu-
time thought the gene would be proteimnously, and interestingly nor do they allow
not nuclei acid, but by the late 1940s, DNAnore than three scientists to share the
generally was accepted as the genetic maiward.
ecule. In 1952, Alfred Hershey and Martha Franklin actually was the one who dis-

covered and first stated that the sugar-
- phosphate backbone of DNA lies on the

1. James Watson, quoted in Leon Jardhe outside of the molecule. She arrived at this
Great Hunt TIME, March 20, 1989, at 62, 67. discovery after examining the DNA mol-

2. FRANCIS CRICK, THE ASTONISHING HYPOTH- .
ESIS THE SCIENTIFIC SEARCH FOR THE SouL 3 €cule under an x-ray beam, a technique
(1994). called x-ray crystallography. It would be
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interesting to know which three of the fouproject at the National Institutes of Health,

scientists would have received the Nobdlas said, “It's hard to overstate the impor-

Prize had Franklin not died before théance of reading our own instruction book,

award was given. and that’'s what the Human Genome
Although genetics dates back to the miBroject is all about®”

1800s, the last decade has proved to offerThe United States also is home to the

the milestones in genetic history, what witprominent private endeavor to map the

technology advances and revolutionary sdruman genome being done by Celera

entific endeavors like the Human Genom&enomics, a company in Rockville, Mary-

Project. DNA's discovery has been callethnd, headed by J. Craig Venter.

the most important biological work of the

last hundred years, and the research thaBit Basic Science

has sparked will lead to monumental devel-

opments in the next hundred. For a better understanding of the work

being done by the HGP, it may be useful to

HUMAN GENOME PROJECT review Biology 101. Every human cell (ex-
cept for red blood cells and the platelets
A. What Is It? that are critical to normal blood clotting

The Human Genome Project (HGP) i nd wound healing) contains a nucleus that
an international research effort to deteﬁals within it roughly six feet of a special
mine the sequence of the three billioghemical called deoxyribonucleic acid, or
chemical base pairs that make up the hiPNA. DNA consists of a backbone of re-
man DNA and to identify the approxi-P€ating sugar and phosphate units, each of
mately 35,000 genes in human DNAWhich binds a simple chemical structure
While the HGP was conceived as early &&lléd a nucleotide (more commonly, a
the mid 1980s by scientists in the U.S. Debase”). There are four kinds of b'ases.
process culminated in 1990. Since then, ré& for adenine, C for cytosine, G for gua-
searchers from the United States, tndne, and T for thymine. _

United Kingdom, Germany, Japan, China There are 46 strands of DNA in each
and France have been reconstructing DNRUmMan cell, and they coil into the con-

sequences to produce detailed physicé¢nsed double helix shape contained in 23
maps of the human genome. pairs of chromosomes. The 46 molecules

The international consortium is sup®f DNA contain an estimate@5,000

ported mostly by the U.S. National Instigenes. Each nucleus-containing cell in an
tutes of Health and the Wellcome Trust, fdividual’s body has the same DNA.
philanthropic organization based in LonThere are three billion DNA_ bases in a cell,
don and directed by Dr. Michael Dextercalled the genome. Technically, there are
Other governmental agencies and chaix billion base pairs of DNA; at concep-
table institutions in the various countrie§on, three billion bases in an unfertilized
also fund the project. The driving force beedg are joined with three billion from the
hind the project is the identification andnale sperm. Scientists think the two sets
eradication of all genetically based disdiffer by about one DNA base in every one
eases. thousand, differences that can be explored
The U.S. Human Genome Project is after one set has been sequenced.
13-year effort coordinated by the Depart- Encoded within the structure of the
ment of Energy and the National InstituteBucleotide DNA chain is the information
of Health. The project originally wasnecessary for cell structure and function.
planned to last 15 years, but effective réche DNA strand includes coding regions,
source and technological advances haealled genes. The sequence of nucleotide
accelerated the expected completion daséib-units in genes directs cells to produce
to 2003. Francis Collins, the director of th@roteins, which provide structure to and



Page 24 DEFENSE COUNSEL JOURNAL—January 2003

mediate chemical reactions within a celdisease do not have the disease. Rather,
Thus, proteins determine the characteristitisey have an increased likelihood that the
of cells, which in turn collectively deter-disease will develop. On the other hand,
mine the characteristics of the individualpeople with pre-symptomatic genetic con-
There are an estimated 35,000 genes in ttigions will develop the disease if they live
human genome. long enough. An example of such a condi-
It is interesting to note that the remaintion is Huntington’s disease.
ing DNA, which may exceed 95 percent of Another aspect of genetic diseases is the
the total and is unknown at this time, doegene’s penetrance and expressivity. Pen-
not code for proteins and is often referregtrance is the likelihood that a gene will
to as “junk” DNA. Further scientific explo- express itself. For example, the BRCAL
ration is necessary to determine the fungene, which predisposes an individual to
tion of this DNA. breast cancer, is about 85 percent pen-
Genetic disorders may occur when thergtrant, while the Huntington’s gene is 100
is a mutated gene. Sometimes full segercent. Expressivity deals with the sever-
ments of DNA may be missing, multipliedity and manner in which the gene manifests
or transposed—that is, found on a differengself once it has penetrated. For instance,
segment of the chromosome. A classic ufiyo women with the BRCAL gene may de-
usual example of a mutation-based genetjelop breast cancer at different ages and in
disease is sickle-cell anemia, in which Preérarying degrees of severity. It is important
cisely one A (the nucleotide, or basep remember that not everyone who devel-
adenine) has been replaced by alfiese ops breast cancer has the BRCA1 gene;
mutations may be either inherited or acsome may have “acquired” this genetic dis-
quired. Such mutations may then lead ase because of mutations that may form
genetic disease. ~ spontaneously from environmental factors,
Genetic disorders may be classified aqch as radiation, or age-related factors.
either “multi-factorial” or “single-gene” The BRCA1 gene is responsible for ap-
genetic condition$. Multi-factorial condi- proximately 5-10 percent of breast cancer,
tions may not manifest themselves in thgnjle 90-95 percent of breast cancers are
absence of certain behavioral or enVirorkpontaneous genetic disorders.
mental factors. These conditions rely on Wondering if you missed a day of Biol-
the interaction of numerous genetic and e@yy 101? Rest assured, whatever you
vironmental factors. In the case of singlemissed, you will learn as the Human
gene diseases, such as cystic fibrosis ag@nome Project's discoveries continue to
Huntington’s disease, the carrier rec_elvec_jrﬁake headlines. With the project's grow-
gene in which the disease will manifest lthg popularity, good or bad, it is likely that
self regardless of environmental factors. 4t may not have been part of the cur-

It is important to distinguish between thgjcyjum of the past, will be common
terms “predisposed genetic condition” angyqyledge in the future.

“pre-symptomatic genetic condition.”
People who are predisposed to a geneEc_ HGP's Goals

The ultimate goals of the Human Ge-

"3 see'Rouah M - Genome Prc)jecnome Project are to identify the approxi-
. See“Rough Map of Human Geno :

Completed” at Www.cnn.com/2000/health/06/26trnater 35,00@enes in human DNA a”O_' '[_O
human.genome.03/index.html (visited June 268nap out and sequence the three billion
2022)éeecmistopher M. KeeferBridging the Gap chemical base pairs that make up human
Bet\}veen Life Insurer aﬁd Consumer in the GenetPNA'6 In Ot_her words, to prOduce the hu-
Testing Era: The RF Proposaf4 ip. L.J. 1375, man blueprint.

1328|(dFall 1999). Mapping is a process that results in

6. SeeHuman Genome Project Information alknO\_Ning the location of_the_gene OI"I a
www.ornl.gov/hgmis (visited May 30, 2002). chain of DNA. Sequencing is breaking
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down the biochemical parts of the DNAD. Progress to Date
that composes each gene into its nucle- . .
otides. The DNA sequence refers to the or-ln June 2000, President Clinton an-

. . d the completion of a “working
der of the nucleotides (A, C, G, and T) imounce .
the DNA chain. draft” of the human genome, a collection

The scientific techniques used by th epresenting more than 90 percent of the

: netic composition of chromosomes. Ap-
Human Genome Project to detect alter roximately 75 percent of the sequence is

genes result in the mapping of genetic di?— a highly accurate “finished” state. The

eases. Once a section of an individual X - . .
DNA is mapped it can be compared t@ie’ %5 FHEEE © REEM Glolt GEaib
known Sequences created bY the project 2001, declaration of the first readable
determine whether the individual has th ft of the “Book of Life.”

specific gene or genes that causes a gen {%Vhile there are still some gaps to be

gﬁggg;)%gIg:orgaék:;etggiéggi'gg%ual moreﬂlled, scientists are already forming a good
The genes that are mapped and s|&‘ojlea of what the genome looks like. Fiiist

quenced in the project do not come from rns out that human chromosomes have

: : rowded centers with many genes in close
one human being but from cell lines th o
have been acquired and grown in ma%rommlty to one another and vast expanses

laboratories over a long period of time :;dlij:p?ﬂﬁ:(?tng:;?:sfonv:d?;_ehigrélétrriion'
These blueprints are then compared {0 9] '

maps of individuals with genetic disorderttion Of g?nﬁs |shvery different from the g
in order to track down components of en?]me:GoPtTehot err\ organisms sequedr!cc(aj
genetic disorder. Finding all of the compo-y the - The other organisms studie

L have genes that are relatively evenly
nents of a complex genetic disorder respaced throughout.

gfggss :r? g Iyizr:ng o?nnetlriagggorphi)susognggn- cientists also learned that human be-
individuals’ ’ iRys have only about twice as many genes
) as the worm or fly. Apparently, humans are

Although called the Human Genom ble to do more with what they have than

Project, the project involves sequencing th : .
DNA of many other organisms, such as tr§ther species. Instead of producing only

mouse, rat, worm, fly and yeast. Thgg? TR I, PE0G TR AVREOE Jumer
theory behind this is that the human ge* P b :

rome shoud ot be sudied in a vacuury, HOrEOVen e FGP has mace sgnfcan
Learning how the human genome cor:E g 9

. . uman genes and diseases. For instance,
pares to those of other organisms will helgcientistgs have identified the genes for
ar understandm_g the human genomec?lstic fibrosis, Tay Sachs disease, sickle
makeup and how it has evolved.

Additional goals of the U.S. Human Ge_ceII anemia, Duchenne muscular dystro-
nome Project include storing this informa-phy’ hemophilia A, Alzheimer's disease,

tion in databases, improving tools for datHuntlngton s disease and various forms of

: . Rancer,
analysis, transferring related technologie$

to the private sector, training scientists who

will be able to utilize the tools and re-

sources developed to pursue biological

studies that will improve human health, 7. SeeHuman Genome Project Information, “The

and examining the ethical, legal and soci&fience Behind the Human Genome Project,” at

. e . www.ornl.gov/hgmis/project/info.html (visited Au-

implications of human genetics research. Wyt 23, 2002).

an effort to achieve some of these goals,8. SeeNational Genome Research Institute, “In-

the project has licensed technologies to pg;rne_ltlonal Human Genome Sequencing Consortium
. d ded for i ublishes Sequence an Analysis of the Human Ge-

vate companies and awarded grants Tor Ifsme,” at www.nhgri.nih.gov/news/initial_sequence

novative research. PR.html (visited May 1, 2002)
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E. Likely Future Developments In the near future, there likely will be

, N : . ... improvements to the draft sequence, along

ca\r/1\{[hlr|1eursncll)irrmgs‘s h:xg;dgﬂgﬂiises'ﬁgg'e ith the identification of single-gene and a
g w multi-gene diseases. In the meanwhile,

many of them to known single-gene dis-" " . L
eases, there are thousands of genes yegﬁ(g_tmuous findings of the Human Genome

. . ject will affect aspects of clinical medi-
be understood, or even identified for that. e far beyond what is currently thought

|
matter. It may take years or even decad o
to identify genes that do not have the typ|-$as genetic disease. As technology for

- molecular testing improves and turnaround
cal sequence characteristics of a gene. g Imp

Moreover, although geneticists have pint_|me for test results decreases, current com-

. . : : on diagnostic tests will be supplanted by
pointed the genetic mutations behind son{%cleic acid-based analyses. Gene therapy,

single-gene diseases, there are still mu'ﬁﬁrough which the errant gene is replaced

Catod 10 Kdenily. Becatise cach errant gofill 2 normal gene, may become a com-
X 9€lifon and practical way to treat genetic dis-

nl mall contribution
makes only a small contribution to Suc%ases.

diseases, it has no obvious pattern of inhe "As for the next group of genomes to be

itance and its presence is hard to fin ;
among the natural variations in DNA Segequenced, the National Human Genome

Research Institute has announced its
guence.

‘dream team.” The organisms designated

It also is important to keep in mind tha : - >
the draft of the “Book of Life” may haveiéis high priority for sequencing include

some inaccuracies. In fact, a private cori—hickens’ Chimpanzee’ several species of
pany in Iceland, called Decode Genetic Lngl, sea urchins and honey bées.
already has found some mistakes. Decode

was founded by Dr. Kari Stefansson, a EXPECTATIONS OF PRIVACY
former Harvard neuropathologist, whQA. What is Privacy?

chose Iceland because of its small popula- = o ]

tion (278,000) and careful genealogic Dictionary definitions of “private” and
record keeping, which allows disease genéRfivacy” include “belonging to oneself,”
to be traced back more than 10 generationgitended for or restricted to the use of a
Through its detailed knowledge of IcelanParticular person or group,” “not freely
dic genomes, Decode has uncovered aAMailable to the public” and “freedom from
has been able to correct many errors in th@authorized oversight or observation.” In
human genome sequence produced by tHe context of human genetic material,
HGP. For example, Decode discovered thHtese definitions involve fundar_nental con-
in more than 100 cases, large sections @&pts of ownership (*belonging”) and,
the consortium’s human genome are in tHgore important, authorized use.

wrong order or flipped head-to-tail, and the

wrong order degrades the statistical pow&. Traditional Property Concepts

of gene-hunting methods. Generally speaking, a person has prop-

- erty rights in his or her body, although
9. See Nicolas Wade,Hunting for Disease there has been some legal reluctance in

Genes in Iceland’s Genealogipgww.nytimes.com/ i
2002/06/18/health/genetics/18prof.html] and terr_?mg tRe h“m.""”lbeo.(ity :S prot?e;]tyh The
Genomic Treasure Hunt May Be Striking GoldJniform Anatomical Gift Act, which has

[www.nytimes. com/2002/06/18/science/18decobeen widely adopted in the United States,

html], both June 18, 2002. i i
10. See National Genome Research Institute(jluthorlzes competent adults to make glfts

“NHGRI Prioriizes Next Organisms to Sequence,Of all or any part of their_quy to take ef-
at www.nhgri.nih.gov/NEWS/news.html (visitedfect on death! The act limits donees to

May 30, 2002) i i
11. The text of the act, together with the prefato (nedical or dental care providers and

note and comments, are available at www.IaV\%ChO_OIS’ banks or storage facilities for
upenn.edu/bll/ulc/fnact99/uagas?.pdf. medical or dental education, research, ad-
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vancement of medical or dental sciencér a population statistics database, identi-
therapy or transplantation or any specifiefication research and protocol develop-
individual for medical therapy or trans-ment, or for quality control, but only if per-
plantation. It authorizes gifts by living do-sonally identifiable information was
nors for transplantation where the donaemoved. Violation of the privacy provi-
and two physicians who examined the dsions was made a crime punishable by a
nor and who are involved in the transportdine of up to $100,000.
tion sign an affidavit. In 2000, a specific privacy protection
A person’s heirs have certain propertgection was added (42 U.S.C. § 14135(e)),
rights in the deceased person’s body amhd the Federal Bureau of Investigation
organs. As one court observed, in a cased states accessing the index were re-
involving unauthorized cornea removalgquired to expunge the DNA records of per-
“property is often conceptualized as aons whose criminal convictions were
‘bundle of rights’ . . . which . . . include theoverturned (42 U.S.C. § 14135(d)).
right to possess, to use, to exclude, to
profit, and to dispose*? C. Abandoned Property
Blood may be donated, but that act and

the blood's use is S.UbjeCt to substanti%lf their DNA into the environment—nhair
governmental regulatiofi. :

Persons unquestionably have properéﬁ"va’ blood. Does an individual have a

, . . . roperty right with respect to DNA no
rights in their own DNA, but those rlgh'[SI nger directly attached to their person? In
may be subject to greater societal and goy-

ernmental interests. The Supreme Court(?_lg ggg\fé{: gl;grl?lyA};‘?]%nd at crime scenes,
Indiana has ruled that a rape suspect “ha : Lo .
legitimate expectation of privacy in hist %n a case involving impressions of coun

» rfeit bills in sealed trash bags left on a
?:é? e}p\dablr(;%% Sp&;anpelgﬁm\)/\r/]h?gr t\t‘vﬁc\é\'eﬁ idewalk, the First Circuit held that the de-

was acquitted on the basis of a consent g_n dant had no expectation of privacy as to

fense. In a later prosecution for anotheiFaer Coglfgér(i)tf lt7h ig‘;‘gﬁflﬁé tihselgfi(;i C?f?é
rape, the court held that once his DNA y y: g ’

§merican rule is that title to abandoned

Human beings constantly shed samples

which was collected pursuant to statut roperty rests in the findét,

became part of the DNA bank, “the profil i
becomes the property of the crime lab.” In the brave new world of DNA technol

: ogy, where it is probable that samples of
The defendant had no expectation of P'BNA can be extracted from any trash bag

o o e o s W on the sidewllor example, sava
’ n an envelope—the law may need to ad-

lation of the Fourth Amendmetft. N .
In 1993, the United States enacted Iegig-r ess previously unthought-of privacy con-

. erns. In criminal cases, the interest of the
lation (42 U.S.C. § 14132t seq) mandat- N
ing the( creation of an index ofq)DNA identi-government probably will trump any argu-
fication records of persons convicted of
crnmes and_anal)/_ses of DNA from_ crime 15 Whaley v. County of Tuscola, 58 F.3d 1111,
scenes, unidentified human remains andi4 (6th Cir. 1995)cert. denied 516 U.S. 975

iSsi 95).
(by later amendment) missing persons. THé913_ See, e.g. MAsS. GEN. Laws ch, 111,

states followed suft. o §§ 184(B); 105 Mss REGS CoDE § 135.001 et seq

The original federal legislation ad- 14. Smithv. Indiana, 744 N.E.2d 437 (Ind. 2001).
dressed privacy rights by limiting disclo-sel5- See, e.g.Mass. GEN. Laws ch. 22E, §1 et
_SUI’Q of Stored_ DNA informati_on_ to _Criminal (iG United States v. Mustone, 469 F.2d 970 (1st
justice agencies, to courts in judicial proeir. 1972). _

i A eviden i mis- 17. California v. Krivda, 486 P.2d 1262 (Cal.

C%eldmgdehere- D-N | g fdedce Sfad d51971),vacated and remanded09 U.S. 33 (1972).
sible, and to criminal defendants for de- ;g Massachusetts v. Maritime Underwater Sur-

fense purposes. Disclosure also was limitedyors Inc., 531 N.E.2d 549 (1988).
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able privacy expectations. But in situationsause and a search warrant or exigent cir-
involving the collection, analysis or use otumstances justifying the lack of a war-
abandoned DNA by non-governmental perant!®* Compulsory provision of blood for
sons or entities in non-criminal and comthe purpose of blood typing and DNA
mercial situations, a different balance magnalysis in the course of a criminal pros-

be in order. ecution may be authorized, subject to con-
stitutional limitationg?
D. Traditional Tort Concepts All U.S. states have enacted legislation

Section 652A of the Restatement (Se roviding for databases of DNA from cer-
in convicted criminal%. The use of rea-

ond) of Torts recognizes an invasion of sonable force to collect DNA samples is
righ riv n unr nable intruz .
ght to privacy by an unreasonable intru uthorized under these la#sThese stat-

sion on the seclusion of another, by the asﬁt h b held titutional in Vi
propriation of another's name or likeness -c> NAve DeeN heid constitutional in view

by unreasonable publicity given to thé the low expectation of privacy of con-

other's private life, or publicity that unrea-victed criminals, the governmental need for

sonably places the other in a false lighft "€liable system of identification of con-
The commentary indicates that an invasio\HCte;CI ‘é“!m'”a's. and tl?f Amlnlr:;]a[[r:ntr]cuzlon
of privacy is actionable where it would bénv? \E)eNAmdatplt?-pnc' ' ths WlIJ . de S?c .
highly offensive to a reasonable persoff & . htaafl1 asebln eddnl © d ba ©s,
According to Section 652H of the Restatd2'vacy f1ghts have been addressed by re-
ment, damages recoverable for an invasicj|cting the authorized use of the database
of privacy include damages for the harm ghd creating criminal penaltiés.

the interest in privacy, mental distress an Leglslatt_lon half al:th(t)_rlze_d CO‘:”S .E[O or-
special damages. In this era, most peof r genelic marker testing in paternity ac-

would probably find any unauthorized loions. Privacy issues are addressed by clos-

cation, extraction and use of their DNA tdN9 trials to the public and segregating
be highly offensive. records. An adverse inference may be

In the absence of any statutory fram Jrawn from a refusal of any party to submit

work for civil actions arising from the lo- 0 a genetic marker test.
cation, extraction and use of DNA, tort law
will be the arena in which the parameters
of privacy rights in DNA will develop.

2. Consensual DNA Testing for
Research

Biotechnology and companies with

E. Authorized Extraction and Use “gen” in their names are hot. Academic ku-
of Genetic Data dos will be heaped on those who continue
1. Non-consensual DNA Testing to unlock the secrets of the hu_m_a_m genome.
o _ Research requires the acquisition of ge-

In the context of criminal prosecutionnetic material, especially where groups of

the taking of a blood sample may be nonngividuals with a specific characteristic

consensual, provided there is probablge the subject of study.

Consent may take many forms, as it is

essentially a private agreement. With re-

- spect to university-sponsored or private
19. Schmerber v. California, 384 U.S. 757, 767esearch, consent may be subject to com-

(1966). liance with university or compan ide-
20. United States v. Goodridge, 945 F.Supp. 378 ance with university or company guide
(D. Mass. 1996). Iines on research.
21. Seelaudry v. Attorney Genera09 N.E.2d ~ Consensual donation of genetic matter
1085, 1087 (Mass. 1999). for the purposes of research either for the
22. E.g, MAss. GEN. LAws ch. 22E, § 4. .
23. Laudry, 709 N.E.2d 1085. acquisition of pure knowledge or commer-
24. E.g, MAsS. GEN. LAWS ch. 22E §§ 9-14. cial application raises numerous issues.

132?7 E.g., Mss GEN. Laws ch. 209C, 88 11, 12-  From the viewpoint of personal privacy,
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it would be desirable for genetic samples 3. Present Protection

used in resear_ch to be identified in a way It is a “brave new world,” a world in
that does not involve the name of the d vhich an individual’s strand of hair or
nor—for instance, by an alphanumeric des-

X . . k of dandruff can be tested for the
ignation—and which would prevent the re:= pec . ; -
s?earch team from immediatg knowledge gyesence of a myriad of genetic conditions

the identty of the person whose geneti SPERRiS 18 SUATEE NS
material is the subject of research. While

s conceptall possie o devie o mamn NSISIES 9 e Tumer geretc cooe, e
of purely anonymous donation of geneti : ;

. : omes a real threat. Putting aside the fear
material, such a system is probably less dé;: : 2 p
sirable from a number of viewpoints tha f human cloning and designing the “per

one in which the material can be traced to Ig; e?nhilrgda’tit;]r? roe; gsnezn%ri?/\i/(\glﬂ gl’gonecr:a er[: cﬂi]r?- t
specific donor. From the viewpoint of re- g

search, it may be desirable to obtain ad Ic_)rmation will result in discrimination by

tional follow-up data from the donor. FroncMPloyers ﬁnd_lnsurers. '_Il'lhe primary con-
the viewpoint of the donor, it may be desirzo > 2r€ | a;[jlnsunla_rs_ will use geln_etlc In-
able to know the results of the genetic tesgrmation to deny, limit or cancel insur-
nce policies and that employers will use

ing. Existing systems for the protection of,_ " . . -
the privacy of medical test data could prob_he information against their workers or to

. screen potential employees. The main
filg:i/iﬁeimg :ri};he model for privacy prOteéuestion is: Do current laws protect people

> < . i ? :
In obtaining consent for the testing OFrom this abuse? The answer. Maybe.

genetic material, it probably is prudent to
address one of the thorniest ethical issues
in this area: Should the donor be informed At the federal level in the United States,
of the results if they disclose the possibilthe only legislation enacted to date that di-
ity, probability or certainty that the donomectly prohibits genetic discrimination is
will develop certain medical conditions—the Health Insurance Portability and Ac-
for example, Huntington’s disease—or hasountability Act of 1996, known as HIPAA
a genetic trait that may have an arguab(Pub. L. N0.104-191). HIPAA states that
adverse effect on offspring? In some casagenetic information shall not be considered
these disclosures could have an adverse afpre-existing condition in the absence of a
fect on the donor’s life long before the acdiagnosis of the actual condition. The pro-
tual development of a medical conditiontection afforded by the HIPAA is limited,
At the time of consenting to genetic testhowever, as it does not prohibit rate in-
ing, the donor probably should be inereases as a consequence of genetic test re-
formed, within reason, of the possible results, it does not cover individuals who are
sults of genetic testing, and the donor'sot in a group plan, and it does not protect
informed choices should be honored. against discrimination by employers.
Consent for research involving donated There are several federal statutes that
genetic material probably should addressjay offer some protection against genetic
at least generically, the use of the researdiscrimination in the workplace. For in-
and any connected commercial applicatiostance, Title VII of the Civil Rights Act of
Donors should know that they are surrert964 (42 U.S.C. § 2000t seq) may pro-
dering any property right in their genetidect individuals to a limited extent. Under
material, subject to privacy protectionsTitle VII, employers are prohibited from
and that they have no right to prevent atiscriminating on the basis of sex, race, na-
control the appropriate publication of theional origin, religion or color. Since a few
research results or the commercial applicgenetic diseases are tied strongly to sex,
tion of the knowledge derived from the rerace or ethnicity, an employer that dis-
search. criminates against an employee based on

a. Federal Law
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such genetic diseases may violate Titleetic information is covered under the third
VII. For example, inNorman-Bloodsaw v. prong of the ADA’s definitions of “disabil-
Lawrence Berkeley Laboratgf§the plain- ity.” 2" A recent U.S. Supreme Court case,
tiffs, without their consent, were subjectetiowever, suggests otherwise.
to pre-employment screening that included In Bradgonv. Abbotf?® the Court held
sickle-cell testing for African Americans.that a person with asymptomatic HIV is a
The plaintiffs prevailed. However, mostcovered individual with a disability under
genetic conditions are not predominatelthe ADA. The Court found a physical im-
linked to a certain sex, race or ethnicity. pairment based on cellular and molecular
For broader protection, one might behanges that take place in the body as a
tempted to turn to Title | of the Americangesult of the infection. Although similar
with Disabilities Act of 1990 (ADA), en- reasoning might support the argument that
forced by the Equal Employment Opportuthe ADA covers individuals with asymp-
nity Commission (EEOC) for protectiontomatic genetic predisposition under the
against genetic discrimination in the workfirst prong of the ADA’s definitions, Chief
place, and similar disability-based antidustice Rehnquist’s dissenting opinion sug-
discrimination laws, such as the Rehabilitagests that the justices might be reluctant to
tion Act of 1973. 42 U.S.C. §12104t define individuals with genetic alterations
seq; 29 U.S.C. §701(b)(1)-(2). Whileas disabled within the meaning of the
these laws do not explicitly address genet&8DA. The justices reasoned that the pos-
information, they provide some protectionsible effect of finding such individuals dis-
against disability-related genetic discrimiabled would be that all individuals with ge-
nation in the workplace. The ADA, how-netic alterations would be considered
ever, applies only to employers with 15 odisabled and, consequently, protected un-
more employees. der the ADA. Given that, according to sci-
Under the ADA, a person with a disabilentists, every person has genetic alterations
ity is defined as one who either (1) has af some form, it does make sense to draw
physical or mental impairment that subthe line somewhere.
stantially limits a major life activity, (2) While the ADA does not specifically
has a record of such impairment or (3) iaddress genetic testing, it discusses medi-
regarded as having such an impairmerntal examinations and inquiries. It divides
The ADA would seem to cover people whaonedical examination and inquiries into
have a manifested genetically related ilthree stages: pre-employment, pre-place-
ness or disability that impairs a major lifanent and post-placement. At the pre-
activity, as well as those who have a recoemployment stage, the employer is pro-
of a genetically related disability. But doesibited from asking prospective employees
it prohibit discrimination based on a diagi they are disabled and cannot conduct a
nosed asymptomatic genetic condition thatedical examination. The employer, how-
does not substantially limit a major life acever, can make offers of employment con-
tivity? In 1995, the EEOC adopted theingent on the successful completion of a
view that discrimination on the basis of gepre-placement medical examination. At the
pre-placement stage, the employer is al-
lowed to administer a medical examination
I _ as long as all entering employees are tested
26, 135303260, 1064 90 O 1968). i the information s kept Coniidentil,
Discrimination in the Workplace,” remarks of EEOCWith only a few exceptions. Similarly, the

Commissioner Paul Miller at the EINSHAC Internaamp| r mav r ire the rel e of all of
tional Working Conversation on Enviro/Genetic Dis-e ploye ay require the releas

putes and Issues, July 2001, available at Www.orrwe individual’s medical records.. Post-
gov/hgmis/publicat/hgn/vi2n1/09workplace.htmplacement, an employer can require em-
(visited May 9, 2002) | n r m i | examination
28. 524 U.S. 624, 657-62 (1998)acating and F]th)%/ees to u dt-e g0 a bed fai 3 a d atio
remanding107 F.3d 934 (1st Cir. 1997). Decision!l tN€ €Xxamination 1S job-reiated and con-

below, 912 F.Supp. 580 (D. Me. 1995). sistent with business necessity.
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It is important to note that there are nadequate protection against it. Even where
limits placed on pre-placement tests, argenetic discrimination may reasonably fall
an individual who undergoes the tests hamder the purview of the ADA, courts may
no right to be told what tests are being coffind that it does not. Legislation introduced
ducted, the test results, or how the informaa the U.S. Congress last session by Sena-
tion generated by the tests will be used iiors Thomas Daschle and Edward Kennedy
determining employability. Moreover, ifwould prohibit discrimination by private
the employer decides to withdraw a condsector employers on the basis of genetic
tional offer of employment, the individualinformation and provide strong privacy
has no right to be told why, not even thgirotections to any genetic information used
the withdrawal was based on the test résr medical treatment and research.
sults. Although the ADA prohibits the The Daschle-Kennedy bill was based on
withdrawal of a conditional offer for medi-a presidential executive order of February
cal reasons, unless they are job-related, i®; 2000, which prohibits federal employers
dividuals usually will not know the reasorfrom considering genetic information in
unless they pursue a legal action againsiring, promoting, discharging and all
the employer. other employment decisiods.Under the

The permissible scope of an employee&xecutive order, obtaining or disclosing ge-
medical examination raises significant cometic information about employees or po-
cerns about genetic privacy. Individualsential employees is prohibited, except
may be reluctant to undergo genetic testvhere it is necessary to provide medical
ing, even if they are at risk for some getreatment to employees, ensure workplace
netic condition or disease, because thdéyalth and safety or provide occupational
fear that their employer, on whom thewnd health researchers access to data. Un-
may depend for health insurance, will acder these exceptions, genetic monitoring is
cess their medical records. Individuals magillowed. Genetic monitoring determines to
also be worried that any time they have w&hat degree a person has been exposed to
blood test, their employer could performor harmed by toxins in the work environ-
genetic testing without obtaining consenmnent. As an executive order and not legis-
or informing the employee. lation, it applies only to former and present

In the near future, an employee’s genetiemployees and applicants for employment
privacy may be in jeopardy even if the emby the federal government.
ployee does not have an exam. Imagine With respect to protecting against the
what once was possible only in sciencenlawful dissemination of genetic informa-
fiction thrillers. Unscrupulous Managertion, Congress’ best effort thus far is the
sneaks into Associate’s office after hoursecently enacted HIPPA National Stan-
to confiscate Associate’s coffee mug. Thdards to Protect Patients’ Personal Medical
next morning, Manager sends mug t&ecords. This new regulation protects
company’s lab to have Associate’s remnamedical records and other personal health
saliva genetically tested. That afternoonpformation maintained by health care pro-
Manager fires Associate because he’s preiders, hospitals, health plans and health
disposed to lung cancer and he’s on thasurers, and health care clearinghouses.
company health insurance plan. The new standards limit the non-consen-

If you think this is too easy, think againsual use and release of private health infor-
By 2010, scientists predict that the modesgtation; give patients new rights to access
sum of $100 will buy a test that effectively
identifies genetic markers for a myriad of
conditions and diseasé&s. 29. Human Genome News,pranote 27.

Perhaps genetic discrimination is too 30. Exec. Order No. 13,145 (February 8, 2000), 3
different from traditional disability dis- C-F-R. 13,145SeeHuman Genome Project Informa-

LT . ., tion, “Genetics Privacy and Legislation,” available at
crimination for the ADA or other disabil- ' /mww.ornl.govihgmis/elsiflegisiat.html (visited
ity-based anti-discrimination statutes to biay 1, 2002)
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their medical records and to know who elseatter that is consistent with the require-
has accessed them; restrict most disclosurents of federal law, including but not lim-
of health information to the minimumited to the ADA.’®
needed for the intended purpose; establishWhile it is reassuring to see so many
new criminal and civil sanctions for im-states explicitly addressing genetic dis-
proper use or disclosure; and establish newimination, the legislation has generated
requirements for access to records by rerany questions. For examples: What is
searchers and othefsNote, however, that meant by a genetic test? Is genetic infor-
these standards are not specific to genetiamation distinct from or merely one form of
medical information? Should a tissue
b. State Law sample and data derived from it be the

Currently, about half the states have Ieé)_roperty of the person from which it was

islation prohibiting genetic discrimination aken? : _
in the workplace. State legislatures beg Definitions of a genetic test vary widely.
enacting such laws in the 1970s as a r ome states define it as "a test of an

o TS T -2 92 2 “hdividual’s DNA, RNA, or chromosomes
sponse to discrimination against |nd|V|du-__ associated with a predisposition for a

als carrying the sickle cell trait. Since tha@)

: . inically recognized disease or disorder.”
Szr;r?/inrg%ségsrféis have updated their laws i, 2 ise this type of definition does not in-

Some states have broad bans on di lude the testing of proteins, it excludes

crimination while others specify particular omelnevt\)/bodrnfscreenllng, prer;]atal tests for
types of discrimination that are prohibitedr'eura tube defects, aong with many tests
currently used to make diagnoses. Other

gt?gﬁ Olrsrlzn%reNe;legimptSQgeé; e:>e<6;s t?1n ates are more inclusive in that they define
9 netic testing as analysis of a chromo-

broadly prohibit discrimination based o -
Y . ; some, a gene, DNA, RNA, or protein en-
genetic information and provide no excep oded by a gene.

P . !
tions2? In contrast, other states, mcludlné: Whether genetic information is so differ-

Delaware, Maine, Michigan, Arizona and . >
Massachusetts, allow employers to cor?—m from other clinical data that it deserves

sider and in some cases collect genetic iﬁgeg;ljng;ggt'whgna?:t?s;t'iisnu?Sth;ta?ggjt
formation, if it can be proved to be job 9 '

related and consistent with business acti%?grsédﬁgﬂg }thagigg[l'tch teiSF:Zi\:? ;}/ aP r:r? ('th
ity.®® Then there are states like Illinois with y

legislation stating that “an employer shalﬁg?gf[iv'(r;pIgurc'ﬁkjataabggér;gito I\r/]vgr\:la(lj#tarlnsore
treat genetic testing information in such a :

31. For a fuller discussion of the HIPPA regulaa bona fide occupational qualification.
tions, see Nancy A. Lawson, Jennifer M. Orr & MicH. ComP. LAwWS § 37.1202 prohibits an em-
Doedy Sheehan Klaihe HIPAA Privacy Rule: An ployer from refusing to hire, recruit, or promote an
Overview in this issue oDefense Counsel Journal individual based on genetic information unrelated to
page —. the individual's ability to perform the duties of the
32. R.l. GN. LAws §28-6.7-1; N.H. Rv. STAT.  job; from requiring an individual to submit to a ge-
ANN. 8§ 141-H:3; Ex. LaB. CoDE ANN. §21.402; netic test or to provide genetic information; and from
OKLA. STAT. tit. 36, § 3614.2. acquiring or accessing genetic information concern-
33. DeL. CobE ANN. tit. 19, 8 711 prohibits an ing an employee, an applicant for employment or a
employer from discriminating against an individuamember of the employee’s or applicant’s family.
based on genetic information and from intentionally ARiz. REv. STAT. § 41-1463 prohibits an em-
collecting any genetic information concerning amloyer from discriminating against an individual
employee or an applicant for employment, or angased on genetic information, but allows an em-
member of their family, unless it can be demorployer to give and act on the results of any profes-
strated that the information is job related and consisionally developed ability test.
tent with business necessity or the information is MASS. GEN. LAws ch. 151B, § 4 prohibits dis-
sought in connection with the a benefit plan. crimination because of genetic information unless
ME. ReEv. STAT. ANN. tit. 5, § 19302 prohibits an based on a bona fide occupational qualification).
employer from discriminating against an individual 34. 410 LL. Comp. STAT. 513/25 (2001).
based on genetic information, except when based on
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protection than other medical informationobvious, especially in an increasingly mo-
On the other hand, separating genetic ibrile society. One can foresee that inexpen-
formation from other medical informationsive genetic testing is on the horizon. Is it
may not be easy. worth $200 to screen a potential employee
As genetic testing becomes part and pdor genetic information indicating potential
cel of common medical care, it will be dif-health or performance issues? Is it worth
ficult to enact draft legislation that require$200 to acquire genetic information about
separate treatment of portions of patients’ political opponent in an election and leak
medical records. One solution may be laiit to the press? Will tabloids have a field
guage that covers the access to and usedafy revealing genetic information about
all medical information. Arizona is on thecelebrities?
right track with a statute that provides It probably is an impossible task to pre-
broad protection to genetic privacy basedent material from which genetic informa-
on confidentiality rather than specifyingtion can be extracted from coming into the
situations in which genetic discriminatiorhands of a person determined to obtain it.
is prohibited®® However, the extraction of genetic infor-
Whether tissue samples and the genetitation is a task that can be performed only
data derived from them should remain thiey persons or entities with highly special-
property of the individual tested also iszed knowledge and equipment. In terms of
an issue that has stirred debate. In 199&otecting the privacy and appropriate use
Oregon enacted legislation specificallpf genetic information, it makes sense to
providing that an individual's genetic in-regulate those who extract the information.
formation is the property of the indi- Minimal concepts of regulation should
vidual?® In 1996, the New Jersey legislainclude the licensing of each facility for the
tion passed a similar bill, but it was vetoedxtraction of genetic material to assure
by then-Governor Whitman because afompetency and compliance with regula-
protests from the pharmaceutical industryions and safeguards for the storage, use
Researchers seem to want a clear right 4od dissemination of information regarding
use samples. A later version of the billgenetic material. The safeguards should in-
which the governor did sign, excluded thelude coding and restriction of identifying
property provision but required that genetimformation and restrictions on the dis-
testing be preceded by written informedemination of information at least as strin-
consent’ gent as currently exist for medical records.
In 2002, a third New Jersey bill, provid- Congress should determine whether state
ing that an individual’s genetic informationregulation should be pre-empted by federal
is the property of the individual, pass&d.regulation. In other areas, federal regula-
This most recent enactment also amendédn has provided a minimum set of stan-
the 1996 legislation by applying thedards but has not pre-empted state regula-
former’s provisions concerning notificationtion beyond the federal minimum. For
of genetic test results to the person whexample, states were free to adopt more
performs the test—that is, a clinical laborastringent primary protections for informa-
tory—rather than a person who requires dion related to HIV than minimal protec-
requests that genetic testing be done—th#dns provided by federal regulations.

is, an insurance carrier. On a global level, the extraction, dis-
semination and use of genetic information
NASCENT GENETIC ISSUES create issues for the United Nations and the

A. Regulation world’s governments. The United States

While the states serve as legislative——

| ratories in th ni he n 35. ARIZ. REV. STAT. § 12-2802 (2001).
fabo atories h L e United fStfatdes, 'i € eled36. CR. Rev. STAT. § 659.715 (1996).
or a comprenhensive set of tederal regula- 37, p | 1996, ch. 126, Genetic Privacy Act.

tions concerning genetic information seems 38. 2002 Bill Text, N.J. A.B. 1379.
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will need to involve itself in an interna-“yes” or “no” depending on one’s perspec-
tional dialogue to reach balances betwegive.

the privacy interests of individuals with the

interests of a variety of societies in secu- 2. Health Insurance

rity, health care management, or conceiv-

ably genetic engineering of multiple forms There are two major issues relating to

health insurance and the privacy of genetic
information. One is the denial or limitation
of access to health insurance based on ge-
While discrimination in employmentnetic test information. The second is the
based on genetic information already is th@otential beneficial use of broad-based ge-
subject of federal and state legislation anuktic test information in order to direct
regulations, exceptions relating to the asnedical research and to allocate scarce re-
surance of workplace health and safety @ources in the most efficient way. There is
job performance requirements are exceed-tension between the issues.
ingly broad and trigger disputes requiring HIPAA provides limited protection
legal resolution. Employers and societpgainst discrimination in access to health
clearly have an interest in assuming thatsurance for group plans. Large numbers
airline pilots, train engineers and drivers abf persons who are not eligible for group
tractor-trailers can perform their jobglans have no such protection, however,
safely. Employees have substantial priva@nd, as in the life insurance situation, soci-
interests in not having genetic informatiortal values should determine whether ge-
not legitimately related to job performancaetic test results should exclude anyone
revealed to an employer or potential enfrom access to health insurance. The health
ployer, especially if it is to reside in a perinsurance debate is beyond complex, and
sonnel file for a considerable period ofhe introduction of genetic tests as a
time. screening device for access to health insur-
Regulation may be useful in determinance benefits or for access at an increased
ing, on the basis of valid, scientific criteriacost will only increase the complexity.
what genetic tests are reasonably related toThe accumulation of knowledge of the
specific job performance and providinggenetic characteristics of the population at
that only genetic information related to darge holds the potential for providing
specific performance requirement be reknowledge that could direct research hav-
leased to the employer. Regulation woulthg the promise to reduce or eliminate
also be useful in determining which emeertain medical conditions or alert the
ployers can store, disseminate (if at all) anedical profession to earlier intervention

B. Employment

use the results of genetic tests. in the treatment of certain conditions. This
knowledge may serve to reduce health care
C. Insurance costs. But sufficient data for use in making

such determinations may involve, at least
in a limited sense, some surrender of ge-
Life insurance companies profit bynetic privacy. If government involvement
handicapping the likelihood of a person’s health insurance and medical research,
death. They now make discriminating deciwhich is already extensive, increases, then
sions on whom to insure or not insure anithe contribution of blood for genetic testing
for how much on the basis of personal anday become the entry fee for access to
private medical information. Genetic testhealth insurance.
ing will provide an additional tool for A bank of genetic data for an extensive
them. Should some individuals be excludegortion of the population might be a dream
from or priced-out of the opportunity toor a nightmare, depending on how it is
obtain life insurance by the accident ofised. If such a bank comes into existence,
their birth? The answer to this question ighen stringent limitations on the use of the

1. Life Insurance
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data for research and the direction of rewes involved in genetic research, govern-
search should be created in order to safeental entities or others may, through con-
guard the privacy of the individual donors.sent for research, medical testing or other

lawful means, become repositories of sub-
D. Litigation stantial amounts of information about the

Courts will need to address questions r‘fg:;l_enetlc background of individuals. May the

lated to privacy rights and genetic informa- oollqle_zjs 01|‘ thf's |nform?t|9n duse It to tar_gelt
tion in a host of contexts. The Federal Jud”—1 lviduals for unso 'C't.e commercia
cial Center has published materials o ontacts concerning medical treatments or

= . . i ?
DNA testing in the context of criminal tri-" f%)_:]matlon about dru_g_s.
39 pt . . . I e Supreme Judicial Court of Massa-
als3 but issues involving genetic testing N usetts. in a case involving a marketin
civil litigation will multiply. ’ g 9

campaign by a pharmacy chain to use its
prescription data to target customers who
had not requested the marketing material,
held that a triable issue under the Massa-

Rule 35 of the Federal Rules of Civilchusetts Privacy Act was presented and up-
Procedure and similar rules in the statdweld the class certification of the plain-
permit a party to seek a physical examinaifs.*°
tion of an opposing litigant in appropriate The use of genetic information acquired
cases. Requests for examinations may bethe course of medical testing or research
accompanied by requests for certain diagresents similar issues.
nostic tests, and these might include ge-
netic testing. In serious personal injury 4. Invasion of Privacy
cases, where life care plans may project
long-term care costs into the tens of miII-
lions of dollars, genetic testing may reveg
information directly relevant to life expect-
ancy issues.

In civil cases involving physical or
sexual assault, genetic testing may direct){
relate to identity issues or to corroboratio
of the alleged tort.

1. Requests for Genetic Testing of
Litigants

In situations where there has been an un-
wful extraction of genetic data or unau-
orized use, dissemination or publication
of genetic data about an individual, there
will probably be sufficient basis for an in-
sion of privacy lawsuit based on the
rinciples enunciated in the Restatement
econd) of Torté!

CONCLUSION

. . . Rapid technological advances and scien-
Where genetic testing potentially can r ific discoveries will continue to challenge

;ﬁeﬁlngn?jfgr“::] prr“éaheesl?f]%rrmaéf;i??g% e ability of governmental and judicial in-
; any req 9 titutions to balance the benefit of in-

ing is likely to be met with a request for . " i
protective order. Protective orders Shou%reased knowledge with tradltlo_nally val
ed concepts of personal privacy and

address limitations on any genetic testinﬁeedom
to relevant issues in a pending lawsuit, the '
confidentiality of the results of such test-
ing, limitations on the disclosure of the re———

sults and their use in legal proceedings, apgi% Dl Kaye & Ceorge . Sensabauh .

the return of records of the results after th@ayua on scienTiFic Evibence 485 (Federal Ju-
close of litigation. dicial Center, 2d ed. 2000). This chapter also con-
tains a useful glossary of terms.
L 40. Weld v. Glaxo Wellcome Inc., 746 N.E.2d
3. Limitations on Use of Lawfully 522 (Mass. 2001).
Obtained Data 41. See J. MakdisiGenetic Privacy: New Intru-
. . . sion a New Tort?34 CREIGHTON L. ReEv. 965
It is foreseeable that universities, compg2001).

2. Protective Orders
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Discovery Unplugged: Should Internal E-mails
Be Privileged Confidential Communications?

The concept of appropriate discovery should keep pace with modern
communications technology and protect intra-company e-mail

By Ralph Streza IADC member Ralph Streza is a mem-
ber of Porter Wright Morris & Arthur
OST PEOPLE are more comfortabl¢ '—-'—-P-c;” the firfm,'\j'CIeyeLIJar)d off.ife.(lgeAi;
with old problems than new solu{ 2 graduate of Miami University (B.
tions. That notwithstanding, this articld i978) and Cleveland Marshall College ¢
; . Law (J.D. 1982).
argues for the creation of a new communj-
cations privilege based on privacy an
business policy: An organization’s internasional journal article database covering 900
e-mail communications related to advandeading legal and business journals was
ing the goals of the organization should naimilarly unavailing. No effort was evident
be discoverable in litigation, provided theén pending or abandoned federal legisla-
organization takes the steps necessary tton.
preserve the privacy of these communica- The evolution of computer technology in
tions. the corporate world and in society has con-
tributed to the mindset that e-mail should
DISCOVERING E-MAIL be discoverable. The decisions sustaining
Generally speaking, corporations Iawt-he discoverability of e?mail, however, oc-
’ ’ curred before the practical effects of allow-

yers who represent corporations, Iawyeri(ie that discovery were foreseen, or possi-

who assert claims against corporations anst oven appreciated. The time may be ripe

judges who manage discovery iSSU&R" oy the propriety of invading these
related to litigation involving corporations ommunications

have not questioned the propriety of"poqhding 1o a discovery request for
allowing discovery of a company’s e-ma|5 corporation’s internal e-mail sounds

database. It seems natural and logical 1ngmple until the task begins. A corporation

the litigation professionals to accept theg oy with a request to produce these
discoverability of a preserved record of @Blectronic communications will soon learn

individual's thoughts, or a group of indi- : - -
viduals’ exchanged thoughts, within a cort—hat compliance can be time consuming

poration and related to the advancement a _d very expensive. For instance, President
corporate goals inton’s chief of staff, John Podesta, in

October 2000 estimated that the cost of the

A search of the Lexis national case 1aW, 't veconstruct, retrieve and analyze
database for federal and state decisiofis ' i"\clated to the Monica Lewinsky

from January 1990 to the summer of 200g., \4a1 would exceed $11 million. The

uncovered no decision in which a courly .+ oqered the defendant to pay the not
considered creetlng a privilege for intern ndue” estimated cost in excess of $1 mil-

corporate e-mail. A search of the prOfeﬁfon to retrieve electronic data in civil liti-

T e . _ gation discovery.
1. Seel Digital Discovery & e-Evidencat 16 . . .
(December 2(?00).@ aIsoLiynnen v. AH. Robins [N addition to collecting and analyzing e-

Co., 1999 WL 462015 (Mass.Super.). mail, the production can generate extensive

—h
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spin-off discovery in an effort to leave ndhave centered on the privacy interests of
stone unturned. An internal informatiorthe individual—particularly as people surf
technology staff can be tied up for days dhe Internet or send their encrypted mes-
even weeks, according to some treatises.sifige into cyberspace expecting it to land in
the IT staff is insufficient, the corporationanother Internet user’s mailbox. But little
must outsource the collection and analysisattention has been devoted to an organi-
The e-mail may pull otherwise unknowl-zation’s privacy as it relates to an intra-
edgeable witnesses into the litigation. Thegompany e-mail network.
may add little, if anything, to the merits of Legal privilege is regulated by Rule 501
the claims or defenses, yet they are coof the Federal Rules of Evidence, which
ralled, interrogated and distracted fromprovides in pertinent part that the “privi-
otherwise productive duties. Instead of uege of a witness, person, government,
covering truly relevant facts, e-mail prostate, or political subdivision thereof shall
ductions prolong and sidetrack the seardie governed by the principles of the com-
for truth, and sometimes it may even dewnon law as they may be interpreted by the
velop untruth. Some written communicaeourts of the United States in the light of
tions found in e-mail just aren’t accurate. reason and experiencéThis rule has not
However, apart from these litigationdbeen amended since its adoption in 1972.
related costs, which many people argue areWhen originally submitted to Congress,
simply a cost of doing business, one mustrticle V of the proposed Federal Rules of
ask whether the true social intent, benefitvidence, of which Rule 501 is a part,
and purpose of e-mail within companiedijsted 13 specific rules. Nine defined spe-
are advanced or suppressed by its usedific non-constitutional privileges, one ex-

civil litigation. pressly excluded all privileges not enumer-
ated in Article V, and three addressed
BASIS OF LEGAL PRIVILEGE waiver issues. Ultimately, Rule 501 was

- dopted with the view, according to the
. ancepts off_lggal_plrlvnlege arﬁ.gmléndeﬁdvliosory Committee Notes, that got only
in private, confidential relationships. Com: L . ! )
munications made in confidence in the Wwere existing privileges to be applied, but

S, o .
relationship are not protected from discloltfi'a};[ E?\g::e%zssg\:]ogf dcg;tglij:nf;oe daexgl?ﬁét
sure merely because of the confidentialit 9 P '

o the communication, but because of ghe (ECOUNLCn of 3 prviegs besed o 2
strong public policy or a public concer P P

that underlies the communicatidfrivi- leges should be determined on a case-by-

- case basis.”
leges not to testify create narrow excep- It seems settled that an organization has

tions to the principle that the truth shoul% reasonable expectation of privacy in its

be ascertained by all rational means. Flosed e-mail system implemented to ex-

Scores of articles discuss the new pri;, ; . .
vacy concerns that have arisen with the aFI-Ude third parties to allow its employees

vent of electronic communications. Most° communicaté.lt also is undisputed that

2. Digital Discovery & e-Evidencesupranote 1, 4. Many states have adopted the “reason and ex-
at 4. perience” guideline of Rule 501. Twenty-six states
3. 81 Av. JUR. 2D Witnesse$ 286 (1992) states: have adopted this rationale, a rule patterned after Ar-
“It must appear that the element of confidentiality isicle V or similar provisions. 23 @ARLES ALAN
essential to the full and satisfactory maintenance WRIGHT & KENNETH W. GRAHAM, JR., FEDERAL
the relation between the parties, the relation must PRACTICE AND PROCEDURE EVIDENCE § 5421 (2d
one which in the opinion of the community ought t@d. 1982 & Supp. 2002).
be sedulously fostered, and the injury that would in- 5. SeeDow Chem. Co. v. United States, 476 U.S.
ure to the relation by the disclosure of the commun227, 236 (1986)aff'g 749 F.2d 307 (6th Cir. 1984)
cation must be greater than the benefit therelfwell settled that business that undertakes extensive
gained for the correct disposal of litigation.” effort to protect interior of its business from un-
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the closed e-mail network belongs to the E-mail users often communicate in an
corporation and not to the employees whiaformal and casual manner, not taking the
use it® At least one court has determinedare usually invested when writing a for-
that the expectation of privacy related tmal business document. Users often be-
e-mail is linked to the type of e-mail in-lieve that once a message is communicated
volved and the intended recipient. Byand deleted, it disappears forever, much
negative inference from that decision, thike a telephone call when the communica-
users of a closed network have a mudfon has ended. As a result, a discovering
greater privacy right in a closed netwdrk. party may find a variety of candid state-
ments made about company strategies and
APPLICATION TO E-MAIL secrets that would never have been pre-
ented on papér.
Even if deleted, e-mail still can be re-
vered, and if deleted e-mail is requested
d produced, consideration must be given
the reason for the deletion. It is quite
ossible that the person deleting the e-malil
hanged his or her mind about the content

Accepting the premise that communica
tions given in the closed network are confi-
dential and private, one must remember t
goals of e-mail. E-mail is a shorthand wa
of expressing a thought with the adde
benefit that the other side of the communi:

oLt 2 o Bresent 0 [ o -, vet an atter-th-fact exla
g ' nation may not be convincing.

is a fleeting thought, unintentionally me- Despite its compromised reliability in

;nrgrllgllﬁre;cé. t\évgllltirt{]heerei[hggmh?tmgfe Iﬁitigation, intra-company e-mail networks
b : gnt, th Are useful to a corporation. One court has
seldom corrective follow-up or retractién. chognized that companies not only incur
most, half of & conversation, and fts felgI0TMOUS expense in implementing the
abilit§/ for the truth of its contént IS suspec, echnology to stay competitive, they then
. ace substantial expense to produce the

for many reasons. For example, in a con g .
versation, there is give and take, feedba: tsas Egséﬁm%?l %ggngggg%fe “Sgagggiéa'tro

in the form of questions, and pauses a ost companies as the telephone, and in

voice inflections that provide personal CUes st setting has overtaken the telephone as

to the interpretation of the message. Ide ;
o : . e preferred method to communicate.
are often modified or discarded during th@?Although e-mail discovery has been al-

conversation. By contrast, in an exchan_qgwed in civil cases, it is ironic that the

of e-mail thoughts, when an idea I%ame invasion into the content of private

Egﬁcv?sgér%heer{teo:‘str?aﬂtcﬂ;vr?ges a written a&o,nversations—with or without a tele-

phone—generally has not been allowed,

wanted intrusions from public or competitors “has dant under an anonymous screen name.
reasonable, legitimate and objective expectation of 8. SeeConnie W. Crook & Rosemary Booth,
privacy within the interior of its covered buildings,Building Rapport in Electronic Mail Using Accom-
and it is equally clear that expectation is one societyodation Theory SOC'Y FOR ADVANCEMENT OF
is prepared to observe”). MANAGEMENT J., Winter 1997, at 4: “In electronic
6. SeeSmith v. Pillsbury Co.914 F.Supp. 97 communication, the rapidity of response, the jargon
(E.D. Pa. 1996) (company-owned e-mail system band symbols used, and the informality of the mes-
longs to company, not to employees using systesage give additional meaning to the communication.
thereby distinguishing situations that involve emThus, to communicate effectively the author must
ployees who claim invasion of their privacy wheraccommodate the message to the reader by adjusting
company disciplines or discharges employee farto reflect the reader’'s communication style.”
abusing or misusing company e-mail system). 9. Armen Artinyan,Legal Impediments to Dis-
7. SeeUnited States v. Maxwell, 45 M.J. 406covery and Destruction of E-mail J. LEGAL
(C.ALAF. 1996). In this case, the court analyzed th&bvoc. & PRAC. 95, 96 (2000).
scope of privacy related to e-mail transmitted via an 10. In re Brand Name Prescription Drugs Anti-
Internet online service provider (AOL) in a criminaltrust Litig., 1995 WL 360526 (N.D. lll.).
case of distributing child pornography by the defen-
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and evidence based on that invasion genelers have been issued. Wise technology
ally is not admissiblét It is unlawful for decisions may make compliance with dis-
anyone to intercept the conversation afovery smooth and affordable; poor strate-
third parties with wiretaps or listening degic planning can make it onerous and ex-
vices, unbeknownst to those talking. Sugbensive.*
conduct otherwise might give rise to a pri- The production of deleted computerized
vate cause of action for damages as an information is also part of the experi8e.
vasion of privacy, and in some jurisdic-This has generated extensive efforts to en-
tions it is a criminal offense. The “fruit” of sure that corporations responsibly manage
a subpoena or request for production of @ternal e-mail and other computerized
mail is fundamentally the same as the fru#tata so that when a discovery request ar-
of a wiretap or the illegal capture of conrives, the company will not have to sift
versation. through millions of pages of disorganized
Courts have declined to admit illegallydata to determine the content of the data.
obtained evidence by way of wiretap irSpoliation of evidence has generated mil-
civil litigation.*? Even where the wiretaplion dollar fines when a company failed to
was authorized by law in the context of preserve electronic data that harmed a
criminal investigation, courts have re<laimant’s ability to establish its clains.
frained from allowing civil litigants from
discovering the recorded conversatién. CONCLUSION
No case could be found in which a court
issued a wiretap order to help civil Iitigant§in
discover their claims or prepare their ded
fenses.

This article is intended to catalyze con-
ued discussions on the benefits and bur-
ens of intra-company e-mail productions.
Underlying this rethinking is the question
whether our concept of appropriate discov-
NEVERTHIE)ERS[‘?ESESDUCTION ery has kept pace with this comr_nunicat_io_n
technology. The search for truth in the civil
Despite these issues, corporations hadéscovery process existed for many years
been required and presumably will conbefore the advent of e-mail. The costs and
tinue to be required to produce e-mail. Thieurdens on companies, as well as the argu-
presumption that e-mail should be discowable defeated purpose of e-mail generally,
erable and admissible has developed naight outweigh the benefits to have been
business mindset that discovery is a factgained by discovery into intra-company e-
in a company’s decision to employ an inmail. If that is the case, then this may re-
ternal e-mail communication systemquire a fundamental rethinking of whether
“Technology should be easily adaptablentra-company e-mail should not be in-
once litigation has begun and discovery ocluded in the litigation process.

11. SeeKatz v. United States389 U.S. 347, 353 (18 U.S.C. § 2517 does not authorize pretrial disclo-
(1967),rev'g 369 F.2d 130 (9th Cir. 1966) (use ofsure of wiretap evidence to private civil litigants).
eavesdropping devices without warrant violateSee alsoNat'| Broadcasting Co. v. U.S. Dep't of
Fourth Amendment when speaker has reasonable dustice,735 F.2d 51 (2d Cir. 1984) (finding lack of
pectation of privacy). authority to compel government to release recorded

12. See, e.g.Filosa v. Filosa, 1991 WL 180392 tapes to private litigant pursuing civil matter).

(E.D. N.Y.). The court relied on the prohibition in 18 14. William DeCoste,Sender Beware: The
U.S.C. 8 2515 on the use of illegally obtained wirebiscoverability and Admissibility of E-mail2
tap evidence or evidence derived therefrom in “anyAnD. J. ENT. L. & PRAC. 79, 84 (2000).

trial, hearing, or other proceeding in or before any 15. SeeGregory |. Rasin & Joseph P. Modtit-
court.” See alsdJnited States v. Wulige®81 F.2d ting a Square Peg into a Round Hole: The Applica-
1497 (6th Cir. 1992) (declining to recognize imtion of Traditional Rules of Law to Modern Techno-
peachment exception to 18 U.S.C. § 2515 to allolegical Advancements in the Workpla&s Mo. L.
use of illegally obtained wiretap in civil proceedingdRev. 793, 799 (2001).

between private parties). 16. Seeln re Prudential Ins. Co. Sales Practices

13. Seeln re Motion to Unseal Electronic Sur-Litig., 169 F.R.D. 598, 617 (D. N.J. 1997).
veillance Evidence990 F.2d 1015, (8th Cir. 1993)
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The Self-critical Analysis Privilege
In the Product Liability Context

If analyzed as a subsequent remedial measure, self-evaluation
wouldn’t impede discovery, but the information would be protected

By George S. Hodges, Karen A. Jockimo IADC member George S. Hodges |s
and Paul E. Svensson managing partner of Boeggeman, Georde,
Hodges & Corde, P.C., of White Plaing,

T IS self-evident that any busines New York, and a member of the IADC Ek-
ecutive Committee. He is a graduate pf

5
_ShOL_Jld_(?mphaSIze _self-crltlcal analys!s Fordham University (B.A. 1970; J.D

of its significant operations and products ip 1973).

S

N

order to deliver safe and effective producis = karen A. Jockimo is a partner in thé
to its consumers. The opportunity to gain same firm. She was educated at Connegti-
increased market share, maintain lower if- cut College (B.A. 1989) and Pace Univef-
surance premiums and avoid both the highsity School of Law (J.D. 1993).
costs of litigation and potential adverse Paul E. Svensson received his J.D. frgm
judgments co-exist as tangible benefits. Pace University School of Law in 20032.
Trouble arises when a company unde}- He also was educated at the University pf
takes self-examination, evaluates or makgsPitisburgh (M.P.H. 1979 and Holy Cross
a product modification, and litigation still| College (B.A. 1976).
arises from a prior event. The principal i
sue becomes whether the party bringing _ _
suit should have access to any of the infor- stitution of the UnltEd States or pt:OVIded by
mation discovered through the self-exami- act of Congress or in rules prescribed by the
nation. Or is that information privileged? SuPréme Court pursuant to statutory author-
To date, only a few courts and commen- ity, the privilege of a witness, person, gov-

h idered th licati fernment, state, or political subdivision
tators have considered the application Of y,areof shall be governed by the principles

the self-critical analysis privilege in the of the common law as they may be inter-

product liability context. preted by the courts of the United States in
the light of reason and experience. However,
HISTORICAL PERSPECTIVES in civil actions and proceedings with respect

. . to an element of a claim or defense as to
A. Judicial Review which state law supplies the rule of decision,
Self-critical analysis has developed in the privilege of a witness, person, govern-
the United States over the years as a fegment, state, or political subdivision thereof
eral common law privilege based on the shall be determined in accordance with state
application of Federal Rule of Evidence law
501, which states: The privilege is premised on the public
rpolicy that frank and potentially damaging
self-criticism should be protected from dis-
- covery in order to encourage this socially
1. Sheppard v. Consol. Edison Co., 893 F.Suppeneficial activity: This is particularly true

6, 7 (E.D. N.Y. 1995) (‘disclosure of documents reyshere businesses seek to review and im-
flecting candid self-examination will deter or sup-

press socially useful investigations and evaluatiorgrove_ on the saf_ety of it_S pr_OdUCtS' T_he un-
or compliance with the law”). derlying theory is that if discovery is al-

Except as otherwise required by the Co
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lowed, there may be a “direct chilling ef-cal privilege in regard to product safety re-
fect on the institutional or individual self-view activities and nothing meaningful un-
analyst; and that this effect operates to dider discussion.

courage the analyst from investigating

thoroughly and frankly or even from invesB. Development of Privilege

S Bt
tigating at all.* This concern becomes The self-critical analysis privilege was

even more meaningful W_here correctlv«ﬁrst recognized in 1970 in the context of a
measures can only be cultlvat_eql frorr_1 SeIrﬁedical malpractice action. IBredice v.
examldnatlon of the type the privilege is “Doctor's Hospita] an administratrix, on
pected to protect. P
Unfortunately, the playing field facingbehalf of the decedent, sued the hospital

largely has been an uneven landscape. Ngi- P P

ther the Constitution, the Congress, nor t%nd reports of any board or committee of
t

US. Supreme Court has expressly creatigfe  GHRH 3l 0 0 SO0 FETEC (OF
a self-critical analysis privilege. The POrLS,

Court’s decisions itJniversity of Pennsyl- ments or memoranda, including reports to

: .. the malpractice insurance carrier pertaining
\cllaz)nrlr?m\i/.ssl?g; a;n%mrelg%r?neglt \?pB%r;[,[lJenAt o the deceased or his treatment, no matter

State$ indicate that the application of awhen, to whom or by whom made. In es-

self-critical analysis privilege should betsaﬁﬂcfr{eﬂ;ﬁinﬂ'?elgtff \gaﬁostﬁg\pt&% :gv?e?/:/
decided on a case-by-case basis. pital p

In judicial review, the privilege often meeting at which the decedent’s care was

falls under severe scrutiny, resulting in itgvaluated.

. o : The U.S. District Court for the District
uncertain application, thus thwarting th%f Columbia denied access to the minutes
candor with which such evaluations are in-, - =" 0"t bublic policy rationale un-
tended to be performed and deterring co ying P policy

i : - . _derlying the self-critical or self-evaluative
g&r;tg;ns from proceeding with self Cm'cagrivilege. The court noted:

Judicial reluctance to extend the self- Confidentiality is essential to effective
critical analysis privilege and the resultant functioning of the staff meetings; and these
unpredictability of the privilege’s applica- meetings are essential to the continued im-
tion to internal analytical reviews have Provement of the care and treatment of pa-
prompted commentators to advocate pro-ténts. Candid and conscious evaluation of
posals for codifying a broad self-critical Cnical practices is a sine qua non of ad-

vsi vilead H is th equate hospital care. To subject these dis-
analysis privilege.rlowever, as IS the Case . sqions and deliberations to the discovery

with Congress, at the present time there isprocess, without a showing of exceptional
no state legislation addressing a self-criti- necessity, would result in terminating such

2. SeeNote, The Privilege of Self-critical Analy- Freedom of Information Act in which Congress in-
sis 96 Harv. L. Rev. 1083, 1091-92 (1983) (ex- corporated well-established privilege for deliberative
plaining that direct chilling effect not only includesintra-agency documents); Douglas Oil Co. v. Petrol
fear of lawsuits, but also that analyst may “tempestops Northwest, 441 U.S. 211 (1978y’'g 571
his criticism out of a fear that reprisals will result” ifF.2d 1127 (9th Cir. 1978) (recognizing privileged
result is liability). nature of grand jury proceedings).

3. 493 U.S. 182 (1990xpff'g 850 F.2d 969 (3d 4. 445 U.S. 40, 47 (1980aff'g 583 F.2d 1166
Cir. 1988) (refusing to recognize peer review privi{10th Cir. 1978).
lege relative to employment documents). The Su- 5. See, e.g.Paul B. Taylor (Note)Encouraging
preme Court, however, has recognized privilegd3roduct Safety Testing by Applying the Privilege of
similar to the privilege of self-critical analysis on atSelf-Critical Analysis when Punitive Damages Are
least three occasions: United States v. Nixon, 4%ught 16 HaRv. J.L. & RuB. PoL'Y 769, 796-97
U.S. 683 (1974)aff'g 377 F.2d 1326 (D. D.C. 1974) (1993); David P. Leonard;odifying a Privilege for
(qualified privilege for Presidential communica-Self-critical Analysis 25 HaRv. J. ON LEGIS. 113,
tions); Nat'l Labor Relations Bd. v. Sears, Roebuck17 (1988).

& Co., 421 U.S. 132 (1975) (construing exception to
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deliberations. Constructive, professionamaking investigations which are calculated
criticism cannot occur in an atmosphere af have a positive effect on equalizing em-
tension that one doctor’s suggestion will bﬁloyment opportunities.”
used as a denunciation of a colleague’s con- “gjnce the self-critical analysis privilege
duct in a malpractice sui. was first recognized judicially iBredice
The court also noted that the purpose aihdBanks it has been extended to numer-
the hospital's staff meetings was to imeus areas including accounting recatds;
prove, through self-analysis, the efficiencgecurities lossesacademic peer reviews;
of medical procedures, techniques and peailroad accident investigatiofs;product
tient care. Without an ability to conduct asafety assessmeritsand products liabil-
retrospective review, the value of thesiy.®
types of meetings would be undermined if The rationale behind applying the self-
they and the names of those participatingitical analysis privilege in these situa-
were to be opened to discovery. tions has essentially been the same: “It al-
The Bredicerationale for refusing to dis- lows individuals or businesses to candidly
close the minutes and reports of hospitakssess compliance with regulatory and le-
staff meetings was adopted by the U.$al requirements without creating evidence
District Court for the Northern District of that may be used against them by their op-
Georgia inBanks v. Lockheed-Georgiaponents in future litigation*
Co.” The Bankscourt held that disclosure
of information concerning a company’s A QUALIFIED PRIVILEGE
candid self-analysis, which evaluated its
employment practices and affirmative ac-
tion compliance programs, would have
discouraging effect on equal employme
opportunities.
The Banks court concluded that

In determining whether a self-critical
nalysis privilege will apply, courts have
pllowed no single rule, test, analysis or
evaluation. In fact, it is clear that the self-
«jt critical analy_sis privilege is a qualified one
would be contrary to [public] policy to dis-whose application cannot be guaranteed

courage frank self-criticism and evaluatiof"der any circumstances. The three crit.eria
in the development of affirmative actiorliStorically considered by courts include:
programs of this kind.” The court also re- ® Whether the information resulted
lied on the reasoning @rediceand noted from critical self-analysis taken by the par-

that to allow “access to the written opinti€S S€eking protection; .
ions and conclusions of the members of ® Whether the public has a strong inter-

Lockheed’s own research team would di€st in preserving the free flow of the type

courage companies such as Lockheed frg?hinformation sought; and
e Whether the information is of a type

whose flow would be curtailed if discovery

- were not allowed.
6. 50 F.R.D. 249, 250 (D. D.C. 197@}fd, 479 I .
F.2d 920 (D.C. Cir. 1973).( o The burden of establishing that these cri-

7. 53 F.R.D. 283 (N.D. Ga. 1971). teria have been meet is on the party seek-

8. New York Stock Exch. v. Sloan, 489 F.2d % _riti i i
(2d Cir. 1973), %ng to assert the self-critical analysis privi

9. Crazy Eddie Sec. Litig., 792 F.Supp. 197 (E.0€ge. Meanwhile, courts also have created
N.Y. 1992). numerous limitations and restrictions on

10. Keyes v. Lenori Rhyne College, 552 F.2d 57 _~riti i i
(4th Cir.),cert. denied443 U.S. 904 (1977) the self-critical analysis privilege.

11. Granger v. Nat| R.R. Corp., 116 F.R.D. 507 First, a document generally will not be
(E.D. Pa. 1987). accorded this privilege unless it was pre-

12. Lloyd v. Cessna Aircraft Co., 74 F.R.D. 51 ; ; i
(ED. Tenn. 1977) ared with the expectation that it would be

13. Bradley v. Melroe Co., 141 F.R.D. 1 (D. D.ckept confidential and, equally as important,

19111) Reichhold Chemicals | Textron | has been kept confidential. This limitation
. eicnno emicals Inc. v. lextron Inc. : H H H H
157 F.R.D. 522, 524 (N.D. Fla. 1994). was first enunciated iDowling v. Ameri-

15. 971 F.2d 423 (9th Cir. 1992). can Hawaii Cruises® In Dowling, the
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Ninth Circuit was asked to determindghe privilege has been found inapplicable
whether the plaintiffs could discover then a circumstance where the document has
minutes of meetings of a ship safety conbbeen subpoenaed by a government agency
mittee held prior to a crewman’s injury.as part of an administrative reviéfv.
The ship had asserted that the documentsrinally, it has been held that the self-
were protected by the self-critical analysisritical analysis privilege is a qualified one
privilege. In addition to applying the thredhat can be overcome by a showing to the
criteria above, the court also considerecburt of “extraordinary circumstances or
whether the documents were prepared witipecial need?® Thus, as in the application
the expectation that they be kept confidemf the attorney work product privilege, a
tial. litigant seeking disclosure of a document
The Dowling court ultimately concluded from a possessor asserting the self-critical
that the documents should not be given tlaalysis privilege may overcome the privi-
benefit of the self-critical analysis privi-lege by showing extraordinary circum-
lege, holding that routine safety inspectionstances and special need. It has been ar-
would not be curtailed merely because thegued that to allow a party to overcome the
might be subject to future disclosureprivilege by showing exceptional needs
Moreover, the court did not believe thatisks the evisceration of the privilege itself.
routine safety inspections were normallfProponents of a legislatively mandated
performed with the expectation that thegelf-critical analysis privilege contend that
would be kept confidentia¥. allowing such limitations to the privilege
Thus, theDowling court applied a fourth leaves businesses that conduct self-critical
prong to the historical self-critical analysisnalysis “uncertain of their protectioft.”
privilege test by requiring that any self-
evaluative documents be created with thePRODUCT LIABILITY DECISIONS
intent that they be confidential and be kept
confidential. As a consequence, it is ofteg

recommended that an evaluator conspicl; .
ously mark self-critical documents as co of the Federal Rules of Evidence, but the

. : : sts applied by the various federal courts
fidential and that the internal and extem ?ave varied in part because of the applica-

distribution of the documents be limited 'r}ion of state common law when jurisdiction

order effectively to limit their disclosuté. . . . L
Since Dowling, some federal courts have> based on diversity of citizenstifpln the

: : . State courts, the application of a self-
applied this test, while others have not. critical analysis privilege has been consid-

The privilege also has been limited 19 red under state evidence law based on

:)hnelyegegat}jg?:ii\llte hiﬁpr%ii?ogglintdo 3&%- ule 501, as well as the test recognized by
- : : . the applicable state common law. In doing
ions exercised in evaluating the produc{1 - -
and not to statistical or objective facts reg20 Some state courts have recognized this

. g
garding use of the produttAdditionally, privilege?® while others have nét

Claims of self-critical privilege have
een reviewed consistently under Rule 501

16. See alsdreichhhold, 157 F.R.D. 522. 22. See, e.g.Lawson v. Fisher-Price, 191 F.R.D.
17. SeeNote, Legal Development: The Privilege 381 (D. Vt. 1999).
of Self-critical Analysis: A Survey of the La®0 23. Kansas Gas & Elec. v. Eye, 789 P.2d 1161
ALB. L. Rev. 171 (1996). (Kan. 1990) (discussing Berst v. Chapman, 653 P.2d
18. Webb v. Westinghouse Elec. Corp., 8107 (Kan. 1982), in which the Kansas Supreme
F.R.D. 431, 433-35 (D. Pa. 1978); Reed Lockheedourt recognized the self-critical analysis privilege);
Aeronautics, 199 F.R.D. 379 (N.D. Ga. 2001). Anderson v. Hahnemann Med. Coll., 1985 WL
19. Fed. Trade Comm’n v. TRW Inc., 628 F.2d17218 (Pa.Commw.Ct.).
207, 210 (D.C. Cir. 1980). 24. Payton v. New Jersey Turnpike Auth., 691
20. See, e.g.Mao-Shiung Wei v. Bodner, 127 A.2d 321 (N.J. 1997) (self-critical analysis does not
F.R.D. 91 (D. N.J. 1989)See alsoBredice, 50 exist in common law but court may consider it in
F.R.D. 249. balancing need for discovery against prejudice to
21. SeeNote, Privilege of Self-critical Analysjs party resisting it); Univ. of Ky. v. Courier-Journal &
supranote 2. Louisville Times Co., 830 S.W.2d 373 (Ky. 1992);
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A. State Courts these dealt with product safety issées.

Of the state cases, onlymite v. Emer-
son Electric Co.—White Rodgers Divisior?' Federal Courts
involved litigation related to the disclosure Federal courts historically have been
of product safety informatiott. The New concerned with a vexing dilemma between
York Appellate Division affirmed an orderthe interest in disclosure that is expected to
compelling discovery of all documents cre“contribute to full and fair determination of
ated during an investigation by the federalll facts relevant to the plaintiff's claims,”
Consumer Product Safety Commissiorand the importance of maintaining “confi-
The court held that a section of the Cordentiality both to assure fairness to persons
sumer Product Safety Act mandating norwho have been required by law to engage
disclosure of CPSC investigations was irin self-evaluation . . . and to make the self-
applicable to judicial proceedings based cevaluation process more effective by creat-
its plain language. ing an effective incentive structure for can-

The Limite court also modified the orderdid and unconstrained self-regulatiofi.”
of the trial court to protect all informationThe federal cases reviewed below ad-
in the documents disclosed by Emersadressed the self-critical analysis privilege
Electric to the plaintiff from public disclo- involving both the protection of pre-acci-
sure, but the plaintiff was provided withdent and post-accident reviews, as required
Emerson Electric’s self-critical analysis tdy the Consumer Product Safety Atgand
use in developing its case and subsequeniyth the protection of documents produced
at trial. The court opined that any danger to the course of self-evaluation.
the defendant’s reputation as a manufac-In contrast to the New York decisions,
turer from plaintiffs’ access to incompletehe federal courts iShipes v. BIC Corp®
or inaccurate information should be obviRoberts v. Carrier Corpt and Ashley v.
ated by an appropriate protective ordetJniden Corp®*? endorsed the self-critical
thus complying with the legislative intentanalysis privilege and applied it to confi-
of the statuté® dential self-evaluation documents created

There have been other New York deckby a manufacturer for submission to the
sions recognizing privileges similar to &PSC. A state court cas8&croggins V.
self-critical analysis privilege, but none oUniden Corp* decided shortly afteRob-

Scroggins v. Uniden Corp. of Am., 506 N.E.2d 83 26. See alsocConsumer Prod. Safety Comm'n v.
(Ind.App. 1987) (Indiana courts recognize onl\GTE Sylvania Inc., 447 U.S. 102, 111-13 (1980),
statutory privileges); Southern Bell Tel. & Tel. Coaff'g 598 F.2d 790 (3d Cir. 1979).
v. Beard, 597 So.2d 873 (Fla.App. 1992) (all privi- 27. Martin v. Gross, 605 N.Y.S.2d 742 (App.
leges in Florida are statutory, thus no common laliv. 1st Dep’t 1993) (applying public interest privi-
privilege for self-critical analysis exists); Combinedege to child protective services records); One
Communications Corp. v. Pub. Serv. Co. of ColoBeekman Place Incv. City of New York, 564
rado, 865 P.2d 893 (Colo.App. 1993) (self-criticaN.Y.S.2d 169 (App.Div. 1st Dep't 1991) (applying
analysis privilege does not exist in Colorado, alprivilege of communication between public officers
though court applied self-critical analysis to case anégarding zoning determination).
held that it did not apply); Cloud v. Superior Court 28. O’Connor v. Chrysler Corp., 86 F.R.D. 211,
(Litton Indus. Inc.), 58 Cal.Rptr.2d 365 (Cal.App.218 (D. Mass. 1980).
1996), (self-critical analysis privilege not in state 29. 15 U.S.C. 88 2051-83. For another example
evidence code, thus does not exist in Californiapf regulation with ramifications in the products li-
Grimes v. DSC Comm. Corp., 724 A.2d 561ability area,seePatricia L. Andellnapplicability of
(Del.Ch. 1998); Harris-Lewis v. Mudge, 1999 WLthe Self-critical Analysis Privilege to the Drug and
98589 (Mass.Super. 1999); Office of Consumeévledical Device Industry34 S\N DIEGO L. Rev. 93
Council v. Dep't of Pub. Util. Control, 665 A.2d 921(1997) (advocating inapplicability of privilege to
(Conn.Super. 1994); Lamite v. Emerson Elec. Co.-¢rug and medical device industry, which is subject to
White Rodgers Div., 535 N.Y.S.2d 650 (App.Div. 3dederal Food, Drug, and Cosmetic Act and Freedom
Dep’t 1988),leave to appeal dismissed@4 N.Y.2d of Information Act).
650 (1989) (permitting disclosure for purposes of 30. 154 F.R.D. 301 (M.D. Ga. 1994).
litigation but barring any public dissemination of in- 31. 107 F.R.D. 678 (N.D. Ind. 1985).
formation). 32. 1986 U.S.Dist. Lexis 22409 (W.D. Tex.).

25. 535 N.Y.S.2d 65Gupranote 24. 33. 506 N.E.2d 83 (Ind.App. 1987).
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erts and Ashley declined to recognize atests when evaluating a party’s claim of a

non-statutory privilege, andlawson v. self-critical privilege. It reviewed the test
Fisher-Price Inc3 another federal courtused by the district court in IndianafRob-

case, also did not recognize the privilege. erts which held that for the materials to be

privileged: (1) they must have been pre-

1. Shipes pared for mandatory government reports;

(2) the privilege only extends to subjective,

In Shipes jurisdiction was based on di- ' 7 -
versity, and the U.S. District Court for theevaluatlve materials; (3) the privilege does

; - . . ot extend to objective data in the same
Middle District of Georgia applied the tes : -
favored in that state. 'Ighe c%%rt noted thg ports; and (4) discovery should be denied

= o g . only where the policy favoring exclusion
Geo_rglas self-crltlc“a ! pr_|V|Iege statute I%nasy clearly outv&)eigh{zd pIaintEi;ﬁ’s need.
ap|o_I|(_:a_1bIe350nIy to “medical peer review"r, Shipescourt concluded that regardless
activities3® However, it reviewed the

analysis of the federal common law privi9f which test was applied in the case before

lege that had been conductedBanksby It, the same conclusion is reached.

the federal court for the Northern Distric The Shipescourt reasoned that since the

of Georgia. TheShipescourt concluded tdocuments were equwale_nt to “medical

that the reasoning behind the federal corffce" "eview” under Georgia law because
ey were submitted to the CPSC pursuant

mon law privilege for self-critical analysis
mirrors that supporting the Georgia statf© the Consumer Product Safety Act, they

ory medical pee review prvisge and tafe1® ENIed 0 the seltcrica, anaysis
the public interest is furthered when orgd; ge. !

g . o ocuments must have been specifically
nizations or corporations critically analyze L ;
. treated for submission to the review
their safety records.

o : ._agency in order to be privileged and that
Waléngg:i\tg% tﬁztmaaﬁgeﬂ“'gﬂ? %?rrgﬁ[ \évgé‘i:_ﬁ\formation, documents or records other-

L , . wise available from original sources are
sion in Dowling, the party asserting the : .
g party 9 not immune from discovery merely be-

privilege must meet four criteria: cause they were sent to the reviewing
“First, the information must result from aagency. The court added that the material
critical self-analysis undertaken by the partwould not be privileged unless it was sub-

seeking protection; second, the public muséctive and evaluative; thus, factual mate-
have a strong interest in preserving the fr§gy| would be discoverable.

flow of information sought; [third], the = 1ha getermination that factual material

information must be of the type whos P ;
[creation] would be curtailed if discover;is not protected by the self-critical analysis

were allowed” ... Additionally, the docu. Privilege is consistent with federal court

ment must have been created with the edecisions. It also is well settled that the
pectation that it would be kept confidentiaPrivilege, when recognized, must be bal-
and must have remained ¥o. anced against the party’s need for full and

. . fair discover rmine the i in th
The Shipescourt also recognized thaq-a discovery to dete € the Issues in the

2 e )
federal courts have applied two differen%tlgatlon' In a majority of cases, the fed

34. 191 F.R.D. 381 (D. Vt. 1999). 38. Fischer v. Borden, 1994 U.S.Dist. Lexis
35. GaA. CopE ANN. 8 31-7-143; Hollowell v. 21275 (D. N.J.) (buyer’s internal inspection reports
Jove, 270 S.E.2d 430 (Ga. 1981) (materials genavere not protected because information they con-
ated in course of medical review committee proceetkined was factual, reviews were not made with eye
ings concerning physician’s competence protecteéd being kept confidential, and buyer would not stop
from discovery in civil lawsuits). making them as result of disclosure); Bradley, 141
36. 154 F.R.D. at 307quoting Dowling, 971 F.R.D. 1 (mental impressions, opinions, evaluations,
F.2d at 426.CompareRoberts, 107 F.R.D. at 684recommendations and theories of investigatory files
(setting forth different four-part test for self-criticalprivileged but factual material discoverable); Lloyd,
analysis). 74 F.R.D. 518 (disallowing discovery of minutes and
37. 107 F.R.D. at 684See alsdResnick v. Am. memoranda of meetings concerning self-evaluation
Dental Ass’n, 95 F.R.D. 372, 374 (N.D. lll. 1982). of possible negligent manufacture of products).
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eral courts have recognized a privilege @&nd Shipescourts to be protected by the
self-critical analysis precluding the discovprivilege. Instead, the court interpreted the
ery of impressions, opinions and evalugsublic policy behind the self-critical analy-
tions, but allowing discovery of factualsis privilege “to assure fairness to persons
data. required by law to engage in self-evalua-
Although there is some danger that thigon ... and to make the self-evaluation
factual information will be used to develogprocess more effective by creating an ef-
litigation, critical evaluation is protectedfective incentive structure for candid and
because the ultimate benefits far outweigimconstrained self-evaluatiorf®’Applying
any benefits of disclosure, and thus thinis standard to the facts of its case, the
evaluation itself is limited from public ex-court concluded that any document not
posure, because it is not realistic to expespecifically prepared for and turned over to
candid expressions of opinion or suggestede Consumer Product Safety Commission
changes in policies, procedures or pranjoyed no privilege.
cesses when people know that such state-Although the information was turned
ments or suggestions may very well bever voluntarily to the commission, the
used against colleagues and employeesRwobertscourt held that since it was origi-

subsequent litigatiofy. nally prepared “in the regular course of
business,” it was not entitled to protection
2. Roberts because it was not prepared specifically as

In Roberts the federal district court fora government-required report. The court

N : borrowed this holding from an employ-
the Northern District of Indiana acknowl- co Y .
edged the applicability of a self-criticalr.nem discrimination case, as this was the

. L > first federal court to consider the applica-
analysis privilege to a post-accident repoi S R ;
review required by federal law, but it re_{lon of the self-critical analysis privilege in

fused to apply it to the voluntary disclosur p;%%léat s;fst)ég;)enr;tggth t-’rshZfouurgerr?tf utshe;I[
by the manufacturer to the Consumer ProgQ- bli P licy f d 9t If
uct Safety Commission. THeobertscourt ublic policy favored protecting seli-

: : : critical analysis as an incentive for busi-
applied a slightly different test from tha P
used by theShipescourt, focusing on thetnesses to conduct such an analysis without

condition that the material sought to b car (I)f. SLIJbsequent ;e%ris?:l. I interplraete(;j
- e plain language of the Consumer Prod-
privileged must be prepared for mandator S .
... tct Safety Act as requiring businesses to
reports to the government. The distinctio : = :
fropm theDowIingg andShipestests is clear rehport erl]ny defective congltlﬁn dlsco(\j/ered.
. : " Thus, the court reasoned that any damag-
Instead of covering any material produced " :
in critical self-analysisRobertsrequired Ih?s g\lorrrgsas’u?enstwould be protected under
that the material be mandated by operatién How?aver the.risk that information can
of law. Thus, any self-critical analysis con; ' . .
ducted by the bgsiness entity to ir)rqprove ige gathered before evidence of a defective

ondition is known, and that this informa-
Ecraoggg?ot%ﬁerélo'[ mandated by law, woul lon may be used to develop litigation, cre-

: tes a strong disincentive, contrary to pub-
As a consequence, the test applied IC policy, to study a product critically

Robertsdoes not allow a business to en- ; ,
gage confidentially in the type of pre-accribefore an accident occurs. The interpreta-

. o . tion by Robertsof the plain language of the
dent review activity found by thBowling statute must be clearly distinguished when

counsel seeks to protect post-accident in-

39. SeeBradley, 141 F.R.D. at 3, citing William formation.
B. Johnson, AnnotationDiscoverability of Traffic
Accident Reports and Derivative Informatjo84 3. Ashley
A.L.R.4th 15, 24 (1991). L.
40. {075,’:_R_(D?96§4quoting o'Connor, 86 In Ashley the U.S. District Court for the

F.R.D. at 218. Western District of Texas addressed a



Self-critical Analysis Privilege in the Product Liability Context Page 47

plaintiffs’ motion to compel the defendanprivilege against production of self-critical
to state what efforts it made to comply witlanalysis. It is the role of either Congress
Section 15 of the Consumer Product Safetr the state legislature to create such a
Act. The defendant refused to answer thaivilege, the court declared, not its pre-
interrogatory on the ground of the commorogative. The court opined that “a respon-
law privilege against the disclosure of critisible manufacturer who discovered a dan-
cal self-analysis. gerous article and filed a self-critical
Ashleyfollows the test ofRoberts The analysis reflecting the danger, would cease
court acknowledged that the privilegalistribution of it, or at least be ordered to
arises with respect to materials containingease and desist” by the Consumer Product
subjective, evaluative information thaSafety Commission. The court failed to
have been prepared as part of a mandat@mynduct any search of the literature or con-
report to a governmental agency when thauct any discovery to support its assump-
factors favoring exclusion clearly outweigttion that a self-critical analysis necessarily
a plaintiff's need for the information. Therequired a product recall, even though the
court also recognized that the regulationsase involved the same defendant as in
issued under the act encourage manufactéshley
ers to engage in critical self-analysis and to
err on the side of reporting. The court rea- 5. Lawson
soned that 15 U.S.C. §2064(b) and the

. In Lawson the most recent product
regulations promulgated thereunder ensrgfety case to be considered by the federal

courage a manufacturer to issue a repQ urts, the Vermont federal district court

even where the manufacturer might OIOUlﬁeld that information submitted to the Con-

the existence of a defeft, sumer Product Safety Commission prior to

More important, theAshleycourt recog- tHe subject accident was not protected by

nized that the need to encourage full a " SR g
frank disclosure of information to the govr-}. e self-critical analysis privilege. Jurisdic-

ernment regarding defective products is éﬁl ns \ggjnzat%eg O? %\(/a?rrr?g)rqt?gv?/ t_?ﬁectoeusrtt
crucial importance to the consuming pub- pply '

lic. The court opined that the success of t uez ﬁ? ngb(\a/rigr? dnéh?lffeeernZOtrf?e t?gsrtjgﬂ?r
reporting scheme would be severely under- P

cut if manufacturers feared that their franﬁqaegseedc'gsr;c; d':ﬁguisrs;:?lirc]; z;?otr?strc])? tfrl]réoélg%isnhn_
fgjv(:slgﬁtsjres might be used against them ings on the case before it, or the divergence

Ashley concluded that reporting itself'cnon[g tests as applied by the different
comes within the privilege of critical self- '
analysis. The court reasoned that the sa he Lawsoncourt concluded that, under

policy considerations that dictate non-di%}%rmont law, the following four-part test

closure of critical self-analysis also dictat or recognition of a discovery privilege

non-disclosure of the very fact of report-

ing. The court stated that the mere fact that

a manufacturer has reported that its productyy 15 y.s.c. §2064(b) provides: “Every manu-
might have a defect can be just as damafgeturer of a consumer product distributed in com-

ing before a jury as the very details of th@erce, and every distributor and retailer of such
def product, who obtains information which reasonably
efect. supports the conclusion that such product—(1) fails
to comply with an applicable consumer product
i safety rule; or (2) contains a defect which could cre-
4. Scroggins ate a substantial product hazard described in subsec-
In Scroggins decided shortly afteiRob- tion (a)(2) of this section, shall immediately inform

. the commission of such failure to comply or of such
erts and AShIey the Indiana Court of Ap- defect, unless such manufacturer, distributor, or re-

peals held that in Indiana all privileges ariler has actual knowledge that the commission has
statutory in nature and that there was ieen adequately informed of such defect or failure to
comply.”



Page 48 DEFENSE COUNSEL JOURNAL—January 2003

must be applied: (1) The communications However, the court viewed this prong
must originate in a confidence that thegnly from the perspective of the commis-
will not be disclosed. (2) This element ofion, indicating that the commission’s rela-
confidentiality must be essential to the fullionship and dependence on the accurate
and satisfactory maintenance of the relaeporting of information will not be under-
tion between the parties. (3) The relatioout by subsequent disclosure of that mate-
must be one that in the opinion of the conwal in litigation. “The reporting of certain
munity ought to be sedulously fostered. (4hformation about potential product defects
The injury that would inure to the party byto the [commission] is mandated by law;
the disclosure of the communications musiius, a company’s refusal to compile and
be greater than the benefit gained for thdisclose materials to [the commission] out
correct disposal of litigation. The partyof fear of subsequent public disclosure
seeking creation of the privilege has theould simply be illegal,” the court statéd.
burden of satisfying the four conditions The court also held that the information
and must meet all four before the privilegender review failed the last two prongs of
will be recognized. the test because, while it appeared impor-
At first, the Vermont court’s test seemsant to foster the relationship between cor-
to be a broader application of the test aporations and the commission, the manda-
plied inRobertsandAshley Instead of lim- tory nature of reporting mitigated the need
iting protection to government mandatetb develop a strong relationship between
reports, on its face this test would allowthe two parties. In doing so, the court to-
materials prepared in confidence and fdally neglected to recognize that the provi-
the purposes of monitoring product safetgion of self-critical information, not subject
to be privileged, particularly if the materi-to disclosure, was integral to the relation-
als were subsequently disclosed to thahip between the parties as created by op-
Consumer Product Safety Commissioreration of law.
Moreover, these materials need not be lim-
ited to evaluations, but they theoretically =~ WHERE ARE WE GOING?
could include factual data as well. Both tha. Case Law

LawsonandRoberts-Ashleyests allow for 0 q hat rh
a balancing of public policy interests in fair _2"1€ May wonder what rnyme or reason

litigation practice and on-going producfan ?I'?] dravl\lin f_rtc_)mlthls Icrat_zy qU|.It_|of case
safety evaluation by the court, aw. The self-critical evaluation privilege is

The test as applied ihawson reflects of recent origin and one that is narrowly

few of those characteristics, thus makin%pp“ed even in those jurisdictions where it
the absence of referenceRaberts Shipes ' r€cognized. On their own, the cases give
andAshleyall the more puzzling. The court®°™Me indication what one may expect in a
held that the information submitted to th%?:rtlcular jurisdiction, but because of the

CPSC failed to meet the test, reasoning thack Of well-settled precedents, it is equally
although the communication did originat easible to expect that a court could refine

in a confidential situation, since the comtS thinking with proper persuasion. Coun-

mission rules restricting disclosure assureif! lwho sge_l|< to erOKG the IsetII]—crlnc_al
the investigated party that produced mat&'@'ysIS priviiege should apply the prin-

rials will not be lightly disclosed, such conCiPl€S of Shipes Ashley Roberts and

fidentiality “does not appear to be essenti&la\(’jvz(?nt.m ther:rtﬁrgturr:?nf to elm%has'ze
to the full and satisfactory maintenance ¢i"¢ distinguish the test to be applied.

the relation between the parties as requiredperh""pS the most significant barrier oc-
by the second prong” of the test. curs when a court disagrees that voluntary

self-critical analysis will be abandoned if it
is later found to be discoverable in litiga-
tion. TheDowling court asserted:

42. 191 F.R.D. at 386. Organizations have many incentives to
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conduct such reviews that outweigh thenay be a limited evidentiary shield, the
harm that might result from disclosure. Theolicy behind it of limiting admissibility of
most prominent of these is surely the desilemedial measures as proof of negligence
to avoid law suits arising from unsafe condipr cylpable conduct is consistent with the
tions. But organizations also have a Stro”grivilege claimed under self-critical analy-

incentive to [seek] . . . a reputation for safety : “ )
[that] renders a product more marketaBle. IS. Rule 407, ”entltled. Subsequent Reme
dial Measures,” states:

E".ef‘. if true, is th'.s enough to.JUStlfy When, after an injury or harm allegedly
prohibiting an enterprise the benefit of the ., seq by an event, measures are taken that,
self-critical analysis privilege and with- it (aken previously, would have made the
holding from the public the benefit of en- injury or harm less likely to occur, evidence
couraging self-improvement through unin- of the subsequent measures is not admissible

hibited self-analysis and evaluation? to prove negligence, culpable conduct, a de-
fect in a product, a defect in a product’s de-

B. Evidence Rules sign, or a need for a warning or instruc-
tion... "

All the cases discussed above were de- . .
cided based on state evidence laws consist€deral courts that have applied this ra-
tent with Rule 501 of the Federal Rules dfonale are split as to its import. The Dis-

Evidence or under Rule 501 itself. Rul&fict Court of Minnesota recognized Rule

501, the general rule governing privilegedt07 @s @ rule of public policy rather than

recognizes no particular privilege; it en9n€ Of relevancy, but questioned its appli-
courages a case-by-case consideratidiility to matters of pretrial discovety.

The privilege of self-critical analysis, as &1 the contrary, the Northern District of
product of Rule 501, could protect a sel Florida relied on Rule 407 in its decision

critical document from both discovery and€c09nizing the self-evaluative privilege to
later use at trial. Yet even if the stat@r(gted envwonmtter][thal aLf’d'%' <ts for th
choose reasonable criteria or tests by which rong support theretore exists for the

to measure the application of the privileg¥IeW that the self-evaluative privilege

and applied them fairly, the result would b&"ould be analyzed under the subsequent
still a patchwork of local law. remedial measures rationale of Rule 407

The U.S. Supreme Court statedTiram- rather than the “relational privileges” pro-

mltha i i o createand apolyan evi S er Rl SOL 1 1S ocus Se
dentiary privilege unless it “promotes suf- P 9

ficiently important interests to outweighWOUId be seen more sensibly as remedial

. : measures, rather than activities involving
the need for probative evidence, [and as] ,,.~ ", . ' . . . .
. testimonial exclusionary rules and privi!hﬁlekggjl cs)feé:l((ag?c()jer:gtaelczeIatlonshlps that
leges contravene the fundamental principfg Courts that havepu held the self-evalua-
that ‘the public ... has a right to everxg b

man’s evidence ™ anv such privilege mustVe privilege did not limit discovery of
p ; X X4 P 9 actual matters, only the self-evaluations
be strictly construed:

Moreover, although Rule 501 manifests
a congressional desire “not to freeze the
law of privilege,” but rather to provide the 43. 971 F.2d at 426.

; il 44. 445 U.S. at 50, 5Quoting United States v.
courts with flexibility to develop rules of Bryan, 339 U'S. 323, 331 (1950),

privilege on a case-by-case basis, accord-s, The Advisory Committee’s Note to Rule 407
ing to Tramme] the Supreme Court has exelarifies that courts have applied the principle

; ; Qi ; roadly to exclude “evidence of subsequent remedial
pres_sed no m.tereSt n exermsmg this aﬁepairs, installation of safety devices, changes in
thority eXp_answely. T_he_ Court opined th?&ompany rules, and discharge of employees.” ~
the balancing of conflicting interests of this 46. Capellupo v. FMC Corp., 1988 U.S.Dist.

; ; ; ; ; Lexis 3792 (D. Minn. 1989)See als® WEINSTEIN,
type is particularly a legislative function. o/ 2~ = 11407[07], at 407-37 through 407-38.

On the other hand, although Rule 407 47. Reichhold, 157 F.R.D. at 524.
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and their related conclusions and actionare significant. The primary ramification is
This result is quite similar to that whichthat the self-evaluative privilege would ap-
would be achieved under a Rule 407 analply not against the initial discovery re-
sis. As Judge Posner of the Seventh Circwjtiest, but rather as a bar against admission
has stated, the major purpose of Rule 4@7 the evidence at trial. This would allow
“is to promote safety by removing the disdiscovery of the facts of the self-evaluative
incentive to make repairs (or take othesvidence, consistent with the holdings of
safety measures) after an accident thdte federal courts, which support the privi-
would exist if the accident victim could usdege, but the analysis and any remedial
those measures as evidence of the defeneasures themselves could not be intro-

dant’s liability.™®8 duced at trial as evidence of negligence or
culpability.
A GOOD RESULT Therefore, it is recommended that an ar-

N : . ..gument based on Rule 407 should be in-
The implications of this shift in anaIyS|sCluded with an argument grounded in Rule
501 in any judicial review of the applica-
48. Flaminio v. Honda Motor Co., 733 F.2d 463Dility of the privilege, or any legislative ef-
469 (7th Cir. 1984). fort to codify the privilege.
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Cybersmear May Be Coming to a Website
Near You: A Primer for Corporate Victims

How to respond or combat venomous comments from current or former
disgruntled employees presents both legal and non-legal problems

By Thomas G. Ciarlone Jr. and IADC member Eric W. Wiechmann is ja
Eric W. Wiechmann litigation partner of Cummings &
Lockwood, LLC, in the firm's Harford,

; Connecticut, office. He is a graduate of
ﬁvlt/ﬂrﬁlsprerTﬁglagnCéCl)JleeSrlngaen V\p/)r(?itsec;r Hamilton College (B.A. 1970) and Corne|l

" ; . .1 Law School (J.D. 1974).
truth.” The Internet is no exception to thig — litigation associate in the firm’s

simple maxim. With one of three Ameri{ stamford, Connecticut, office, Thomas

1J.

cans logging onto it daily, and at least 350 Ciarlone Jr. was educated at New Yoik
million users worldwide by 2003, the| university (B.A. 1998) and Cornell Lay
Internet has the potential to become the School (J.D. 2001).
electronic rumor mill for the new millen-
nium?!

Much of the time, online gossip is
merely scurrilous and perhaps embarrass-Then there is Varian Medical Systems, a
ing. For example, corporate executives analiblicly traded, Fortune 500 company with
their alleged sexual proclivities are favorit@ market capitalization in the billions. Dis-
topics for online badmoutisSometimes, gruntled former employees posted more
however, boorish banter gives way to injuthan 14,000 messages—on hundreds of
rious falsehood. Consider the story ofvebsites—accusing the company and its
popular cookie manufacturer Mrs. Fieldsnanagement of everything from homopho-
In 1996, speeding along the informatiobia to pregnancy discrimination to the sur-
superhighway was speculation that theeptitious videotaping of public bathrooms.
company planned to donate pounds &¥hen Varian sued them for defamation,
cookies, brownies and other sweets to dhe defendants turned around and created
0.J. Simpson victory party. Despite its fatheir own web site. Varian prevailed on the
cial implausibility, this myth inspired rum-merits after a protracted trialBut as a
blings of a national boycott. Mrs. Fieldgractical matter, it may have won the battle
was unable to expose the hoax until it rdsut lost the war. It incurred substantial le-
tained a public relations firm at great exgal fees and generated negative publicity,
pensé.

1. See Drilling Down into Computer and Web 2. See, e.g., Cybersmear Litigation Joins Online
Trends at http://www.learnframe.com/aboutelearnArsenal RidgeTHE RECORD, March 1, 2000, at BO1,
ing/pagel6.asp; Bruce W. Sanford & Michael Javailable at 2000 WL 15812270.

Lorenger, Teaching an Old Dog New Tricks: The 3. Liar, Liar: Unscrupulous Web Pages$C
First Amendment in an Online Worl@8 @NN. L. CoMPUTING, December 1, 1998, at 89.

Rev. 1137, 1137 (1996); Geoff Thompsd#0,000 4. Shannon LaffertyCalifornia Internet Libel
Awarded in First Cyberspace Defamation CaseSuit Yields Big Verdi¢ctTHE RECORDER [San Fran-
AUSTRALIAN FIN. REV., May 4, 1994, at S41 (“unin- cisco], December 14, 2001, available in archive at
hibited defamation is one of the things that makesww.law.com/california.

cyberspace such a fun place to be”).
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but it has yet to silence the defendantbrand name, and thus profitability.
who continue to lambaste the company on Unbridled innuendo has broader, sys-
their home page. The victory was bittertemically corrosive consequences to soci-
sweet and more or less pyrrhic. ety. It compromises meaningful dialogue.
As a general proposition, civil libertar-Cloaked in anonymity and unencumbered
ians would applaud this result. These actiby editorial filters, almost anyone with a
ists insist that the typical action to suppresomputer can take to the Internet and share
online discourse is frivolous. It serves onlyheir convictions with the world at large.
to harass, they say, and often offends comhis has the cumulative effect of gener-
stitutional rights, including those to privacyating massive amounts of conflicting
and free speech. information, the credibility of which is
Taken to its extreme, this rhetoric bringfrequently beyond evaluation. The online
David and Goliath into the digital agemarketplace of ideas becomes increasingly
Corporations dig deep into their pockets tmcoherent and in the final analysis
pay for lawyers whose tactics aim to instruggles to fulfill what should be its cen-
timidate and ultimately muzzle computertral role: an arena in which competing
savvy but underfinanced criti¢dVhatever ideas collide, but out of which the truth
facial appeal it may have, such hyperboleventually emerges.
cannot withstand closer scrutiny. To urge What are the theories of liability that
that corporate America seeks only retribzorporate plaintiffs may enlist to combat
tion when it pursues scandalmongers is ttybersmear campaigns? What are the pros
ignore certain economic realities an@nd cons of bringing suit? What are the
policy concerns. alternatives to litigation? What preventive
When broadcast over the Internet, defaneasures are there to reduce both the inci-
matory speech sometimes causes substdence and the impact of digital defama-
tial monetary losses, especially for publiclyion?
traded companies. Stock prices can fluctu-
ate wildly; their movement is a function of THEORIES OF LIABILITY
information or, as the case may be, misin- While purveyors of fibbery are sued
formation. Cyberlibel can manifest itseltime and again for defamation, other
not only as personal potshots that bruisguses of action can lie against them. De-
egos, but also as institutional slurs thatending on the facts, they might be pros-
move markets. Companies that try to curbcuted for, among other things, violating
the dissemination of misinformation aresecurities laws, breaching contracts, or di-
improperly cast as corporate bullies. Quitkiting intellectual property. In any event,
the contrary. These companies are honaffected businesses should appreciate that
ing their obligation to shareholders to attheir options are not necessarily limited to
tend to matters that jeopardize reputationlassic theories of defamation.

5. Seethe following stories, all in AE RECORDER Lawsuits Against Public Participatior25 FATTLE
by Shannon Lafferty and all available in archive at).L. REv. 213 (2001); Bruce P. SmittCyber-
www.law.com/california:Defendants Not Nice in smearing and the Problem of Anonymous Online
Internet Case November 6, 2001No Easy Outs SpeechComm. Law. 3 (18-Fall 2000).
Seen in Suit for Internet LiheDecember 12, 2001; 7. See, e.g.Jeffrey R. Elkin,Cybersmears: The
Judge Silences Ravings of Angry Ex-emplgyBes Next Generation 10 Bus. L. TobDAY 42 (August
cember 13, 2000MVeb War of Words Drawing More 2001).
Hits, March 26, 2002, Contempt Hearing Set in 8. See generallWerner F.M. De Bondt & Rich-
Internet Libel CaseMarch 27, 2002Court Issues ard H. ThalerDoes the Stock Market OverreaetQ
Stay in Case over Web Defamatidpril 18, 2002; J. FAN. 793 (1985); Wayne Joerdind\re Stock
FBI Investigating Death Threats in Varian LibelPrices Excessively Sensitive to Current Information?
Case August 1, 2002See alsavww.geocities.com/ 9 J. EEON. BEHAV. & ORG. 71 (1988); Mark J. Roe,
mobeta_inc/slapp/slapp.html. The Shareholder Wealth Maximization Norm and In-
6. See generallyJoshua R. Furman (Comment)dustrial Organization 149 U. RA. L. Rev. 2063,
Cybersmear or Cyber-SLAPP: Analyzing Defama2065.
tion Suits Against Online John Does As Strategic
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A. Defamation be expected to invoke libel, as opposed to
: slander, in online defamation casés.

1. Libel or Slander This observation is hardly just an aca-

There is a dearth of precedent as wemic one. It has practical and, for that
whether electronic communications arenatter, positive ramifications for corporate
subject to the rules of libel, on the oneictims of cybersmear. At common law, a
hand, or of slander, on the other. Doctrprima facie case of slander requires a
nally, this issue turns—obviously enouglgreater quantum of proof. In particular, the
—on whether such communications arslander plaintiff must demonstrate that
more analogous to the printed or the sp@¢hich the libel plaintiff need not: special
ken word. damages, as distinguished from actual or

The same issue confronted the leggeneral damages, or, stated differently, ac-
community when radio and television firstual pecuniary harr.
became popular. Initially, when broadcast- In a libel action, that is to say, plaintiffs
ers read from scripts, libel provided thenust establish only injury to reputation;
rule of law, but when they spoke extempahey need not go a step further and prove
raneously, slander principles applfe@ver resultant economic damages. The underly-
time, courts “recognized the breadth of exng rationale is that the relative perma-
posure and resulting damage from broadence of the written word raises a pre-
cast defamation was akin to publishedumption of harm, whereas the ephemeral
defamation, and began to apply libel stamualities of speech cannot occasion a simi-
dards to broadcast defamatiofi. Today lar inference.
television stations are considered publish- Modern jurisprudence, however, is in
ers of libelous material, with limited ex-some instances collapsing the distinction
ceptions to this rul&, notwithstanding any between libel and slander. As a result,
absence of a script.To the extent that thesome states—most notably, New York—
Internet is susceptible to classification, ihave begun to require proof of special
has evolved into an interactive blend oflamages even when libel is the theory on
print and broadcast mediaCourts should which suit has been brougft.

9. LAURENCE H. ELDREDGE, THE LAW OF DEFA-  Trimmer, 143 A.2d 1, 3 (N.J.Super. 1958¢rt. de-
MATION 8 13, at 83 (1978). nied, 145 A.2d 168 (N.J. 1958)See alsoSusan

10. Anthony M. Townsend et aLjbel and Slan- Oliver, Opening the Channels of Communication
der on the Internet43 @MM. OF THE ACM 15, 15- among Employers: Can Employers Discard Their
17 (June 2000). “No Comment” and Neutral Job Reference Policies?

11. California, for example, still adheres to the3 VAL. U. L. Rev. 687, 700 (1999) (harm or actual
minority view, treating defamatory statements oinjury presumed with written defamatory statements
television and radio as sland&ee generallyCAL. because written statements are likely to be perma-
Civ. CoDE ANN. 88 46, 48.5; Arno v. Stewart, 54nent; slander plaintiff must prove special harm or
Cal.Rptr. 382 (Cal.App. 1966). actual pecuniary loss)Accord ELDREDGE, supra

12. SeeFinley P. Maxson (Note)A Pothole in note 9, § 12, at 77; AN B. DoBBS, THE LAW OF
the Information Superhighway: BBS Operator LiTORTSS 409, at 1144.
ability for Defamatory Statement§5 WasH. U. See alsORESTATEMENT (SECOND) OF TORTS
L.Q. 673, 676 n.13 (1997). 8569 (1977) (“One who falsely publishes matter

13. See, e.g.Julie AdamsWill Wage Gap Per- defamatory of another in such a manner as to make
sist for Women in New Mediaf Harvard Third the publication a libel is subject to liability to the
Biennial Conference on Internet & Society, availablether although no special harm results from the pub-
at www.news.harvard.edu/net_news2000/06.0Z%tation.”)
wage.html (last updated June 2, 2000). 16. See, e.g.Boule v. Hutton, 138 F.Supp.2d

14. But some commentators suspect otherwisé91, 506 (S.D. N.Y. 2001) (applying New York
predicting that slander laws may ultimately contrdlaw). But inasmuch as it muddies the doctrinal wa-
certain iterations of online defamatioBee, e.qg. ters of defamation, this trend has been the target of
Karen S. FrankPotential Liability on the Internet some criticism.See, e.g.Mike SteensonPefama-
437 PLI/Pat. 417, 437 (1996). tion Per Se: Defamation By MistakeZ7 \Wwm.

15. See, e.g.Vanover v. Kansas City Life Ins. MITCHELL L. Rev. 779, 809 (2000).
Co., 553 N.W.2d 192, 197 (N.D. 1996); Stickle v.
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Legal philosophy aside, the bottom linés narrowly defined and reaches only state-
is clear: if cast in the role of defamatiorments that cannot be proved false or that
plaintiff, a corporation, whenever possiblecannot be reasonably interpreted as stating
should proceed under a theory of libedctual facts about an individuAl.
rather than slander. While in the final Because of this closely circumscribed
analysis the former may prove only mareefinition, accused libelists cannot escape
ginally easier to maintain, common sendability by qualifying their defamatory ut-
alone dictates that no advantage gwrances with the caveat that they were

unexploited. merely expressing opinions, rather than
statements of fact. Accepting such super-
2. Libel Defenses ficial assurances at face value would

. elevate form over substance in an flourish
Even though_ special damag_es are ofte|$ naiveté&? As the First Circuit has put it,
not a prerequisite to recovery, libel remaln%O

. et . say ‘I think’ is not enough to turn fact
a notoriously difficult cause of action 0110 opinion, where what is supposedly

prosecute successfully,not because of a, y L e
high prima facie hurdle, but because of h(?[lf,%ht is, or implies, a proposition of

panoply of privileges and affirmative de-~—, . ) -
fenses that do not lend themselves to refghm;;#ce;;lo\?viItl)egorsqg:‘érlézg?r n’g@;ggr
tation® Figuring most prominently among :

. : unflattering, find refuge under cover of
them is, of course, the First Amendment. opinion? Because libel cases are almost in-

variably fact-intensive, a satisfying answer
is difficult to come by. One federal judge
(i) Opinion has ventured that a statement takes on the
haracter of opinion “where it involves ex-
ressions of personal judgment, especially
as the judgments become more vague and
subjective in charactef?”

In effect, courts subscribe to that kernel

a. Constitutional Privileges

Opinions are tantamount to ideas, th
policing of which is rightly the province of
neither judges nor juries. Opinions are o
ten not actionable under a theory of libel,
but the U.S. Supreme Court has stress&

that its decisions have stopped short at\(l:vr:z?joirr? T;St r'gjﬁgse.q‘stiiyckzug:%sS%nndes
carving out a wholesale defamation ex- p'ayg '

emption for “opinion.® Indeed, to the ex- may break my bones, but names will never

tent it serves as a defense to libel, opiniorr'1urt me.” While the adage is a simple one,

17. See, e.g.Bonheur v. Dresdner Bank, 1986767192, at *5 (C.D. Cal.); Davis v. Ross, 754 F.2d
WL 4702, at *2 n.2 (S.D. N.Y.); Lyrissa Barnett80, 85 (2d Cir. 1985); Hotchner v. Castillo-Puche,
Lidsky, Prying, Spying, and Lying: Intrusive 551 F.2d 910, 913 (2d Cir. 197%grt. denied 434
Newsgathering and What the Law Should Do About.S. 834 (1977)).

It, 73 TuL. L. Rev. 173, 198 n.103 (1998). When set 20. Milkovich v. Lorain Journal Co., 497 U.S. 1,
against the backdrop of the Internet, libel is furthet8 (1990),rev’g and remandingg45 N.E.2d 1320
complicated by a host of knotty, extralegal concerngOhio App. 1989).

18. See, e.g.Robert E. DrechseThe Paradox of 21. See generallyPhiladelphia Newspapers Inc.
Professionalism: Journalism and Malpractjc@3 U. v. Hepps, 475 U.S. 767 (1986¢v’'g and remanding
ARK. LITTLE Rock L. Rev. 181, 194-95 (2000); 485 A.2d 374 (Pa. 1984); Greenbelt Coop. Pub.
James C. Goodale & Rex S. Heinltébel Litiga- Ass'n v. Bresler, 398 U.S. 6 (197Gkv'g and re-
tion: Summary JudgmenB838 PLI/Pat. 137, 139 manding252 A.2d 755 (Md. 1969); Old Dominion
(1992); Kevin T. PetersDefamation and the First Branch No. 469, Nat'| Ass'n of Letter Carriers v.
Amendment: Recent Cases Emphasizing the Contéuistin, 418 U.S. 264 (1974)ev'g 192 S.E.2d 737
of Defamatory Communications and the Nature dVa. 1972); Hustler Magazine Inc. v. Falwell, 485
the Communicator20 SUrrFoLk U. L. Rev. 1089, U.S. 46 (1988)rev’'g 797 F.2d 1270 (4th Cir. 1986);
1092 (1986). Milkovich, 497 U.S. 19.

19. Gertz v. Robert Welch Inc., 418 U.S. 323, 22. Cianci v. New Times Pub. C&39 F.2d 54,
339-40 (1974)rev'g and remandingt71 F.2d 801 64 (2d Cir. 1980)

(7th Cir. 1072); Henry v. Nat'l Ass’'n of Air Traffic 23. Gray v. St. Martin’s Press Inc., 221 F.3d 243,
Specialists Inc., 836 F.Supp. 1204, 1214 (D. M®48 (1st Cir. 2000) (citations omitted).
1993); Gifford v. Nat'l Enquirer Inc., 1993 WL 24. Id. at 248.
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subsumed under it is an important lessononcern will not be chilled by the threat of
Corporate managers must recognize thiéigation.”?® Such unabashed endorsement
difference between the truly pestilent andf the marketplace of ideas harkens back to
the merely vulgar and indecorous—tha landmark decision of the U.S. Supreme
stuff that batters big egos, rather than bigourt,New York Times Co. v Sulliv&hin
profits. Legal action properly presents itwhich the Court held that public officials
self as an option only with respect to thand figures may recover for defamatory

former genus of online opprobrium. statements only when the statements are
made with “actual malice’—that is, with
(i) Parody knowledge of their falsity, or with reckless

Satire is everywhere, and perhaps due %S[;i%c’;?g fo\rNtﬁg t:rjéh' ublic fiqure. how-
part to its prevalence, it frequently lies out o is n% eas taskpAt the ?isk ,of over-
side the bounds of actionable defamatioff, lificati >y .b id th bli
“There is no libel,” according to one appel-Slmpl ication, it may be said that public

late court, where the “material is susce figures typically hail from one of two fac-

tible of only non-defamatory meaning an ions: those who “occupy positions of such

- : ersuasive power and influence that they
is clearly understood as being parody [0 o "
satire.” That is not to say, however, tha re deemed public figures for all purposes

. . , r those who “have thrust themselves to
the comedian enjoys a license to defame. : .
What sets parody apart from othe?he forefront of particular public controver

! L . ies in order to influence the resolution of
strains of humor is its essential charactet?He issues involved®

one of conspicuous “distortion and exag- Examples of the sorts of personalities

geration. [L]ike the warped and curve . .
mirrors in a carnival fun house, it depenc%r:at courts have classified as public figures

upon the grotesque for its effects Stated include political activists, candidates for

. : ffice and even football coaches who be-
differently, parody can be mistaken foP . . C
nothing else, and its satirical nature is i come state university athletic directéts.

: . "Natural extensions of these examples
mediately self-evident. For that reason,b\%ould include executives at major corpora-

face.atiaion or presentation of fals§ons Who become ensnaried in controver-
facts 27 ies implicating matters of public concern.
Corporate executives must recogniz ake, for nstance, Bil Gates, fqunder of
. : ftware giant Microsoft. His antitrust de-

that they and their companies may beco S : .
fodder for satirists whose work appears g acle with th_e Justice Department has
web pages, in discussion groups, or in ch gnsformed him into _th_e archetypal public
rooms. This bothersome realit,y is beglare: pe}zcrhap_s explt?lnm% Whyd_f:e .h?S be-
viewed as a cost of doing business, rath&P ™€ @ avorite subject for editorial car-

than a reason to retain counsel. Although it

is frustrating to be the butt of a joke built

on hyp_erbole_ or tall talk, the law simply 55 gsajek v. Passaic Collegiate Sch., 605 A.2d
offers little relief to those whose only com276, 278 (N.J.Super. 1992}iting Romaine v.

i i linger, 537 A.2d 284, 288 (N.J. 1988).
plalnt is that they have been reduced !@26. Salomone v. MacMillan Pub. Co., 411

caricatures. N.Y.S.2d 105, 109 (Sup.Ct. N.Y. County 1978).
27. See, e.g.San Francisco Bay Guardian Inc. v.
(i) Public Figures Superior Ct. (Sparks), 21 Cal.Rptr.2d 464, 467

(Cal.App. 1993).

Commenting on the debate surrounding,25. Goetz v Kunstier, 625 N.Y.S.2d 447, 453
the highly publicized shootings of four 2%'. 376 U'S. 254y(1964)j

teenagers in a Manhattan subway, a New30. Gertz, 418 U.S. at 345.

i i it “ 31. See generallyCurtis Pub. Co. v. Butts, 388
York Judgfe (;pmed that it "is a par%moun S. 130 (1967)aff'g 351 F.2d 702 (Sth Cir. 1965);
interest of a free society to assure that OPgfanitor Patriot Co. v. Roy, 401 U.S. 265 (1971),

and spirited discussion of matters of publiev'g and remanding@54 A.2d 832 (N.H. 1969).



Page 56 DEFENSE COUNSEL JOURNAL—January 2003

toonists whose works are scattered far amu lawsuits brought primarily to chill the
wide across the Internet. valid exercise of the constitutional right of
Gates—or, for that matter, anyone simifreedom of speech,” the legislation requires
larly situated—could proceed against hibbel plaintiffs to establish a likelihood of
critics only with great difficulty, since theysuccess on the merits before trial. Should
could almost certainly avail themselves dahey fail to make this showing, they subject
the heightened actual malice standard. Péneir defamation claims to a special motion
haps more important, for a public figure t@o strike, which generally will succeed if
initiate a libel action is often to ignite athe challenged statements amount to acts in
public relations nightmare. furtherance of the right of “petition or free
Besides, litigation is not necessarily thepeech,” which are defined as, among other
most effective solution for a prominenthings, “statement[s] or writing[s] made in
persona. Abraham Lincoln said that “trutla place open to the public or a public
is generally the best vindication againdorum in connection with ... issue[s] of
slander.” In this respect, “public figurespublic interest.”
usually enjoy significantly greater access Referring to this language, a California
to the channels of effective communicatioappellate court ruled that Internet discus-
and hence have a more realistic opportgion groups about the management of pub-
nity to counteract false statements then pfiely held companies are “open and free to
vate individuals normally enjoy?” Since anyone who wants to read” them, are rel-
both the courts and the public at large amvant to matters of public interest, and are
keenly aware of this imbalance in powethus “public forums” for purposes of the
the corporate behemoth that accuseslegislation. The court then recognized a
single, vociferous individual of defamatiorrange of comments from one such discus-
may appear to be using the law not as aion group as “disparaging” but nonethe-
instrument of justice, but instead as a totéss non-actionabfé.

of coercion. At least a dozen other jurisdictions—in-
cluding New York, Massachusetts and

2. Common Law and Statutory Florida—have enacted similar statutory
Defenses schemes?® Legislators have not ignored the

: A public perception that, through predatory
a. Anti-SLAPP Legislation litigation tactics, big business sometimes
Home to Silicon Valley and its hotbed ofxploits the power and resources it has. Be-
Internet start-ups, California has erectedfare dragging cyberlibelists into court,
heightened barrier to recovery for onlindarge corporate entities should be certain
defamation—the Strategic Lawsuit Againsthat their claims are not just legally cogni-
Public Participation Act, convenientlyzable, but also are compelling, persuasive
known by the acronym SLAPPOn a leg- and meritorious. Otherwise, libel defen-
islative finding that “a disturbing increasedants may reach up their sleeves for an

32. Gertz, 418 U.S. at 344. CoDE ANN. §9-11-11.1 (Supp. 1997)Nd. CODE

33. CAL. Qv. Proc. CoDE § 425.16. ANN. 88 34-7-7-1 to 34-7-7-10 (West Supp. 1998);

34. ComputerXpress Inc. v. Jackson, 113 CalA. Cobe Civ. PrROC. ANN. art. 971 (West 1999);
Rptr.2d 625 (Cal.App. 2001) (company became maltde. Rev. STAT. ANN. tit. 14, 8§ 556 (West Supp.
ter of public interest merely because it was “publicht997); Mass. GEN. LAws ANN. ch. 231, § 59H
traded company” and “had inserted itself into théWVest 1997); NNN. STAT. ANN. 88 554.01-554.05
public arena by means of numerous press releasegW)/est Supp. 1997); &8. ReEv. STAT. 8§ 25-21,241
The posted comments were far from innocuous and 25-21,246 (1995); &/. Rev. STAT.. §8 41.640-
included the abrasive likes of the following: “Whem1.670 (Supp. 1993); N.Y. C.P.L.R. §3211(g)
the people who have ... been duped into this sto¢kicKinney 1997-1998); ®LA. STAT. ANN. tit.
realize the scam they were coaxed into, my guesslg, § 1443.1 (1999); R.I. &&. LAws 8§ 9-33-1 to 9-
there will be hell to pay.” 33-4 (Supp. 1996); ANN. CODE ANN. §8 4-21-1001

35. DeL. CoDE ANN. tit. 10, 88 8136-8138 (Supp.to 4-21-1003 (1997); WsH. Rev. CODE ANN.
1996); A STAT. ANN. § 768.295 (West 2000);/5 8§ 4.24.500-4.24.520 (West Supp. 1997).
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anti-SLAPP statute, use it to cast thenosf subscribers had open access. The court
selves in the role of David and garner thieeld that the Wisconsin retraction statute
sympathy that courts often afford the undid not apply to bulletin board postings be-

derdog. cause they do not constitute a “publication”
according to its ordinary meaning.
b. Retraction Statutes In the end, corporate victims of cyber-

smear, if they elect to pursue their harass-
rs in court, usually can dispense with con-
erns over retraction statutes—at least with
respect to the merits of their cases. Even

Ordinarily, the public retraction of a li-
belous statement does not defuse liabili
but does mitigate damag&3Nhile histori-

cally a function of common law, this P\ vhen retraction laws are facially inappli-

frlggiotr?d:tét:ieesrnbv?/ﬂ?c%d '?Oi%ﬁatl:]eag t[le'able to non-media defendants, badmouths
' P ho voluntarily forswear their words still

timely renunciation of defamatory declara(-:an insulate themselves from liability, al-

tions will serve to limit damages, usually t%eit not completely, because, however mo-
those for actual harf. V\}ivated, retractions will tend to breed evi-

For purposes of online defamation, hows : o
ever, retraction statutes may offer little Ogence of good faith and thus mitigate

no shelter to average defendants, who Oftgﬁ\mageé‘?
are individuals, acting alone or in collabo-
ration with a few friends, and who spread
their word on electronic bulletin boards, in The limitations period for a libel claim
Internet chat rooms and on independectstomarily begins to run upon the publica-
web sites. Retraction statutes typicallyion of the purportedly libelous material.
reach members of the media, to the excli&stablishing the date of publication for li-
sion of all other classes of libel defenbel appearing in a book, newspaper or
dants3® magazine is a relatively straightforward
A widely cited decision from the Wis-task. The same cannot be said of libel that
consin Court of Appeals illustrates this. Irmanifests itself on the Internet.
It's in the Cards Inc. v. Fuscheitd the The dynamic nature of the online com-
court held that a trial judge had erred bgnunity is to blame—or, as some may see
granting summary judgment to the defernit, credited—for this difficulty. Unlike
dant, on the grounds that the plaintiffs hathose memorialized on paper and in ink,
never demanded a retraction pursuant toneessages broadcast on the Internet can
state statute. Rosario Fuschetto, the defgropagate at truly exponential rates. This
dant, had made a series of allegedly defesbust proliferation is attributable to a vari-
matory statements about the plaintiffs, aty of causes, so-called “hypertext” per-
sports memorabilia store and its ownehaps the most prominent among them.
Fuschetto posted his statements on an elecHypertext lies at the heart of the Internet
tronic bulletin board to which a communityand the programming language—hypertext

c. Statutes of Limitations

36. See, e.g.ROBERT D. SACK. LIBEL, S ANDER  chusetts, Nebraska, Texas, and West Virginia apply
AND RELATED PROBLEMS § V.5.1.1 at 211 (1980). their statutes to all defendants.”

37. See, e.g.CONN. GEN. STAT. ANN. § 52-237 39. 535 N.w.2d 11 (Wis.App. 1995).
(West 2002); MB. Rev. STAT. § 25-840.01 (2001).  40. Jonathan D. Hart et aCyberspace Liability
Some jurisdictions go so far as to make a request 23 PLI/Pat. 123, 163 (1998).
retraction a condition precedent to filing a libel suit. 41. Matisse EnzerGlossary of Internet Terms,
FLA. STAT. ANN. § 770.01 (West 2001). available at www.matisse.net/files/glossary.html#H

38. In Hinerman v. Daily Gazette Co., 423 S.E.2@updated February 24, 2002). See also www.netdic-
560, 595 n.21 (W.Va. 1992), Miller, J., dissentingtionary.com/html/h/html, which defines html as
noted different statutes and stated: “California, fof{tJext that includes links or shortcuts to other docu-
example, follows the majority approach and providements, allowing the reader to easily jump from one
only for certain media defendants in its retractiotext to related texts, and consequentially from one
statute, while Connecticut, Louisiana, Maine, Massadea to another, in a non-linear fashion.”
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markup language, commonly referred to as  d. Insulated ISP

HTML—that gives it interactive life. At
. e _ Deep corporate pockets are on the short
the risk of oversimplifying matters, hyper st of defendants in just about any tort ac-

text has been defined as “any text that CObon Libel claims are no different. Unlike
tains links to other documents—words of ..~ :

phrases in the document that can be cho int me_dla giants, hoyvever, Internet
by a reader and which cause another do gavyweights can often find asylum from

ment to be retrieved and displayed.”
Since ramping onto the Internet has b

come an inexpensive proposition, the like's

of hypertext and the complex network Ogal'gchet\i( ?]gallnstdth?h likes bOf A:[mlerlc%
interconnectivity that it inspires can transe!'N€; Yanoo:and other web portals an

form a person’s keystrokes into gospel fdPt€rnet service providers (ISPs).
the maspses. y gosp Among the most potent of these de-

Aside from its practical implications fenses is the Communications Decency Act

hypertext raises jurisprudential concern@ 1996 (CDA), 47 U.S.C. §23@t seq
over the time at which claims for cyber! nacted to overrule a decision of a New

libel accrue. “Under the single publication! ©'K trial court;® the CDA states that “no

rule.” one commentator has written. “drovider or user of an interactive computer

cause of action accrues at the time of tgrvice shall be treated as the publisher or
original publication; therefore, subsequeritP€aker of any information provided by an-
shipments and . . . reprintings of the sanfdher information content provider.” This
edition of the work do not extend the date ©00d Samaritan provision, as it is fre-
But, at the same time, “reprintings of &uéntly called, has been construed to
book in a new edition . . . will usually con-@rgely immunize the ISP industry against
stitute a new publication of the libe®” defamation lawsuits. _

While application of these rules is In Zeran v. America Online In€, for
simple enough for print media, their exten€xample, a Virginia _federal_ district court
sion to the digital frontier is awkward. The'€fused to hold America Online (AOL), the
fundamental nature of the World Widdargest ISP in the United States, account-
Web—and the billions, if not trillions, of able for a series of profoundly distasteful
hypertextual links populating it—blur themessages tha‘g one of its users had posted to
distinctions between reprinting and subsé AOL bulletin board. The messages ad-
quent editions. To date, the courts have ofertised tee shirts containing slogans that
fered next to no guidance on this issuéoked about the 1995 bombing of the fed-
While this is sure to change over time, libegral building in Oklahoma City. Worst of
plaintiffs must for the moment arm themall, the name and telephone number of the
selves only with the knowledge that deplaintiff, Zeran, were included in the mes-
fenses based on limitations periods ma§ages, although he had absolutely nothing
present issues of first impression that réo do with them. He was inundated with a
quire creative argumentation rather thabarrage of harassing telephone calls, a
extensive reliance on existing precedent. humber of them threatening his life.

Alleging that it failed to take timely
steps to delete the messages and to cancel

42. Elizabeth A. McNamaraA Selective Survey the. a_ccount of the off_endmg user, the
of Current Issues Facing Book and Magazine Putplaintiff sued AOL for his monetary loss
IiSZ%rsgplttF’LI/gak 9, att I45 (200’9)-d_ S c and emotional suffering. Laboring under

. ratton-Oakmont Inc. v. Proaigy servs. Co : :
1995 WL 323710 (N.Y. Sup.Ct. Nassau County1€ €Xpress terms of the CDA, the district
(defendant liable for statements that one of its sugourt was all but obligated to reject his

scribers posted on electronic message board ovgaim pursuant to a theory of statutory im-
which it exercised some editorial control). munit

44. 958 F.Supp. 1124 (E.D. Va. 199ajf'd, 129 Y- .
F.3d 327 (4th Cir. 1997). The legal hurdles to prosecuting an ISP

efamation in a unique array of defenses.
élj this way, libel plaintiffs inevitably face
phill, if not impossible, battles when
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for the defamatory remarks of its usergst their payrolls. Of course, shrewd em-
carry dire consequences for the cyberlibgloyees—versed in the contractual prohibi-
plaintiff. Because of the inherently anonytions to which they are subject—can skirt
mous character of the Internet, to try tthe edges of confidentiality agreements, for
identify an online defamer may be tanstance, by carefully eschewing references
attempt the impossible. So with ISPs to trade secrets, proprietary data and re-
shrouded in statutory protections antiated varieties of sensitive information.
libelists cloaked in anonymity, parties ag- Dissatisfied employees who grumble,
grieved by cybersmear may be left witlgripe and grouse over the Internet also may
fingers, but with nowhere to point them. violate provisions embedded in employ-
ment manuals or other internal company
B. Collateral Theories of Liability policies. Several legal commentators have

L -alluded to this possibility$, which presum-
Although defamation is the most obvi bly would at a minimum help justify the

ous theory on which cybersmear plaintiffs;
may rely, creative litigants can sometime ischarge of refractory employees.

turn to other causes of action in their pur-
suit of online irritants. In this realm, how-
ever, the law is in the throes of infancy and Transmitted via the Internet, false or
thus remains a necessarily scant and oftetherwise misleading reports about a com-

2. Securities Laws and Business Torts

unsettled lot. pany, especially those opining on its finan-
cial stead or its business prospects, can
1. Employment Relationship wreak immediate and sometimes irrevers-

ible havoc. When this happens, affected

Unhappy, disgruntled current and formeg . -
: mpanies should look beyond defamation
employees comprise a common class sz to vindicate their rights. IHart v.

cyberlibelists®® Armed with inside infor dnternet Wire Inc for example, a former

T, e 90l o0 2458 12 S Smloyee of e cefencantnews wre con
: " . cted a phony press release about Emulex

tacks against corporate entities big an .

small. Sometimes, these offensives are n ﬁ:ﬁieﬁ‘ﬁgoﬂorthzeglggt I?rr]gee rtélloec;; eOI o

defamatory but are in derogation of con- ’

tracts attendant to the employment rel nternet Wire, which then published it. The

tionship ogus release subsequently was redistrib-
The execution of a confidentiality Oruted by Bloomberg News, another but

. . : much larger news service. Predictably, the
nondisclosure agreement is becoming an g y

: : rice of Emulex stock plunged to $60 a
increasingly standard term of employmen o .
especially in high-tech industriéswhen nare injust 15 minutes.

The plaintiff sued under color of federal
employers. with an instument to sioncii: alleging that both Bloomberg and
nternet Wire had run afoul of Section

detractors who are a drain on more thaﬂ)(b)(S) of the Securities Exchange Act of

45. SeeNancy Toross (Note)Double-Click on 46. See, e.g.Peter SchnitzleiVeb Attacks Tough
This: Keeping Pace with On-Line Market Manipulato Stop INDIANAPOLIS Bus. J., May 6, 2002, at 19;
tion, 32 Loy. L.A. L. Rev. 1399, 1419 (1999) (one Stephanie ArmourCourts Frown on Online Bad-
can “hide his or her identity on the Internet and makaouthing; Grousing Ex-workers Lose Legal Batitles
statements on an anonymous or false basis, thuSA ToDAY, January 7, 2002, at BO1.
making it difficult to identify and prosecute”); 47. See, e.g.Carole Levitt,Computer Counselor
Shahram A. Shayesteh (Commeniigh-Speed L.A. LAWYER, October 2000, at 62.

Chase on the Internet Superhighway: The Evolution 48. See, e.g.Tonianne FlorentindRrivacy in the
of Criminal Liability for Internet Piracy 33 Loy. Ever-evolving Workplaces32A PLI/Pat. 453, 463-
L.A. L. Rev. 183, 193-94 (1999) (discussing variou$5 (2001).

means by which Internet users can hide their true 49. 145 F.Supp.2d 360 (S.D. N.Y. 2001).
identities).
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1934. Although the plaintiff later suc-about the quality and reliability of its ser-
cumbed to a motion to dismiss, his claimices® AOL might argue that its distinc-
failed only because neither defendant hdive insignia, which it promotes at an an-
published the fictitious press release withual cost in the million% is diluted when
the requisite scienter—that is, an intent tpositioned beside an array of denigrating
defraud or with fraudulent intent. comments.

Under slightly different facts, in other Trademark dilution is actionable under
words, the plaintiff could have successfully5 U.S.C. 8§ 1127, which defines it as the
prosecuted his 10(b)(5) claim. In fact, reclessening of the capacity of a famous
ognizing the vast potential for the manipumark to identify and distinguish goods or
lation of stock prices through online emservices, regardless of the presence or ab-
broidery, the Securities and Exchangsence” of competition among the parties or
Commission has established an Office @y likelihood of confusion. Dilution can
Internet Enforcement, which employsnanifest itself in two ways: through “blur-
about 60 attorneys “who devote substaming,” when a mark is attributed to goods
tially all of their time to [the] detection andor services neither produced nor delivered
investigation of fraud on the Internéf.” by the trademark owner, or through
The plaintiff might also have brought a de“tarnishment,” when a mark is enlisted so
rivative action against the author of thas to taint or debase®ft.
press release for, among other things, com-Dilution claims, unlike those for trade-
mercial disparagement, sometimes knowmark infringement, can succeed without
as trade libett and tortious interferencefirst establishing any likelihood of confu-
with business relations. sion. Instead, plaintiffs need only show that

So, while it may generally be the mosthe mark is famous and that the defendant
apposite, libel is not necessarily the onlis blurring its distinctiveness or tarnishing
theory of liability that can ensnare digitalts prominence through some commercial

defamers. applicatior?® Since this standard obviously
differs from that for libel, a dilution claim,
3. Intellectual Property depending, of course, on the facts, may

éaresent itself as an alternative means of

When corporations are derided onlin proceeding against a libel-proof plaintiff.

their intellectual property is frequently im-
plicated. Often, their trademarks are co-
opted, inextricably entwined in defamatory TO SUE ORNOT TO SUE

speech. By way of example, one web So much for theory. The question is no
site—aolsucks.org—depicts the stranguldenger how to sue, but whether to do so at
tion of a cartoon figure whose head bearsadl. If the answer is yes, corporate plaintiffs
striking resemblance to the AOL logo anghould recognize the inevitable extralegal
its familiar triangular design. Surroundingconsequences and understand how to neu-
the image is a collection of caustic anedralize them. And, if the answer is no, the
dotes about the company and particularBavvy lawyer will be attuned to and pre-

50. Thad A. DavisA New Model of Securities 53. See, e.g.Beth Healy,Former Thomson Fi-
Law Enforcement32 GQmB. L. REv. 69, 85 (2001- nancial Chief Resurfaces at Web FirBpSTON
02). GLOBE, May 21, 2000, at C5.

51. Picker Int'l v. Leavitt, 865 F.Supp. 951, 964 54. See generally.P. Lund Trading ApS & Kroin
(D. Mass 1994) (noting that Section 623A of thénc. v. Kohler Co., 163 F.3d 27 (1st Cir. 1998);
Restatement (Second) of Torts defines “commercifiitermatic Inc. v. Toeppen, 947 F.Supp. 1227 (N.D.
disparagement” as a false statement intended ltb 1996); Hasbro Inc. v. Internet Entertainment
bring into question quality of rival’'s goods or serGroup Ltd., 40 U.S.P.Q.2d 1479 (W.D. Wash.
vices in order to inflict pecuniary harm). 1996); Toys ‘R’ Us v. Akkaoui, 1996 U.S.Dist.

52. See AOL Watch—Updated DaigVailable at LEXIS 17090 (N.D. Cal.).
www.aolsucks.org/aolwatch27b.htm (visited May 55. See, e.g.lan C. BallonLitigation Trends in
27, 2002). Internet Disputes691 PLI/Pat. 245, 294-96 (2002).
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pared to implement any number of alternayenerate bad press for the plaintiff compa-

tives to litigation. nies, the limelight also can illuminate a
blunt message: Proceed at your own risk.
A. The Pros Because the anonymity of the Internet wid-

s comfort zones even for the ordinarily
k-averse, it may be incumbent on corpo-
'@tte America to remind the public that torts

re no less actionable when committed on

The advantages to combating corporaﬁis1
cybersmear through litigation are two-fold
On one hand, there are upsides that ex
on a purely legal plane. At the same tim$l Internet

formal proceedings can occasion a range .
b 9 9 9Terom a broader perspective, cybersmear

gg;mv?é e;(t?rlg%?l IngeeCrtS-squgxqigaCélzo s palpable systemic effects that threaten
p'e, SP ger, sy e very evolution of the Internet. While it

a(r;\(/jv’eg‘ﬁf cfa?::rgr]:t?g’r :;tirailr? allibvéﬁlsbtlse an erves as a vehicle for entertainment and
P pinng : fo}her varieties of lighter fare, the Internet is

As an altogether legal matter, success -
online defamation claims serve at least t Iﬁs'[ and foremost a mechanism for gather

. A and disseminating information. In this
ends. First, they promote finality. By seek- 9 - p : )
ing appropriately broad injunctive relief,sense' it was dubbed the “Information Su

- . verhighway” because of its unique poten-
plalntlﬁs_ can rest somewhat easier k_r)ovxﬁal for delivering knowledge to popula-
ing that if detractors succumb during litiga:

: ions everywhere. Since information and
tion but later resurface, emboldened ane\}v y

they will already have an equitable judg_pt)wer go hand in hand, if the Internet is

: ired in its ability to share the former
ment in hand. Unburdened by any thresfiy PaIre :
old inquiries into liability, aggrieved cor-W'th the world at large, its role as the great

porations can focus on enforcement alon%ﬂrsgzég?ng%(rﬁsgfd the new millennium
SPc?bltet]rlrJ\Z bring a more rapid end to the Inasmuch as its essence borrows from
: : : hat of a program of misinformation,
es?aebcl(i)snr?,vzllll;/zlfl;[loery ?gcéginrpegfcgjégbersmear hampers public discourse that
) valuab’e p : : U3 truthful, ingenuous and thus meaningful.
Internet libel is in its formative stages, Vvisg eiled in anonymity and emancipated from

ible companies subject to public scrutin ditorial oversight, anyone with access to

might be wise to shape the doctrines devej- .

: S e Internet can spread deceptive propa-
oping ar_ound c_yberllbel n ways consongﬁ anda around the Fg)jlobe This pmightF)haIF\)/e
with their best interests. Otherwise, lobbieg " - " ceroct of spaWning vast bodies

on the opposite side of the aisle—th f conflicting information, the reliability of

grln?:rrlgg(rj\ O%V'Il\llé,l\?v%rrt;(ezr%mfhné tglic[t)rlg;i hich often cannot be assessed. In this
%ay, the Internet may be infected with

Privacy Information Center, to name but . . .
few—may make a point of getting in on Isehoods that will never be identified as

. such in the online marketplace of ideas.
the ground floor. By undertaking the de- Companies that take cyberlibelists to

fense in the early waves of cases, they m k will work toward eliminating this dy-

set the sort of speech-protective precedent . : .
that elevates personal freedoms over s mIe, and W'l.l thus do their part, however
all, to contribute to the public good.

right to seek redress of reputational WrongS
in a court of law.

Extralegally, corporations emerging vic-B' The Cons
torious from cyberlibel suits can generate Taking to the courts in pursuit of digital
disincentives for armchair malingers whanudslingers is not without its fair share of
harbor disparaging thoughts, but have yelistinct disadvantages. The biggest concern
to graft them onto some Internet outposs that a lawsuit will simply exacerbate the
for mass consumption. While any publicityisibility and thus the impact of the alleged
surrounding online defamation cases majefamation.
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In particular, so-called “backlash” web-ainty of litigation marching at the head of
sites can be nightmares; recall the plight tfie pack. Corporate executives should be
Varian Medical Systems. Although thesure to put fiscal realities before their own
company won a series of legal victories, fpride. To be attacked is not necessarily to
thereby aroused the wrath of two past emsuffer any genuine harm. Put another way,
ployees whom it had accused of libel. lego has no place in the process of deciding
time, making matters even worse, the bacl¢hether libelous statements threaten the
lash website gave rise to several collatergbrt of damages which would warrant the
complications: republishing and a newime and expense of litigation.
phenomenon sometimes known as “spam-Each of the following, however, are
dexing.” among the many other factors properly put

As its name suggests, republishing refefsto the balance when exploring the expe-
to the distribution of libelous statementglience of initiating legal action: the poten-
through an outlet other than the originajal impact on public image, especially the
host. Such secondary outlets are usuafyerception of the plaintiff as a monied cor-
members of the media. Spamdexing, jgorate tyrant; the consequent costs of re-
nouveau term of art, pertains to “a moderimedial public relations initiatives; and, fi-
variant on long-utilized systems of keynally, the difficulties in identifying and
word indexing.* Specifically, the process|ater satisfying a cash judgment against an
involves the abuse of “meta tags"—wordgdividual defendant who is swathed in
and phrases transparently implanted in W%hhonymity but not in wealth.
pages to facilitate their indexing by search
engines’ C. Alternatives to Litigation

Apparently through the manipulation _ _
of meta tags, the Varian defendants It should come as no surprise that b_US|_-
were able to raise the profile of their webPesses affected by cybersmear can vindi-
site on popular search engines Yahoo! aik@te '_[helr rights through means other than
Google. Of the more than 10,800 destindligation. The most common and often the
tions containing the phrase “Varian MediSimplest and most effective approach is a
cal Systems,” the site operated by the d@eas_e-and-_de&st letter. Because t_he Inter-
fendants was listed third, directly beneatf€t is a virtual costume ball—with the
an official Varian home page. |den_t|t|es of its m|II|on_s of guests hidden

Because spamdexing can be so effectikehind masks of an intangible sort—the
the reach of backlash sites should not Herceived anonymity of online speech lulls
underestimated: If properly coded, the&any into a false sense of invincibility.
will not necessarily wallow in obscurity. hen the mythology of unassailability is

A parade of other drawbacks can follovghattered on receipt of a sternly worded let-

the decision to file suit, the cost and uncefer from an attorney, the average muck-
raker is quick to apologize and retract the

_— causidical statements.
56. Ira S. Nathansompternet Inflogut and Invis- ~ Taking coordinated, cooperative action

ible Ink: Spamdexing Search Engines with Metg ; ; i
Tags 12 HaRv. J.L. & TECH, 43, 47 (1998). flith the appropriate ISP is a second possi

57. See, e.g.DON SELLERS, GeTTING HiTs: THE  Dility. Ordinarily, web surfers are required,
DEFINITIVE GUIDE TO PROMOTING YOUR WEB STE  even if only impliedly, to consent to certain

22 (1997). :
58. Search results for Varian Medical Systems, Q?rms of use before IOggmg onto the

http://google.yahoo.com/bin/query?p=Varian+nternet or viewing a home pageThe
Medical+Systems&hc=1&hs=1 (visited June 2Microsoft Network, for instance,
2002).

_59. Yahoo! is a perfect example. Its terms of ser- reserves the right at all times to disclose any
vice emphasize, “Yahoo provides its service to you, information as Microsoft deems necessary to

subjectto the following Terms of Service . .. which . . .
ma)J, be updated by gus from time to timéthout satisfy any applicable law, regulation, legal

notice to you.” Available athttp:/docs.yahoo.com/ ~ Process or governmental request, or to edit,
info/terms (visited June 3, 2002) (emphasis added). refuse to post or to remove any information
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or materials, in whole or in parnin Micro- had bought an espresso machine from cof-

soft’s sole discretioff. fee giant Starbucks. Apparently, the ma-

The effect of such language is to imbughine was defective, and Starbucks never
service providers with the unilateral auS€nt Dorosin the complimentary coffee that
thority to regulate their domains as they/@S t0 accompany his purchase. When
see fit. And, while the typical ISP is immu->tarbucks refused his demand that it re-
nized against liability for the statements dplace the broken machine with one costing
its users, no one likes trouble. From thigousands of dollars more, Dorosin took
perspective, a corporation portrayed in Qut @ full-page spread in the/all Street
patently offensive light may discover thagournal The advertisement invited readers
the ISP, which hosts the objectionable cof@ Voice their complaints about Starbucks

tent or user, prefers to delete the materiEY calling a toll-free number that Dorosin

summarily or revoke the membership o ad established, or by visiting “starbucked.

the offender, rather than risk entanglemefPM.” @ website that also included a de-
in litigation 6* tailed account of his problems with the cof-

Another option, albeit a riskier one, is t§&€ company- .
counteract cyberlibelists with a dose of The advice to glean from the foregoing

their own medicine. By publicly respond-Pisode should be obvious. Preemptively
ing to them in their own forum, a defamed€9ister unflattering domain names that co-
company can try to set the record straigfgPt your corporate identity. Purchase

Defusing and discrediting revilers on theifternet addresses in bulk; they can be had
own turf has the added advantage of corfi?? the cheap. Especially for large, publicly

municating with the same general audienci!d companies, the annual cost will be de
to which the tortfeasor first appealed. ThEWIMIS. .

downside, however, is that the calumnig- N€xt consider that the unseen enemy is
tors may be provoked into intensifyingJad enough, but that the unknown enemy is
their crusades. Should this occur, compargY€n worse. Accordingly, businesses must
officials are left with two choices, both und€vise some means of monitoring the
enviable: continue the dialogue, whicpinternet for de_famatory materials concern-
could rapidly degenerate into an obtus®9 them, their products and services, as
slugfest: or, withdraw from the exchange","e” as their individual officers, dlrectors_

which can smack of giving up or, everind key employees. All but the largest enti-

worse, of conceding the truth of the objedi®S Will be best served by outsourcing this
tionable statements. responsibility to any of the growing num-

Last, a company may do nothing as aper of third-party services that specialize in
external matter, while at the same time tafcouring the web for derogatory references

ing internal steps to lay the foundation fot© their corporate clients.
litigation. To this end, it must preserve
some evidence of the offending statements: : _
60. Available at http://privacy.msn.com/tou (last

ts—
Given the temporqry nature of _Inteme odified March 2002) (emphasis added). Weighing
content, the aspersive language inherentlyat a total of nearly 9,000 words, the MSN terms of
will lack permanence, and it should b@se span some 25, single-spaced pages.

61. See, e.g.Ronald F. LopezCorporate Strate-
documented to prepare for future legal aﬁTes for Addressing Internet “Complaint” Site$4

tion. INT'L L. PRACTICUM 101, 104 (2001).
62. Id.
63. eWatch L.L.C. is perhaps the leading such
service. Information about it is available at http://
; ; ; . : ewatch.com/about_ewatch.html (visited June 3,
Although it r_nay be |mposs_|ble_ to e“ml'Z 02) (describing a range of corporate intelligence
nate them entirely, both the incidence anglutions). Another prominent member of this bur-
the impact of cybersmear can be lessengepning “cottage industry” is Connecticut-based

; ; ; ; CyberAlert Inc.SeeShaun B. SpenceCyberSLAPP
by taklng certain precautions. First ConSuits and John Doe Subpoena8 J. MARSHALL J.

sider the story of one Jeremy Dorosin, wWhO@ompuTER& INFO. L. 493, 494 n.9 (2001).

D. Corporate Pre-emptive Measures
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Third, the prudent company will plangreater extent during the work day. Woe-
now for what has yet to come. Vicious rufully behind the times is any modern busi-
mors can materialize on the Internet out afess that has yet to promulgate and enforce
nowhere, and will sometimes spread likstringent company policies for the use of
wildfire. If it becomes necessary to underelectronic mail and of the Internet gener-
take some form of damage control, a corally.
tingency plan—or the lack thereof—may While some employees will inevitably
mean the difference between the effectiiereak the rules, others at least will reflect
and the feckless response strategy. Caugint them and think twice before using an
off guard, a firm layered in bureaucracyffice computer to speak out against their
may struggle to first formulate and then exemployer. With such policies in place,
ecute a rapid, but still measured rejoinder transgressive employees also may subject

Last, a timeless truth deserves repeatingnemselves unwittingly to liability not only
Those closest to us sometimes hurt us tort, but also in contract.
most. For present purposes, the sentiment
is intended to underscore the fact that cor- CONCLUSION
porate cyberlibel recurrently comes from o
within & Although employers can exercis% To call the Internet a new frontier is by

: ow a misnomer. Its reach is global, its
little or n ntrol over the after-hours ac- o !
te or no control over t content consumed by billions, and almost

tivities of their employees, vigilant compa- nyone with a computer can tap its power.

hies can regulate behavior to a muc%he Internet is becoming a bully pulpit

from which the disgruntled broadcast their
- frustrations to the world at large.
64. See, e.g.Matthew S. Effland Digital Age Squarely in their crosshairs—much like

Defamation 75 FA. B.J. 63, 63-64 (2001) (observ-noliticians, celebrities and other magnets
ing that damaging comments made by disgruntl

employees about company business practices is i8{ Public attention—will be corporations:
new phenomena, but suggesting that Internet htse world over. Because that much is inevi-

magnified problem); Daniel P. Schafer (Note) i
Canada’s Approach to Jurisdiction over Cybertortstable’ companies today must understand

23 ForDHAM INT'L L.J. 1209-10 (2000) (‘Since the intricate contours of the problem, ap-
[Internet] bulletin boards provide an easy and inepreciate both their legal and extralegal op-

pensive way for a speaker to reach a large audiengiyns, and prepare themselves—now, rather
disgruntled . .. employees have used them to voi ' '

i )
their concerns over a company, regardless if tﬁﬁan later- for the trouble that will eventu-
complaints are justified.”) (footnote omitted). ally come knocking.



The Privacy Project

Between the Devil and the Deep Blue Sea:
Monitoring the Electronic Workplace

Employers should have detailed, understandable and fair computer,
e-mail and Internet usage policies impartially administered

The evil that men do lives after them;

The good is oft interred with their bones; IADC member William G. Porter Il is
—William Shakespeare, Julius Caesar, A¢t Senior partner at Vorys, Sater, Seymoyr
[, scene 2 and Pease LLP in its Columbus, Ohio, df-

fice, where he concentrates his trial prag-
| have come to believe that if anything will| tice in business and employment disputes.
bring about the downfall of a company, of He is a graduate of Amherst Colleg
maybe even a country, it is blind copies of 4- (1978) and Case Western Reserve Univer-
mails that should never have been sent in thesity School of Law (1984).
first place. Michael C. Griffaton is an associate if

—Michael Eisner (commenting to the gradut the same firm and concentrates in emplgy-
ating class at the University of Southerp ment law. He is a graduate of Ohip
California) Wesleyan University (1990) and Cage

Western Reserve University School of Law
| suggested deleting some language that might(1993).
suggest we have concluded the release is nis-
leading.

—E-mail sent by Nancy Temple, in-housexmerican Management Association, at
counsel for Arthur Andersen, referring (9aast 50 percent of all workplace Internet
e e civity I ot business-relatéc

e A study by the ePolicy Institute found
that 85 percent of employees admit to rec-
By William G. Porter Il and reational surfing at work.Seventy percent

Michael C. Griffaton of employees admitted to receiving or
sending adult-oriented personal e-mails at
ITH JUST a few clicks of a mouse Work, while 60 percent admitted to ex-
an employer may lose valuable tradehanging e-mail that could be considered
secrets and confidential information, be [ifaCist, sexist or otherwise “politically in-
able for violating copyright laws, or be ex-
posed to claims that it permitted a hostile———
work environment. The pervasive an?gl. Edward Morawski,The Internet Around the

.. . orld: Rising to the ChallengéSpring 2001)
ubiquitous nature and exponential growtfyniine at http://www.angusreid.com/pdf/publicat/

of electronic mail and the Internet highlightow_art.pdf). _ _
the need to monitor the electronic work-_ 2- Jay P. KesarGyber-Working or Cyber-Shirk-
N ing: A First Principles Examination of Electronic
place to curb that liability. Privacy in the Workplaces4 FA. L. Rev. 289, 289
Just consider: (2002). _
e The number of e-mail users increased 3: Samuel Greengardhe High Cost of Cyber-

vt = king 79 R J. 2224 (D ber 1,
from 8 million in 1991 to 108 million in 3(%:0)'_ng REONNEL (December

2000! In 2000, 40 million employees ex- 4. Elron Software, 1999 Email Abuse Study

il nline at www.elronsw.com/pdf/1999 Email_
gh?nged more than 60 billion messagé%udy.pdf).See also2001 Electronic Policies and
atly. Practices Surveyavailable at www.epolicyinstitute.

e According to a 1999 study by thecom/survey/index.html
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correct.” Most traffic to Internet porno-mation. The ePolicy Institute study showed
graphic sites occurs during regular busthat 68 percent of employers that monitor
ness hours, probably because Interneite legal liability as their primary reason.
connections usually are faster in the work- No federal or state statute currently pro-
place. hibits employers from monitoring their
Companies have taken note of these stlectronic workplace. The federal Elec-
tistics and have adopted e-mail and Internebnic Communications Privacy Act and
usage policies that may contain provisionsimilar state laws provide some limitations,
for continuous or random monitoring of usbut these limitations can be overcome in
age. The ePolicy Institute study reports th#tte workplace through various exceptions
77 percent of employers monitor employin the statute.The federal act prohibits
ees’ e-mail and Internet use. In fact, 1the interception of electronic communica-
percent of workers with e-mail/Internet actions such as e-mail. It defines “intercep-
cess (about 14 million people) are unddion” to mean the “contemporaneous acqui-
continuous online surveillanéeAbout two sition of the communication,” so an
thirds of employers have disciplined or terinterception takes place only when an indi-
minated employees for violating electroniwidual sends an e-mail and a third party is
usage policies. able to obtain a copy of the transmission at
Employers give several reasons fothe time it is sent.
monitoring. Generally, they wish to main- In reality, however, the act provides em-
tain their professional reputation angbloyees little protection from the monitor-
image. They also are concerned with enmg of their workplace electronic communi-
ployee productivity and business effications. It does not apply to e-mails in their
ciency, as “cyberslacking accounts for 30stored” state. This means that employers
to 40 percent of lost worker productivity.” can freely obtain copies of e-mails from a
With respect to legal liability, one com-network computer or the employee’s hard
mentator has stated, “Via the recent expadrive without violating the act. Even when
sion of the strict liability doctrine of re-the employer intercepts electronic commu-
spondeat superior, an employee may lcations, monitoring is permitted when
held strictly liable for the foreseeable tortslone in the “ordinary course of business”
and crimes of employee$."Therefore, or when the employee has “consented” to
monitoring may assist employers in pret.
venting and discouraging sexual or other Moreover, few states (among them,
illegal workplace harassment, defamatiorelaware and Connecticut) even require
copyright violations from the illegal down-that employers notify their employees of
loading of software, music and movies, anahonitoring°
the deliberate or inadvertent disclosure of As a general matter, employees in the
trade secrets and other confidential infoprivate sector have no reasonable expecta

5. 14 Million U.S. Workers under ContinuousANN. 2A:156A-1et seq (2002); N.Y. BNAL LAwW
Online Surveillance July 9, 2001 (online at 250.00 et seq (2002); 18 R. CONS. STAT. ANN.
www.privacyfoundation.org/resources/14million.5701et seq (2002).

asp). 10. SeeDEeL. CoDE ANN. tit. 19, § 705 (2002)
6. Greengardsupranote 3. (“No employer . .. shall monitor or otherwise inter-
7. Russell J. McEwan & David FislPrivacy in cept any ... electronic mail or transmission, or

the Workplace 23 N.J. law. 20 (February 2002), Internet access or usage of or by a Delaware em-
citing Workers Surf at Your Own RjsBusiness ployee unless the employer either: (1) provides an
week.com, June 12, 2000. electronic notice of such monitoring or intercepting
8. Kesan,supranote 2, at 311¢iting John Ed- policies or activities to the employee at least once
ward Davidson,Reconciling the Tension Betweerduring each day the employee accesses the employer
Employer Liability and Employee Privacg Geo. provided E-mail or Internet access services; or (2)
MASON U. Qv. RTs. L.J. 145, 147 (1997). has first given a one-time notice to the employee of
9. 18 U.S.C. § 2510 (2002). For an overview ofuch monitoring or intercepting activity or poli-
the Electronic Communications Privacy Adee cies.”) See alsaCONN. GEN. STAT. 8§ 31-48d (2002)
Kesan,supranote 2, at 295-3085ee alsdN.J. SAT. (“each employer who engages in any type of elec-
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tion of privacy in their workplace e-mail E-MAIL AND INTERNET USE:

and Internet usage that otherwise woulEMPLOYEES' CONDUCT AT WORK
abrogate the employer’s right to monitor
that usage. In fact, courts almost expiﬁ

1 3
that employers will engage in some for ofiexﬁnfjeuctthelrggogﬂoie\r’ﬁeogggﬁ’ rec-
of monitoring. As the Seventh Circuit ex- p'e, > P

- : . . ognized that employers have legitimate in-
plained inMuick v. Glenayre Electronics terests in monitoring their employees’
The laptops were [the employer’s] propertyvork environment.
and it could attach whatever conditions to
their use it wanted to. They didn't have to b@ Sexually Explicit E-mails
reasonable conditions; but the abuse of ac- ) ] ]
cess to workplace computers is so common In the Seventh Circuituick case, cited

(workers being prone to use them as mebove, federal law enforcement authorities
dium of gossip, fitillation, and other enternotified Glenayre Electronics, Albert
tainment and distraction) that reserving Muick’'s employer, that they were investi-
right of inspection is so far from being ungating Muick’s dealings with child pornog-
reasonable_that fallu_re to do so might we aphy. At their request, Glenayre seized
be thought irresponsiblé. Muick’s workplace computer until the au-
E-mail and Internet privacy issues weréhorities obtained a warrant for it. Muick
addressed in thBefense Counsel Journalclaimed that Glenayre’s actions constituted
in 2000 by Hall Adams Ill, Suzanne M.an unreasonable search and seizure and a
Scheuing and Stacey A. FeeleyHnMail Violation of his right to privacy.
Monitoring in the Workplace: The Good, The court first rejected Muick’s claims
the Bad and the Ugl Their paper ad- that the company conducted an illegal
dressed the central issue of whether an esearch or violated his constitutional rights
ployer can legally monitor employee eby cooperating with federal investigators
mails and Internet usage without violatingpecause Glenayre was not acting as a gov-
employees’ privacy or some other state @nment agent when it turned over the
federal law. The answer to that questioomputer to the authorities. Next, the court
was essentially, yes; the courts have corejected Muick’s right to privacy claim to
sistently rejected claims that e-mail anthe computer the employer had furnished
Internet monitoring represents and invasidior use in the workplace, noting that
of privacy. “Glenayre had announced that it could in-
This article surveys the flip side of thespect the laptops that it furnished for the
employer’s right to monitor: an employer'suse of its employees, and this destroyed
liability for actually acquiring information any reasonable expectation of privacy that
through electronic monitoring, having thaMuick might have had and so scotches his
information and potentially acting—or fail-claim.” The case reinforces the importance
ing to act—on that information. In manyof a properly drafted e-mail policy to pre-
respects, this delves into uncharted areasusint employees from succeeding in an in-
cyberlaw, as the courts are just beginningasion of privacy claim.
to explore what liability, if any, employers In Blakey v. Continental Airlines
may have in this arena. Tammy Blakey, Continental Airlines’ first

Employers have always monitored work-

tronic monitoring shall give prior written notice toemployees are engaged in conduct which violates the
all employees who may be affected, informing theriaw, violates the legal rights of the employer or the

of the types of monitoring which may occur. Eaclemployer's employees, or creates a hostile work-

employer shall post, in a conspicuous place which Bace environment, and electronic monitoring may

readily available for viewing by its employees, a noproduce evidence of this misconduct.).

tice concerning the types of electronic monitoring 11. 280 F.3d 741, 743 (7th Cir. 2002) (parentheti-

which the employer may engage in. Such postinzal by the court).

shall constitute such prior written notice.” An em- 12. 67 DEF. COUNS. J. 32 (2000).

ployer may conduct monitoring without prior written 13. 480 U.S. 709, 722 (1987).

notice when it has reasonable grounds to believe thatl4. 751 A.2d 538 (N.J. 2000).
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female pilot on the A300 Airbus aircraft,computer network is not an extension of
sued Continental in federal court for sexuahe workplace.
harassment, discrimination and defama- In Strauss v. Microsoft Corp® Karen
tion. During that litigation, a number ofStrauss, a female employee, sued Micro-
Continental pilots posted insulting, defasoft for gender discrimination in failing to
matory and derogatory remarks about h@romote her, relying in part on sexually re-
on the pilot’s online computer bulletinlated e-mails she received from her super-
board, which was accessible via theisor as evidence of gender bias. The e-
Internet by all Continental pilots and crewnails included an advertisement for
members through their paid membership itmouse balls,” a news report on Finland’s
CompusServe. Blakey sued Continental amatoposal to institute a “sex holiday,” a
several coworkers who posted messages parody of a play entitled “A Girl's Guide
the bulletin board in state court for, amontp Condoms,” and a message entitled
other things, retaliatory sexual harassmentAlice in Unix Land” that mixed computer

The New Jersey Supreme Court eXdanguage with sexual references. Some of
plained that an employer can be held liablne e-mails were not sent directly to
for co-workers’ retaliatory harassment if itStrauss but by the supervisor to another
knew, or should have known, about the h@mployee, who, in turn, forwarded them to
rassment but failed to act to stop it, anthe rest of the staff.
employers have a duty to take effective The U.S. District Court for the Southern
measures to stop that harassment in tBéstrict of New York denied Microsoft's
workplace and settings related to the worknotion for summary judgment, concluding
place. Consequently, Continental’s liabilitythat a jury could find pretext for gender
would depend on whether the on-line fodiscrimination based on the e-mails. Moni-
rum was such an integral part of the workering e-mail could have revealed this con-
place that harassment there should be ict and possibly short-circuited the “ha-
garded as a continuation or extension edssment” of which Strauss complained.
the pattern of workplace harassment. The Finally, in Coniglio v. City of Berwygf
case was remanded to the trial court f@usan Coniglio was employed by the City
that determination. of Berwyn as manager of the its computer

It is notable that the Blakey court did notlepartment. Allen Zank, the city comptrol-
hold that employers have a duty to monitder, was her direct supervisor. Coniglio al-
private communications of their employieged that, among other things, Zank regu-
ees, but it did admonish employers that “larly viewed pornography on the Internet,
may well be in [their] best interests tan full view of her and other city employ-
adopt a proactive stance when it comes &es, would print out pornographic pictures
dealing with co-employee harassmentdnd store them in binders in his office, and
adding that “the best defense may be vaould invite her into his office and attempt
good offense.” Effective remedial steps reo elicit her reaction to sexually explicit
flecting a lack of tolerance for harassmergictures on his computer screen. She testi-
will be relevant to an employer’s affirma-fied that the women were sometimes pic-
tive defense that its actions absolve it frotured in different sexual positions with
all liability for sexual harassment. Thiscreatures resembling medieval gargoyles.
case was unusual because the employer didniglio complained of Zank’s behavior,
not own the computer network at issueand Zank later terminated her.
Where the employer does so, as in mostShe sued, alleging in part that Zank’s be-
cases, it will be nearly impossible to argukavior created a hostile work environment.
that what occurs on the employer's owithe U.S. District Court for the Northern

District of Illinois denied the city’s motion

T o for summary judgment on this claim.
1060 WL 536460 s DNy - 1998ke @S0 ot straussand Coniglio highlight the

16. 2000 WL 967989 (N.D. IlL.). importance of e-mail and sexual harass-



Monitoring the Electronic Workplace Page 69

ment policies. Just as calendar “pin-updB. Trade Secrets and Confidential and
are no longer acceptable in the workplace, Proprietary Information

on-screen pornographic or sexual images
are not acceptable and can be evidence of a. : -
hostile work environment. While the em-éf}émt"’ge:cg}?;n?iléS'QSGSﬁ)ensa;%Stir??ﬂg'"l'%r_]
ployers in those two cases ultimately maﬁ]onth period?® Employers’ greatest risk to

i Cereooe of 1 cooes (Wi computer sty comes not rom
9 y outside hackers but from current and

money, time and negative publicity. e1‘8rmer employees who deliberately or in-

While most employees have been train . , . :
about improper office behavior—for eX_a_ldvertently disclose confidential or sensi

ample, sexual harassment—many do ngée information. According to a 2001 sur-

The National Counterintelligence Agency

X . i by Elron Software, more than 40
view e-mail as an avenue for harassmen y by

o . rcent of respondents admitted to receiv-
and tend to treat their incoming and OUtg(%lg company confidential information such
NG Messages more casually than a letter S client lists, financial statements and
memo written on company letterhead. | roduct specifications from “outside their
one case that garnered considerable pr %

. ¥ganizations—a 356 percent increase
coverage, Chevron paid female employe%nce 19992 Employeespno longer have

$2.2 million in 1995 to settle a sexual ha- L :
rassment lawsuit from inappropriate 3—0 photocopy documents surreptitiously;

mail, including “25 Reasons Why Beer iéh_ey can simply download reams of (_1ata to
" disk, CD or DVD, or even e-mail the infor-
Better than Women,” sent by male emplo mation to a competitor with the click of a
ees, including male supervisors. P
In Faragher v. City of Boca Ratoand mouse. ,
- - For example, a former executive of
Burlington Industries Inc. v. Elleri¥ the orland International. a software compan
U.S. Supreme Court made employers IiabFé ’ bany,

for the wrongful action of supervisors tha :ri a&%%?esvﬁi];ﬁ'[]n:'“%%é??g Egc;fiastsng)wa
result in adverse employment action, eve b ' bp

: employer, before he quit Borland. Criminal
if the employers were unaware of specifi .
actions involved or taken. If employers fai harges were filed, but eventually dropped,

to take affirmative steps to prevent sexuglnd the civil dispute was quietly settféd.

harassment, they are exposing themselv, égoﬁ\r’azgrS\éérﬁﬁggn}’gdﬁl;n:g:sgféan d
to potentially larger damage awards.

ST ocated e-mail communications that re-
. -mailed correspondence critical of Nation-
age, the more responsibility the employ(?mide’s business practices to a competitor.

will be assessed for its content. As the Ne ; . - . :
Jersey Supreme Court pointed out i%/oon after discovering this, Nationwide

rminated Frasier. Frasier sued, alleging
Blakey, the best defense may be a go ; . o
offense, and monitoring e-mail and Internot iat Nationwide had unlawfully intercepted

usage may be that “good offense.” s e-mail communication in violation of

17. Liz Stevens,Today's Technology Makes ItWeb and Email Study5 (2001) (online at http://
Easier for Supervisors to Watch WorkekéiLwau- — www.elronsoftware.com/pdf/NFOreport.pdf).

KEE J. ENTINEL, October 6, 1999, at 3. 21. SeeGarry G. Mathiason & Roland M. Juarez,
18. 524 U.S. 775 (1998) and 524 U.S. 747he Electronic Workplace: An Overvie®EB -
(1998). LIF. Bus. L. R. 188, 189 (1995)SeeCalifornia v.

19. James E. Hudson llTrade Secret Theft Eubanks, 927 P.2d 310 (Cal. 19983, modified and
Threatens Everyone with Corporate Economic Esehearing denied 1997 Cal. Lexis 1016 (software
pionage EscapadeslousToNBuUS. J. TECH. Q., Oc- company paid for services of two computers experts
tober 1, 1999 (online at http://www.bizjournals.comfo assist prosecutor).
houston/stories/1999/10/04/focus13.html). 22. 135 F.Supp.2d 623 (E.D. Pa. 2001).

20. Elron Software,The Year 2001 Corporate
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state and federal wiretap laws and had uhad maintained a computer server that em-
lawfully accessed his e-mail from storageloyees used specifically for downloading,
in violation of stored communication laws. storing and sharing MP3 fil&s.

The federal district court for the Eastern
District of Pennsylvania rejected both con- E-MAIL AND INTERNET USE
tentions, first, because there was no “inter- BEYOND THE WORKPLACE
ception,” and, second, because the em-
ployer had lawfully accessed its own
equipment and “stored” e-mail to obtai

Most electronic monitoring by employ-

rs, like the monitoring of employees’ con-

the information. duct in general, is conducted in the work-
place, but employers also monitor and even

An electronic monitoring policy may ">~ ,
help the employer uncover such activitie§j,ISCIpIIne employees Off'P'UtY co_nduct. A
ommon example of monitoring is investi-

erhaps in time to prevent what could bE°" ,
P P b ating whether workers’ compensation

zlég?antlal damage to the employer's bu%Iaimants are in fact working when they
claim to be unable to do so. An example of
discipline is terminating of an employee
who comes to work under the influence of
Employers also may be needlessly exrugs or alcohol. Electronic monitoring ex-
posed to lawsuits for copyright violations ifpands the employer’s potential range of
they permit (or ignore the fact that) emsurveillance and the potential liability for
ployees to receive and/or download sofinvasion of privacy.
ware or other materials, such as music, Generally, employees are unsuccessful
video and graphics files, from e-mail sysm claims if the employer can establish a
tems or the Internet. Copyright infringenexus (however somewhat tangential) be-
ment can result in civil and criminal penaltween the Off-duty conduct and the work-
ties, not to mention adverse publicityp|ace_ Some states, such as New York,
Electronic monitoring is an effective WaYhave made it unlawful to discriminate
to minimize that legal exposure for copyagainst employees based on their “legal
rightinfringement. recreational activities outside work hours,
~ Northwestern University, for exampleoff the employer's premises and without
fired Carla Tomina, a secretary Wh(_) h_agse of the employer's equipment or prop-
amassed more than 2,000 MP3 music filegty » “Recreational activities” means “any
on her work computer. While Tominggawfyl, |eisure-time activity, for which the
claimed the files came from her own CQymployee receives no compensation and
collection, as opposed to those on @hich is generally engaged in for recre-
website like Napster, the university hagyonal purposes, including but not limited
been contacted by at least one music Copy sports, games, hobbies, exercise, reading
r!ght holder in connection with unautho4,q the viewing of television, movies or
rized, downloaded works. _similar material.?> Statutes such as this
Another company agreed to a $1 millioyne may fimit an employer’s ability to dis-
out-of-court settlement with the Recordmgaip”ne employees for their off-duty, per-
Industry of America because the companyya1 e-mail and Internet use. ’

Many people operate their own websites

23. Casey NewtorDownloading MP3's Gets NU for personal interests ranging from geneal-
Employee DownsizedTHE SUMMER NorTHwWesF OQy to pornography. George and Tracy
ERN, July 26, 2001 (online at http://www.polarityl.Miller, for example, were fired from their

com/pcrr3.html). . " . .
24 Benny EvangalistaDeleting Download: NUrsing positions at an Arizona hospital for
Companies Concerned over Employees’ File-Shagperating an Internet pornography site
ing at Work S.F. GiRoN,, June 3, 2002 (online atshowing the Millers engaged in sexual in-

Eg%éﬁggévé‘g’ggfi?éﬁ"com/ company/news/compang o rse. They claimed was they operated

25. N.Y. LAB. LAw 201-d. the site to make money for their children’s

C. Copyright Infringement
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college education. Hospital computer staffrabbed but can’t do anything about what
alerted hospital administrators that employpeople say. Of course, the supervisor is le-
ees were logging onto the site while ajally incorrect, but Owens ultimately de-
work. The hospital initially suspended theided not to sué.
Millers pending investigation, and then ter- Finally, in October 2001, a Georgia po-
minated them, stating that their websitéce officer sent an e-mail to an online dis-
created a hostile environment for theussion list that advocated “eliminating the
hospital’'s employees. The hospital notedntire Arab world” if terrorism continued
that the Millers had signed a policy stateand suggested that that United States bomb
ment that provided employees could bBlecca so that Muslims would be forced to
discharged for “immoral or indecent conpray “at a crater 25 miles across.” The of-
duct” while on or off duty. ficer had created the discussion list as a

The Millers initially filed a charge of forum for law enforcement officers, and
discrimination with the Equal Employmenthe list was not officially tied to any law
Opportunity Commission and received anforcement agency. The officer's e-mail
right-to-sue letter. (It's unclear the proimessage, however, carried his professional
tected class into which the Millers woulde-mail signature, which identified him as a
fall.) However, they elected not to pursugolice officer. Subscribers to the list com-
the claim and, instead, are now radio talglained to the police chief, and the officer
show hostsg® agreed to resigH.

According to an article in th&un-Her-
ald in North Port, Florida, in March 2001, PROTECTION UNDER NATIONAL
police officer Daniel Lake was suspended LABOR REALTIONS ACT
for three days for “conduct unbecoming an
officer” for pornography-related activities.”
The officer, who had a record described as Employer monitoring of e-mail and
“excellent,” was not personally involvedinternet usage raises a host of labor law
with the pornography. Rather, his wife hatssues. Under Section 8(a)(1) of the Na-
submitted pornographic images of hersetional Labor Relations Act (NLRA), em-
to a voyeuristic website as a birthdayloyers are prohibited from giving even the
present for her husband. While some redgmpression of surveillance of employees’
dents reportedly were opposed to the susnion activity. As the National Labor Rela-
pension, police officials were adamant itions Board (NLRB) explained, “Employ-
their belief that they had the right to reguees should be free to participate in union
late the personal conduct of a policerganizing campaigns without the fear that
officer’s family 2 members of management are peering over

Bill Owens, a Maryland Home Depottheir shoulders, taking note of who is in-
salesman, claimed that his supervisors ig-
nored blatant sexual harassment by a fe-
male coworker because he and his wife o

i i i i 26. After Hours, abcNEWS.com, December 9,
erated a live sex video streaming site. I[‘999 (online at abcnews.go.com/onair/2020/tran-

May 1999, a female coworker called hindcyints/2020 991209 onlinepom_trans.htn@yber
“Buck Hunter,” his web site pseudonymporn Nurse: “l Feel Like Larry Flynt’(online at

asked him for oral sex, exposed her brea :/lzdnet.com.com/2100-11-515178.html?legacy=
- N . . zdnn).
to him and grabbed his crotch in full view 57" Ejaine Allen-EmrichResidents React to Re-

of customers. Owens quit because he weent City Internet Sex Scand@nline at http:/
afraid of having his secret identity rewww.sun-herald.com/search/search.asp?showarticle
2117710).

vealed. When he later went back to his sU-3g "john Simonsx-tracurricular Activities

pervisor to try to work things out, the suBusiness 2.0 (January 2001) (online at www.busi-

pervisor was helpful “until he heard aboufess2.com/articlesimag/0,1640, L4453, fthimb).
N : : . Erin McClam,Ga. Cop Asked to Resign for

the site.” Owens alleged that his supervis@f.maj, AP Online, October 4, 2001, reported at

said that he can protect him from beingool WL 28748621.

Introduction
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volved in union activities, and in what paronly against employees sending union
ticular ways.®™ Electronic monitoring en- messages, the general counsel outlined a
ables employers to record informatiomew theory, derived from no-solicitation
about the employees and their activitiegnd no-distribution case law, that the mere
often without the employees even realizingxistence of a business-only policy violates
it. the NLRA—in effect, that a business-only
Within the past several years, the NLRBolicy was similar to a no-solicitation
General Counsel's Office has considerggblicy.
several cases involving employer limita- In labor law parlance, no-solicitation
tions on employee use of company e-maililes prohibit employees from communi-
and computers. The employers generalbating to fellow employees for various
maintained “no solicitation/no distributioncauses, including union organizing. To be
policies” prohibiting dissemination of non-lawful, a no-solicitation rule must be non-
business-related messages through interg@écriminatory (it cannot apply just to
e-mail systems. The lead case in this argaion organizing), and it must apply only
is Pratt & Whitney3* in which the general to solicitations that take place in work ar-
counsel challenged the legality of a buskas during working time. A company may
ness-only e-mail policy. At issue was th@ot ban solicitation by employees during
use of e-mail by the company’s 2,450 prawon-working time, whether or not it occurs
fessional and technical employees whig a work area. No-distribution rules pro-
worked in one department and communhiibit the distribution of literature on the
cated extensively via e-mail. The gener@mployer's premises, and they also must
counsel reasoned that Pratt & Whitney’ge non_discriminatory_ However, a com-
policy prohibiting all non-business use of any may lawfully ban distribution of ma-
company’s e-mail and computer systefgrials in work areas at any time, whether
was Overbroa.d and faC.la”y UnlanUl. . Working or non_Working, but in most in-
Pratt & Whitney’s written policy prohib- qustries, an employer cannot ban distribu-
ited the use of computer resources for Nofipn by employees in non-work areas.
business, unauthorized or personal pur-|n thePratt & Whitneyopinion, the gen-
poses However, the policy was not strictlgra| counsel first concluded that employee
enforced, and employees often violated igomputer workstations were work areas.
After a union organizing campaign was Unyext, the opinion noted that the employer’s
derway, the employer disciplined several_maijl system was used as a tool for con-
employees who were union activists fofersations and that the business-only rule
sending e-mail messages and downloadipgevented the employees from conversing
union-related information onto the comapoyt the union during their non-working
pany computer. After finding that the eMtjme Accordingly, this is as unlawful as a

ployer violated the NLRA by disparately,q_golicitation rule that bans solicitation
and discriminatorily enforcing its po"cyduring non-working time.

B. Recent Cases

30. Flexsteel Indus. Inc., 311 NLRB 2547 (1993).
For an overview of the union-related issues sur- IN an NLRB general counsel casexu
rounding e-mail, Internet usage, and electronic monE|ectric 22 the employer adopted this e-mail
toring in the workplaceseeFrederick D. Rapone Jr., olicv:
This Is Not Your Grandfather's Labor Union—Or 1P y:
kgeEéegrcgrég Eechg\? 765'_‘;'9(']2%0'2).thceaw(%%%rsﬁace Internet, Intranet and E-mail are provided
Wilcox, Section 7 Rights of Employees and Union PY the Company for business-related use.
Access to Employees: Cyberorganiziri LAB. Any personal use by Users must be kept to a
LAaw. 253 (2000). minimum (no more than five (5) User I.D.’s
Feﬁha%?%% V\1/I§9%%12978 (NLRB General Counsel, ner E-mail), must comply with all Company
32. 2001 WL 1792852 (NLRB General Counsel, Policies, and must not involve sending or
February 7, 2001). storing files which consume large amounts
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of computer storage space. Personal E-méilcluding e-mail and the Internet. An em-
should not exceed one-half (1/2) page iployee named Scully was disciplined after
length or contain photographs, video or filgye forwarded an e-mail from a former em-
attachments. Additionally, sending chain Ep|oyee regarding working conditions at
ma'rll.g.rt ndonl-Jbusmess relatted b‘gk E-mail izjie) |t was well-known at Sitel among
rohibited. Users may not use Company rg-
gources to create a p)érsonal home ppagg, \AE th management and employees that em-
page, or computer programs. ployees commonly used the_ computer sys-
tem, the Internet, and e-mail for numerous
The union contended that the employerigon-work-related purposes.
e-mail unlawfully restricted employees and Scully won a Pyrrhic victory. The gen-
union representatives from the exercise efal counsel determined that the company’s
their rights under the NLRA. The generaé-mail policy was unlawfully overbroad
counsel disagreed, concluding that thgnd that the company unlawfully disci-
policy was facially lawful because it perplined Scully for criticizing the working
mitted employees to use the e-mail systegpnditions®® The opinion went on, how-
for personal use but only limited the lengtver, to note that the company eventually
of the message and the number of employ=and lawfully—discharged Scully for
ees to which a particular e-mail may b@iewing pornographic web sites on his
sent. The opinion held that the policy naicomputer. This case highlights the impor-

rowly addressed the employer’s legitimateance of monitoring employee Internet ac-
business concerns—to forestall significantvity.

interference with its use of the e-mail sys-
tem—while adequately balancing employe. Observations and Unanswered
ees’ Section 7 rights and the employer's Questions
managerial interests. , .
Such limitations are lawful, according to 1h€ NLRB general counsel’s advice
the general counsel, as there was sufficiefemoranda raise, but do not answer, sev-
evidence demonstrating a substantial bugre! questions about the scope of the tradi-
ness justification that unfettered person&onal no-solicitation and no-distribution
use would impair the effectiveness of thg1es. Under the well-established no-distri-
e-mail system significantly. Because thergution rule, an employer can ban distribu-
was no restriction on the number of e-mailé®n Of materials in work areas at any time;
that employees could send (as opposed 39 €mployer may not ban solicitation that
size the e-mail messages), employees Sﬁﬁcurs on non-work time regardless of
had the opportunity to communicate effec¥n€re the solicitation occurs. If an em-
tively throughout the bargaining unit. ployee does not have set break times, it is
In IRIS-USA® the general counsel UIO_dlfflcult to (_Jlraw the line between non-work
held a ban on all personal e-mail where trg"d work time. If the employee sends an e-
computers were not part of the employee§i@il to all fellow employees about working
work area. Because the employees did ng@nditions and the employees read the e-
use computer or e-mail as part of their
regular work, a work area “did not exist for 33 5000 Wi 257107 (NLRB General Counsel,

them.” February 2, 2000)See alsoEmcompass Services

Sitel Corp?* highlights the fact that em-Corp., 2001 WL 310613 (NLRB General Counsel,
loyees’ right to concerted activity guaran?2nuary 18, 2001).
ploy g Ivity gu " 34. 2000 WL 33252020 (NLRB General Coun-

teed by the NLRA applies in both thesel, October 5, 2000).
union and non-union Workp|ace_ The e- 35. See alsoTimekeeping Sys., 323 NLRB 244

. S . . 997) (employee who sent e-mail to other employ-
mail policy in question restricted the use Ogles critical of company’s vacation policy was en-

the employer's computer and e-mail Sysyaged in “concerted activity,” which is protected by
tem to work-related purposes. The employbe NLRA; company lpfeS'der}t’S tgf{mnatlgfl’_”IOf em
ees, who were not represented by a unioggyee ocause emproyse Telliser. o Pubiey gpoo-

e for sending e-mail was unlawful; employee re-
had regular access to a computer netwolkstated with back pay).
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mail while at their desks, is that e-mail &reak a case. Electronic evidence that can
“solicitation” or a “distribution™? If an em- be monitored includes not just e-mail and
ployee with an established break time readisternet usage, but it also includes com-
the e-mail in his work area when he is nqiuter user files, applications, databases,
on break, does the e-mail then becomespreadsheets, network log files, access
prohibited distribution and solicitation?activities, back-up tapes, data remnants,
What if the employee is on break but is imetadata, and deleted files. Rule 26(a) of
his work area, is the e-mail a distributionhe Federal Rules of Civil Procedure re-
(material read in the work area) or a soliciquires parties disclose computer-based evi-
tation (material read on non-work time)@dence that they may use to support their
What happens if the employee prints owlaims or defenses, and Rule 34 has been
the e-mail and reads it in the break room?interpreted to mean that electronic docu-

There are no easy answers to those amnts must be produced in their “native
the myriad other scenarios that may arigermat.”®
as e-mail use continues to proliferate. At Employers also must remember that
this point, the NLRB general counsel hadocument destruction is not permitted sim-
provided little guidance for employers.  ply because no subpoena has been served

One thing that is clear, as the abover because litigation has not commenced.
cases point out, is that an employer genedome courts do not consider destruction of
ally cannot discipline an employee becaugmtential evidence before a lawsuit is filed
of the content of the employee’s e-maihs spoliation, while others find that a duty
message. Depending on the scope of thete-preserve documents arises when a party
mail policy, however, the employer may bshould reasonably know that litigation is
able to discipline an employee because timinent. Some courts presume that docu-
employee violated the e-mail policy, forment destruction under a company policy
example, by sending pornographic images innocent, while others question whether
or file attachments that are too large, or by duty to preserve was triggered regardless
sending the e-mail to too many recipients.of such a policy.

The traditional approach to reducing the
NAVIGATIONAL AIDS FOR legal risk with old e-mail messages is to
THE ELECTRONIC WORKPLACE create written policies that define the “use-

. . ful life” of different document types and
Once the employer begins to monlto%ereby limit the spread of information.
|

mpl " e-mail and Internet usage, wh h .
ﬁa P Oeyrfzsestoe aI? the saved e-ma?ils anyoreover, various state and federal admin-
PP trative agencies require certain docu-

Internet history logs? How long is that in- ; ;
- : ents to be preserved for periods of time.
? - o
formation saved? How long should it b or example, Title VII of the Civil Rights

? ' _
saved? What should the employer do wit ct generally requires that any personnel

2:'623?0%20:;%?;% r:i;[ghgfsfc!(r)gged through it r employment record be preserved for one
' year after the date the record was made or
the undertaking of the personnel action in-
volved, whichever is later. If an employee
First and foremost, employers (and enis involuntarily terminated, such records
ployees) must remember that e-mail is notust be kept for one year following the
necessarily gone when “deleted.” The indate of terminatiof’
formality of e-mail and the mistaken belief Hand-in-hand with monitored informa-
that it can be erased easily often result tion is deciding how long to retain it. Cur-
the creation of evidence that can make oent storage media make it easy and in-
expensive to save almost everything
36. United States v. Microsoft Corp., 1998 WLmdefmltel‘y' Of (,:,ourse’ thIS. also m"?‘kes. It
699028 (D. D.C.). easy to “forget” that the information is
37. 29 C.F.R. 88 1602.14; 29 C.F.R. § 1627.3(b)there. The most telling example of docu-

A. Electronic Discovery
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ment retention and destruction problems thooses an electronic storage method, the
the Arthur Andersen trial resulting fromnecessity for a retrieval program or method
the Enron bankruptcy. The Anderseis an ordinary and foreseeable rigk.”

policy called for the retention of important Litigation is costly in any event. Elec-
company documents but the destruction erfonic discovery battles can be even more
extraneous records. Andersen lawyeatostly*?

Nancy Temple sent an e-mail on October

12, just five days before the Securities ar8l. Electronic Monitoring Policies

Exchange Commission opened an informal
inquiry into Enron, reminding workers of
the policy®® David Duncan, the former
Andersen lead auditor for Enron and th

Employers considering monitoring their
electronic workplace are well advised to
geate a monitoring policy detailing the

government’s chief witness in the case, te pes of monitoring used and why, explain-

) ; . ; g what kinds of e-mail or Internet usage
tified during the trial that he obstructed 9 W . :
justice” by “instruct[ing]people on the 'S allowed and what is not. Included in the

team to follow the document retentio :klgz i?h[ﬁgld Ob"ec ﬂ;g &g}ggz tg?rt] Vl\g”e?§
policy, which | knew would result in the polcy ' oy

destruction of documentse” must notify employees of the monitoring

Destruction of documents can be cost{%nd should ensure that the employees re-

- n a signed acknowledgment of their un-
in More ways _than one. In one case, a co érstanding of the policy and of the ramifi-
fined Prudential Insurance $1 million for

its “haphazard and uncoordinated approagl‘riltlonS for violating it.

to document retention” in face of a courorli‘r'1ke o;nsr 2%'(')3%5’;26@6_5\?;82{2 dmog;_
order requiring retention, even thoug 9 policy P

there was no proof that Prudential intendet itlact?t”eyd ar;(?giné/ dre;/ﬁéonrsefg ronué% bg;eﬂ:i'
tS?rJQggrihg'?S&vtegi itngu;;IOlcjjrrtavilzz :,;'_mployees. Employers also should update

. eir anti-harassment policies to include
verse inference that destroyed documery Becific references to inappropriate e-mail

}/ivaeirg relevant and unfavorable to Prude ind Internet usage. Finally, employers

Courts have upheld requests for prodl_Jg-]rUSt train and periodically remind manag-

tion of documents that required companies E?nn?oerggogfﬁstgﬁéhgo‘?lf?{ér monitor-
to spend thousands, and even tens of thoIH- ploy P

sands, of dollars to retrieve “deleted” infor-h?OJjl hs tgopmful:igfrﬁlg?nthgerg% Iggg '?ﬁe
mation or information stored on back-u 9 P ' y

itself to help by employing a
tapes and servers. In one case, the def Igl)_mputer ltse P by ploying
defnts were ordered to bear the cost g*ethora of software designed specifically

searching through 30 million pages of 0 monitor computer activity. One manu-

. , : : . facturer of monitoring software even
mail despite their estimate that it WOUEE:Iaims to be able to detect potential work-

cost between $50,000 and $70,000. It | . -
notable that the court stated, “If a part@&?i_ﬁ?ﬁ?ce from monitoring employ-

38. Jonathan Weil et alAndersen Win Lifts U.S. Over, ABA J. July 2002, at 49; Kevin L. CafElec-
Enron CaseWALL Sr. J. June 17, 2002, at Al. tronic Data: The Legal and Practical Aspects of Re-
39. Milton Lawson,Duncan Testifies about trieving Electronic Data in DiscoveryABA Labor
Shredding WAsSH. TIMES, May 14, 2002 (online at and Employment Law Section (Midyear Meeting,

http://www.washtimes.com/upi-breaking/14052002March 2001).

023744-292Ir.htm). 43. SeeTorianne FlorentinoEmployee Privacy
40. In re Prudential Ins. Co. Sales Practiceis the Ever-Evolving Workplac&01 RRAC. L. INST.
Litig., 169 F.R.D. 598, 617 (D. N.J. 1997). 679, 702-704 (2002).

41. In re Brand Name Prescription Drugs Anti- 44. SeeJohn C. DvorakMonitoring the Emo-
trust Litig., 1995 U.S.Dist. Lexis 8281 (N.D. Ill.).  tional State Forbes.com, May 5, 2001 (online at

42. SeeJason Krausetlectronic Documents Are www.forbes.com/2001/05/14/0514dvorak.html (dis-
Vital to Building a Case, So Don't Get Paperedtussing Stroz Associates).
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Monitoring software generally falls intocomputer idle time. This software can even
the following categories: recreate “deleted” documents because the
e Blocking software. This type of soft- keystrokes are logged and stored even if
ware filters virtually anything on thedeleted. See, for example, www.adavi.com.
Internet that the employer deems inappr@he Program Investigator from www.win
priate for employees to access while athatwhere.com also monitors every instant
work. When employees type in questiormessage.
able words or search inappropriate sites, Electronic usage policies are effective
which have been predetermined by the eronly if utilized consistently, regularly and
ployer, not only are they prevented fronfairly. To reduce legal risk effectively, em-
entering, but they may be directed autloyers must enforce these policies consis-
matically to the company’s electronic comtently, without imposing undue burdens on
munications policy. The software also casmployees or its computer staff. Ideally,
alert employers when an off-limits site ishe system must support time- and event-
visited. The main features of this softwarased destruction of old messages and
include www.cybersitter.com, www.netmust allow a company to halt scheduled
shepherd.com, www.xstop.com, and wwwieletion of messages selectively in order to
surfwatch.com. respond to preservation orders and discov-
e Direct surveillance. This software ery requests. Finally, the electronic moni-
takes a picture of an employee’s screen @jring policy must be coordinated with
periodic intervals, which enables the empther records management systems so that
ployer to see the sites employees are visfomputer administrators can apply reten-
ing or the messages they are e-mailing. Afbn rules to different types of records.
example is www.spectersoft.com.
e Flagging. This software not only CONCLUSION
monitors employees’ Internet use but also _ _
screens their e-mail for potentially offen- ® Dow Chemical fired 74 employees,
sive or inappropriate messages. This sofficluding executives, and punished 435
ware scans employee e-mails for questiofthers for distributing and viewing sexu-
able keywords pre-determined by th@lly explicit and graphically violent materi-
employer. For example, an employer corlS via company e-mail in 2000. One
cerned with the theft of its trade secrets caKorker commented that he didn't think the
list the names of its primary competitors a&-mail “jokes” he sent were offensive be-
keywords. This software also can automatfause “most of the people in his depart-
Ca”y e_mail “ﬂagged” messages to a Con'ment were elther rece|V|ng or Send|ng Simi-
pany representative. An example is wwwar messages™”
cybersitter.com. e Xerox fired more than 40 employees
e Keystroke logging. This software for wasting up to eight hours a day surfing
maintains a record of keystrokes and tracle®rnographic websites in 1999.
The U.S. Supreme Court has held that
“an employer can be liable [for workplace
45. Brenda RiosDow's Audit of Workers’ E-mail co=-_worker_ harassment] where its own
Ends in Firings DETROIT FREE Press July 27, 2000 Negligence is a cause of the harassment. An
(online at www.freep.com/money/business/dowvemployer is negligent with respect to

27_20000727.htmPow Chemical Fires 50 over E- e
Mail Abuse USA Topav, July 28, 2000 (online at sexual harassment if it knew of or should

www.usatoday.com/life/cyber/tech/cti298.htrpw  have known about the conduct and failed
Chemical Fires Another 24 over E-MallSA To-  to stop it. Negligence sets a minimum stan-

DAY, September 14, 2000 (online at www.usatoda; kil :

com/litelcyber/tech/cti530.htm). Harflmfor employer liability under Title
46. Bloomberg Newsxerox Fires 40 for Online VII. )

Pornography on Clockonline at http://news.com. Employers therefore may be considered

com/2102-1001-231058.html?legacy=cnet). ; ; ; ; _
47. Burlington Indus. v. Ellerth, 524 U.s. 742,n€gligent if they do not monitor their elec

758-59 (1998). tronic workplace, just like they may be
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considered negligent for failing to monitompetitors or pornographic e-mails to co-
their physical workplace. Employers mayvorkers, both of which are violations of
avail themselves of the affirmative defensthe company policies. The employer then
if they take prompt and effective remedialaises the after-acquired evidence defense
action to end harassment once they knaw reliance on this information. To be ef-
or should have known of it. If the employefective, the employer’s electronic commu-
fails to do so, “the combined knowledgeaications policy must specifically prohibit
and inaction may be seen to demonstratige usage that would subject the employee
negligence.”® to discipline.

Another reason to monitor employee e- It is still too early to draw conclusions
mail and Internet usage is to gather suppa@bout what course the courts will chart on
for an after-acquired evidence defense toonitoring the electronic workplace. By
an adverse employment action. This deracking and monitoring employee usage,
fense generally enables an employer tbe employer may be storing information
avoid some (or even all) liability where itthat might later be used against it. By not
could show, after terminating an employemonitoring, given the prevailing notion
even for unlawful reasons, that it learnethat most workers engage in at least some
the employee previously had engaged form of personal use of their workplace
conduct that, if discovered, would have ledomputers, employers may be complicit in
to termination. With respect to federal antimaintaining a hostile work environment.
discrimination laws, the Supreme Court
has held that after-acquired evidence can-
not operate to bar all relief, but it can limit 45 Faragher v. City of Boca Raton, 524 U.S.
damages award and generally will rendems, 789 (1998).

i i i 49. SeeMcKenna v. Nashville Banner Pub. Co.
ridte. :
relEStatementl and front pay mapprop I:jéte 13 U.S. 352, 363 (1995) (“Where an employer
or example, suppose a terminated erfseks 1o rely upon after-acquired evidence of wrong-
ployee sues for discrimination. After cull-doing, it must first establish that the wrongdoing was

i ’ -mai f such severity that the employee in fact would
ing through the employee’s e-mails, th ve been terminated on those grounds alone if the

emplpyer Iea}rns _thaf[ the employee Waé]ployer had known of it at the time of the dis-
sending confidential information to com-charge.”).
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Romantic Relationships at Work:
Does Privacy Trump the Dating Police?

Courts generally have upheld fraternization policies that balance employer
and interests carefully and that are administered impatrtially

By Rebecca J. Wilson, Christine Filosa IADC member Rebecca J. Wilson is
and Alex Fennel partner in the Boston office of Peabody
Arnold LLP and vice chair of the litigation

N TODAY'S work-oriented culture. of department, where she concentrates [in

. . employment law and works with employ-
fice romances and the related topics 3f ers to develop procedures and policies fo

sex and privacy have become important B prevent employment-related claims. She
sues confronted by most employers. With recejved her undergraduate degree from

more employees working longer days and Trinity College in Washington, D.C., an
spending so much of their time on-the-joly, her law degree from Boston College i

romantic relationships at work are develop- 1979.
ing more frequently. Workplace romance Christine Filosa, a former associate gt
may be the only option for employee$ Peabody & Arnold, is now associate legal
whose workload limits their outside activi{ counsel at the Education Development
ties; but for employers, this trend ma C(?A\nlteexr ::ngﬁnel was a summer associate|in
prove problematic as the potential liability 2002 at Peabod , ;

: : : : y & Arnold and is a third
aszoilgéesds\’:/;:cet;]e;; trﬁéatgffg{gsf?ejq. year law student at Boston University.
man Resource Management predicted that
55 percent of office romances would likely
result in marriage, but that 28 percent of As protection from litigation and poten-
these office relationships may result imial liability, some employers adopt poli-
complaints of favoritism from coworkers,cies directly addressing dating in the work-
24 percent in sexual harassment claimplace. These policies range from the very
and another 24 percent in the decreassttict, such as a comprehensive prohibition
productivity of the employees involvéd. of dating between employees, to the more
Statistics such as these have motivated efenient, such as a policy that actively dis-
ployers to adopt prophylactic policies in agourages, but ultimately allows, employees
effort to avoid the potentially complicatedo fraternize!. Even a simple policy requir-
and unsavory outcomes of office affairing employees to notify management when
and to maintain a strictly professional worlkcoworkers are romantically involved pro-
environment. vides documentation of a consensual rela-

<~

1. Davan MaharajThe Birds and the Bees—and20797623/print.jhtml (July 1998).
the Workplace L.A. TIMES, available at http:// 3. Cupid’s Arrows Sometimes Compete with
cgi.latimes.com/class/employ/career/birdsbeé&/ork Objectives—SHRM Survey Finds Office Ro-
991121.htm (March 1, 2002) mances Are Often Frowned upon by Employers
2. Harvey R. MeyerWhen Cupid Aims at the available at www.shrm.org/press/releases/980128-
Workplace; Romances Between Coworkers Cahhtm (January 28, 1998).
Cause Problems for a Company; Be Prepared to 4. Jennifer L. DearEmployer Regulation of Em-
Handle Such Situation®NATION’S BUSINESS avail- ployee Personal Relationship§6 B.U.L. Rev.
able at www.findarticles.com/cf_0/m1154/n7_v86A051, 1052-53 (1996).
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tionship that could be helpful to anmantic relationship between a manager or
employer's defense against a sexual haupervisor and his or her subordinate may
rassment claim, should one arise. result in allegations of favoritism, with co-
Perhaps daunted by problems of implevorkers claiming that the subordinate has
mentation and enforcement, other employeceived preferential treatment as a result
ers have avoided adopting any formalf the relationship. For example, the subor-
policy explicitly addressing the issue of rodinate may receive longer breaks, be given
mance in the workplace, choosing insteguteferred shifts or receive unfairly favor-
to rely on unwritten rules or other policiesble reviews. Over time, this perception of
already in place. Studies indicate that soniavoritism could lower employee morale
employers choose to “rely on a quiet fornand productivity—two business elements
of persuasion ... [b]elieving that despit¢hat employers have a vested interest in
having no written rules, their employeeprotecting'!
understand that as a matter of corporateThese complaints also may trigger a

culture or implied policy ... supervisor-sexual harassment claim against an em-
subordinate relationships” will be discourployer under Title VII of the Civil Rights
aged or simply not toleratéd. Act, 42 U.S.C. § 2000e, which enables em-

Although employers generally enjoy theloyees to base claims of sexual harass-
right to promulgate rules and regulationment on, first, a “quid pro quo” argument
restricting dating on the job as they deemvhere an employer conditions benefits,
necessary, this right must be weighegromotions or even employment itself on
against the countervailing privacy rights othe receipt of sexual favors, or, second, an
their employees.Courts considering theseargument that sexual harassment has pro-
issues have balanced the employer’s legitiuced a hostile work environméftTitle
mate business interests in avoiding unneWl further holds an employer vicariously
essary litigation and potential legal liabilityliable for “actionable discrimination caused
and in maintaining a fair and professionddy a supervisor but subject to an affirma-
work environment, against the privacyive defense looking to the reasonableness

rights of employee$. of the employer’s conduct as well as that of
the plaintiff victim,” to quote the U.S. Su-
EMPLOYERS’ BUSINESS preme Court inFaragher v. City of Boca
INTERESTS Raton?3

Many employers adopt anti-fraternizas The U.S. Court of Appeals for the Fifth

, Lo . Circuit took guidance from the Supreme
tion policies in an effort to avoid the nu- : RYYT i
merous types of liability they might other--0U"t I Defenbaugh-Williams v. wal

wise conffon Libiy mey atach 1o an U1 SIeSner L held at eniovers
employer confronted with an office ro- : .
mance in a variety of way8.First, a ro- rassment committed by supervisgrOne

5. Gary M. KramerLimited License to Fish off ERNMENT EXECUTIVE, October 1, 1998, available at
the Company Pier: Toward Express Employer Poliwww.govexec.com/features/1098/1098s4.htm (de-
cies On Supervisor-subordinate Fraternizati®2 scribing dating between supervisors and sub-

W. NEW ENG. L. Rev. 77, 143 (2002). ordinates as “supervisory suicide”)ABOR & EM-
6. Dean,supra note 4, at 1053; Kramesupra PLOYMENT IN MASSACHUSETTS A GUIDE TO
note 5, at 143. EMPLOYMENT LAWS, REGULATIONS AND PRAC-

7. Kramer,supranote 5, at 105Cf. Shuman v. TICES, 88 5-6 (Matthew Bender and Co. 2001).
City of Philadelphia, 470 F.Supp. 449, 459 (E.D. Pa. 11. Deansupranote 4, at 1055 and n.23.
1979) (individual’s private sexual activities fall 12.Id. at 1054.See alsoLisa Mann,Resolving
within “zone of privacy” protected by ConstitutionGender Conflict in the Workplace: Consensual and
so long as they do not substantially impaciNonconsensual Condycavailable at website of

individual's ability to perform job). Modrall Sperling—www.modrall.com/articles/
8. Deangsupranote 4, at 1053. article_44.html (October 27, 1994).
9. Kramer,supranote 5, at 77-79. 13. 524 U.S. 775, 780 (1998).

10. Mary StantonCourting Disaster from Gov- 14. 188 F.3d 278, 280 (5th Cir. 1999).
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of Wal-Mart's district managers stated durtion that the association was unwelcome,
ing a meeting with other employees that @aven coerced. This situation presents at
certain female, the plaintiff employee]east two problems unique to workplace re-
“would never move up with the companyationships between managers or supervi-
being associated with a black man.” Thsors and their subordinates, because of the
manager later became the plaintiff's supetnequal bargaining power of the parties.
visor and instituted a series of disciplifirst, if the subordinate is disciplined, de-
nary actions against her on what she ahoted or terminated, he or she may allege
leged were “fabricated workplace-policyretaliation. Second, the party who ended
grounds,” which culminated in her termithe relationship may bring a sexual harass-
nation. She sued on a theory of sexual haent claim based on allegations that the
rassment. other party is forcing him or her to stay in

The court held that Wal-Mart was vicarithe relationship, stalking or continuing to
ously liable for the sexual harassment conmake unwanted sexual advances, thus sub-
mitted by the supervisor. Concluding thagecting the complainer to sexual harass-
the Supreme Court intended to extend primaent. Even if the relationship does not ter-
ciples of agency liability to “all vicarious minate, co-workers may attempt to make a
liability inquiries [brought] under Title VII claim against the employer for sexual ha-
for acts of supervisors,” the court conrassment. That claim may be viable if the
cluded that Wal-Mart was liable for dam-employees involved in the relationship re-
ages based on evidence that the manageatedly display sexual favoritism or other
had acted with malice or reckless indifferinappropriate sexual behavior in the work-
ence by terminating the plaintiff for havingplace that results in the creation of a hostile
been involved in an interracial relationshipwork environment?®

Such a ruling exposes employers to in- Even when the relationship does not in-
creased liability for the acts of supervisorgolve a manager-supervisor and a subordi-
in various contexts, which may include th@ate, employers still face potential litiga-
enforcement of anti-fraternization policiestion and liability stemming from the
This strict liability under Title VII provides romance’ Problems can arise, for ex-
yet another reason for employers to implemple, when an employer decides to disci-
ment these policies with great care and fine, demote or terminate a party to a
ensure that their staff is well trained in ensvorkplace romance even for unrelated rea-
forcing the policies?® sons. Employees who previously com-

Another danger is that while two emplained of sexual harassment may allege
ployees are romantically involved in a conthat the disciplinary action was retaliatory.
sensual relationship, neither will claim haThat is, the employee may bring a claim
rassment, but after the romance ends, oagainst the employéf.They then may also
party may come forward with the contenbring a gender discrimination claim, alleg-

ing that the employer’s action was moti-
vated by favoritism of one gender over an-
19
15. Kramer,supranote 5, at 120; Tara Kaesebier ther:

(Comment) Employer Liability in Supervisor Sexual Based on this p(_)tential Ie_gal !iability and
Harassment Cases: The Supreme Court Finali@ reasonable desire to maintain a produc-

Sptlegksé’o’eleﬁlfhg b;;-gfggﬁé%éqlg&g&anote o live staff, an employer has a legitimate
at 87-94; Stantorsupranote 10; Mannsupra note business interest in drafting rules and regu-

12; Dean, supra note 4, at 1054. lations that will help it to avoid the myriad

17. Meyer supranote 2. of problems that office romances can cre-
18. Kramersupranote 9, at 96.

19. SeeSanguinetti v. United Parcel Service, 114t€?° For instance, if an employer prohibits
F.Supp.2d 1313 (S.D. Fla. 2000) (male superviséis supervisors from dating their subordi-

terminated for violating employer’s no-dating policyngtes. it may be less likely to face a quid
sued for gender discrimination where female man- !

ager who violated policy was not terminated). pro quo sexual harassr_nent_ charge. Simi-
20. Kramersupranote 9, at 79. larly, if a company requires its employees
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to sign acknowledgement or consent forntgn.2* The right to privacy also protects the
when they enter into a romantic relationright of individuals to be free from govern-
ship with a coworker, they will have docuimental surveillance and intrusion in their
mentation on file to defend themselveprivate affairs®
from liability if a claim against them is Every state in the United States now rec-
later brought! However, these rules, in-ognizes “some general form of common
tended to shield employers from litigationlaw protection for privacy? Public sector
may, ironically, give rise to other forms ofemployees in several states also enjoy state
liability when an employer enforces themconstitutional protection of a general pri-
When an employee is subjected to an adacy right?” Florida’s Constitution limits
verse action in connection with their jolihe ability of government employers to in-
for a violation of an anti-fraternizationvade the privacy of their employe#s.
policy, the employee may challenge th&exas courts have held that the Texas Bill
employer’s rules regarding employee relaf Rights protects “personal privacy from
tionships, arguing that the regulations conunreasonable intrusion” and have extended
stitute an invasion of privacy. this protection to the rights of public sector
employee$? In California, employees may
EMPLOYEES’ PRIVACY INTERESTS invoke a public policy exception to at-will
At the heart of employees’ interests ir?_mplpyment termination _by asserting a
L ._violation of their privacy right under the
engaging in consensual workplace relatlorg-ta,[e constitutiof’
ships lies their rights to privacy. In its e : .
original form, the constitutional right to In addition to these more conventional
' forms of protection, more than half the

p:Lvaeiyagrsofﬁcf\?er',?ﬂgﬁ%?f'iiiggsr?néén'States have legislation protecting employee
brop g rivacy with regard to activities conducted

its recognition in the 1950s, however, thgutside the workplacé. In Colorado

constitutional right to privacy has grown t
encompass the autonomy individuals enjg\la/orth Dakota and New York these laws

. . S . ire general enough to protect almost all le-
::ri]arlllq;l%n(?sge;ag] gggzu?;r?;%zggi’;Snp;gal activities not related to an individual’'s
ture. Personal decisions likely to be pr employment. New York's, for instance, ex-

o ) . Yends quite broadly to protect the “legal
tected by this right to privacy InCIuoIerecreational” activities of employeés.

issues_surrounding marriage, Iorocreaﬁo%olorado’s states that it is an unfair em-
contraception, child- rearing and eOIucap'loyment practice to discriminate against

21. Maharajsupranote 1. 25. Bruce L. WatsonDisclosure of Computer-
22. Dean,supranote 4, at 1058; Kramesupra ized Health Care Information: Provider Privacy
note 9, at 105. Rights Under Supply Side CompetitighAwm. J. L.

23. William M. BeaneyThe Constitutional Right AND MED. 265, 269 (1981)iting Roe.
to Privacy in the Supreme Court962 Sp. CT. 26. Michael Z. GreenA 2002 Employment Law
Rev. 212 (1963) (discussing the meaning of the co®dyssey: The Invasion of Privacy Tort Takes Flight
stitutional right to privacy). in the Florida Workplace3 F.A. CoAsTAL L.J. 1, 9
24. Pierce v. Soc'y of Sisters, 268 U.S. 5102001).
(1925) (extending constitutional right of privacy to 27. Helen M. Richardsls Employee Privacy an
child rearing and education); Prince v. Massach®@xymoron?15 DELAWARE Law. 20, 20-21 (1997).
setts, 321 U.S. 158 (1944) (extending constitutional 28. Greensupranote 26, at 14.
right of privacy to decisions regarding family rela- 29. Texas State Employees Union v. Texas Dep't
tionships); Skinner v. Oklahoma ex. rel. Williamsonpf Mental Health and Mental Retardation, 746
316 U.S. 535 (1942) (extending constitutional righ§.W.2d 203 (Tex. 1987).
of privacy to procreation); Loving v. Virginia, 388 30. Semore v. Pool, 1990 Cal.App. LEXIS 94.
U.S. 1 (1967) (extending constitutional right of pri- 31. Alison J. Chen (NoteAre Consensual Rela-
vacy to marriage); Griswold v. Connecticut, 38%ionship Agreements a Solution to Sexual Harass-
U.S. 479 (1965) (extending constitutional right ofment in the Workplagel7 HOFSTRA LAB. & EmP.
privacy to contraception); Roe v. Wade, 410 U.9..J. 165, 188 (1999).
113 (1973) (extending constitutional right of privacy 32. N.Y. LABOR LAw § 201-d (2002).
to abortion).
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employees for engaging in “lawful activi-these issues, the U.S. District Court for the
ties,” either outside of the office or whileEastern District of Missouri opined in
working 3 North Dakota’s makes it unlaw-Wieland v. City of Arnoldhat it was “un-
ful to hire or fire an employee for engagingomfortable” adopting a general rule that
in a “lawful activity outside work” that all dating relationships are constitutionally
does not interfere with the employer'grotected, especially for government em-
business interests. ployees working in “sensitive areas” of law
enforcement?® In that case, a police officer
ANTI-FRATERNIZATION POLICIES: challenged a city’s police department regu-
BALANCING COMPETING lation prohibiting unbecoming conduct vio-
INTERESTS lated, among other things, his right to pri-
vacy.

The chief of police had ordered the
The liberty that employers have to limifplaintiff to end his relationship with a
the activities of employees varies dependvoman who was on probation for a felony
ing on whether they operate in the publioffense. The plaintiff had appeared at a city
or private sector. There are significant difribbon-cutting ceremony with the woman,
ferences between these two arenas as tlayd a picture of the two at the ceremony
relate to the regulation of romantic inappeared in a local paper. The chief
volvement in the workplace. thought that this public appearance both

State and federal constitutional proviembarrassed the city and violated a general
sions that explicitly protect individual pri-order of the department “forbidding as un-
vacy rights apply only to state actiofis. becoming conduct . .. [Klnowingly associ-
When the state is the employer, it may naating, on or off duty, with convicted crimi-
without substantial justification, conditionnals or lawbreakers under circumstances
employment on the relinquishment of conwhich could bring discredit upon the de-
stitutional rights, but it nevertheless hapartment or impair an officer in the perfor-
greater latitude in restricting the activitiesnance of his duty.”
of its employees than it has in regard to the The court held that although the plain-
activities of its citizens at largé.Accord- tiff's relationship with a convicted felon
ingly, public sector employees generallgid not impact his job performance, it was
enjoy a more rigorously protected right ohot “unreasonable to assume a very real
privacy than do employees in the privatikelihood that it could affect the chain of
sector. The courts must carefully considerommand as well as the public image of
both the interests of the individual and théhe department.” The court ultimately con-
interests of the government when detecluded that while such “looser socialties”
mining whether the private activities of as dating may be protected, they receive
public employee constitute valid groundgess stringent protection from privacy laws
for action?” than other, more formal associations might

Apparently aware of the intricacies oknjoy.

In Shawgo v. Spradlj#f the Fifth Circuit
specifically noted that the right to privacy
does not come without qualification and

5 ROy SN SASHORS  that the state has a greater interest in regu-

35. Born v. Blockbuster Video Inc., 941 F.Supplating the activities of its employees than it
868, 870 (S.D. lowa 1996). has in regulating the activities of the gen-

36. Briggs v. North Muskegon Police Dep't, 56 i _
F.Supp. 585, 587 (W.D. Mich. 1983) (citations onieral population. IrShawgo two former po

A. Public Sector Employees

ted). lice officers sued a city and others for an
37. Dean,supranote 4, at 1058; Kramesupra alleged invasion of privacy resulting from
note 9, at 106. the disciplinary action taken against them

38. 100 F.Supp.2d 984, 988 (E.D. Mo. 2000). . NSt the
39. 701 F.2d 470, 482-83 (5th Cir. 1983)d1at for dating and allegedly cohabitating in

472. violation of department regulations. One
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officer was a patrolwoman and the other law indicates that courts will evaluate
sergeant. The patrolwoman did not repoanti-fraternization policies of government
directly to the sergeant, so the problenmamployers relative to the type of work in-
common to romantic relationships betweewolved, the existence of superior-subordi-
managers or supervisors and their subordiate relationships and whether one of the
nates did not arise. two employees directly reported to the
Finding a rational connection betweemther.
the “exigencies of department discipline
and [the rule] forbidding members of &8. Private Sector Employees
guasi-military unit, especially those differ-
ent in rank, to share an apartment or E
cohabit” the court nevertheless concludeI
that the policy did not offend the plaintiffs'have adopted laws protecting all legal off-
privacy rights. It went on to hold that theduty activities, provided they do not di-
investigatory surveillance of the employ-rectly conflict ,With an employer's legiti-
ees’ off-duty association in violation of de'mate business interedt Private sector
partment regL_JIations did not impinge Upogmployees, however, héve very few pri-
th%{:gnégocgé\éicﬁave reached consistefif ) rights that protect them within the
t here the relationshio is bevyorkplace. To prevail on an invasion of
:)u comes where t | pd Rrivacy claim, there must exist a reason-
ween a government employee and a noby, expectation of privacy in the matter at
government employee. For example, @

: Issue. Under this standard, if employees
City of Sherman v. Henryhe Texas Court . ' ;
of yAppeaIs determirrlley(;] that a polic have advance notice of a company anti-

officer’s right to privacy was violated?ratemlzat'on rule, their claim is substan-

1 5
when he was denied a promotion becau%ﬁ”y weakened> An employee who

of a personal relationship with a fellow po- owingly violates an anti-fraternization
P P P rule cannot be said to have had a reason-

. able expectation of privacy in the matter.
Muskegon Police Departmerthe federal In Rogers v. International Business Ma-

district court for the Western District ofChines Co the employer dismissed a

lelj%hégtigt ?Eil;e(i/ig::e&egsoglligg g?ficcgrr,"manager for having an alleged relationship
fivacy rights \X/hen it dismﬁssed him fosrwith a subordinate that “exceeded normal
P y g r reasonable business associations, [and]

cohabitating with a woman while separateﬁegatively affected the duties of his em-

from his wife ployment.” The employer had no policy or

A police officer’s right to privacy also D : .
was \F/)iolated irShumar?v. Cit)f)of Ph%ladel-rUIe prohibiting such relationships, and the

: : . . manager claimed that his termination was
hia when the police department fired hin . \
?or living with zfmarriedpwoman who was, NProper because it was predicated on an

. ; investigation of a personal matter, which
not his wife*? In contrast, however, recall. 9 P

that Wieland held that a city’s order to a'mﬁ?:%hés r[')?g,[tn%]; %g’j‘r(iyf'or the Western
police officer to terminate his relationshi P

with a known felon pursuant to a policﬁ)lstrlct of Pennsylvania concluded that the

forbidding association with a convicted
criminal did not violate the police officer's 45 919 s.w.2d 542, 556 (Tex.App. 1995).
right to privacy. 41. 563 F.Supp. 585 (W.D. Mich. 1983).

Since their employees possess somewhalfig- ‘52%55‘5?55 gtdé94(Ee{PiC|;5aé 1979).
stronger rights of privacy in the workplace 44  ann . Zgrodnik (CommentSmoking Dis-

than do their counterparts in the privaterimination: Invading an Individual's Right to Pri-
i li cy in the Home and Outside the Workpla@d?

SﬁCt(I)Cri, empl.oyers II?] thehpUb f SteCFOéaHIO N.U.L. Rev. 1227, 1244-45 (1998).

S O_U exe_rC'S_e CaUF'Q” when structuring 45, Kramer supranote 9, at 120, 129.

anti-fraternization policie¥ Relevant case 46. 500 F.Supp. 867, 868 (W.D. Pa. 1980).

Private sector employees receive protec-
n from invasions of privacy under state
gislation and common law. Several states

lice officer's wife® In Briggs v. North
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employer acted reasonably, noting thatonship” with a female co-worker. The
nothing on the record indicated any improplaintiff responded by saying that he did
priety and that in fact the manager had pamet socialize while working and that he
ticipated in the investigation and had rewould continue to see the co-worker during
ceived timely notice of his termination. Inhis own time. The supervisor later told the
support of its decision, the court cited whatlaintiff that his job performance was not
it described as the employer’s legitimatsatisfactory and that he would be fired if
interest in “preserving harmony among ithis performance did not improve. The
employees and . . . preserving normal oplaintiff employee asked to be transferred
erational procedures from disruptiofi.” to another department, but the supervisor
The court also rejected the plaintiffs’ tordenied his request, and he ultimately was
claim for invasion of privacy. It under-terminated for unsatisfactory job perfor-
scored the fact that the employer had linmance.

ited its investigation to interviews with em- In affirming the lower court’s judgment
ployees and to an examination of comparfgr the employer, the Oregon Supreme
records, and it concluded that the employ€&ourt held that the dismissal did not vio-
had not intruded on the plaintiff's “secludate public policy and did not amount to
sion or private life.” “outrageous” conduct.

Similarly, in Watkins v. United Parcel In a similar caseSarsha v. Sears Roe-
Service’® the employer fired a manager fobuck & Co,*® the plaintiff employee, a su-
violating the company’s anti-fraternizatiorpervisor, was fired for dating a subordinate
policy by having a romantic relationshipemployee, who, however, was not fired.
with a U.P.S. truck driver. The managefhe plaintiff sued, alleging age discrimina-
claimed the company’s conduct wason in violation of the Age Discrimination
“highly offensive” because his personal rein Employment Act, and a gender discrimi-
lationship with the driver did not concermation claim in violation of Title VII. In
the company because it occurred primariejecting the claims, the Seventh Circuit
off the job. He also alleged that he and theiled that the employer was “entitled to en-
co-worker had contemplated marriage arfdrce a non-dating policy ... against [its]
that his discharge prevented that marriageipervisors, who by virtue of their mana-
from coming to fruition. gerial positions are expected to know bet-

The U.S. District Court for the Southerrer.”

District of Mississippi rejected the claims Nevertheless, to be upheld, an em-
and found at least partial support for itployer’s anti-fraternizations policies must
decision in the manager’'s failure to probe enforced consistently and in a gender-
vide, or even allege, an “utterly recklessheutral manner. For instance,4entiska v.
invasion by the company, such as snoopiRpoler Motel Ltd>! the employer ordered
in his bedroom or electronically wiring hisone of its supervisors either to quit his job
workspace. or fire the plaintiff employee the supervisor

In Patton v. J.C. Penney C8 a former was dating. The supervisor removed the
employee sued for wrongful discharge anplaintiff employee’s name from the work
intentional infliction of emotional distressschedule. One of the employer’s area di-
after being terminated for dating a corectors, however, had dated and ultimately
worker. One of the employer’s supervisormarried a co-worker. The employer had
had told the plaintiff to end his “social relanot enforced its anti-fraternization policy

with respect to that situation. The area
director not penalized was male; the plain-

47. Quoting Geary v. U.S. Steel Corp., 319 A.Zdthf-f Who was ﬁ_red was _female- The federal
17jé177% %Plg'slug74)i349 1351 (S.0. Miss. 1562) dlstnct_ court in Georgla _fognd_the defen-

49 719 P'.Zd%%4 ©Or. 1986). - - dant liable for sex discrimination on the

50. 3 F.3d 1035, 1037 (7th Cir. 1993). g_roun_d that it had treated the female_ plaln-

51. 708 F.Supp. 1321, 1322-25 (S.D. Ga. 1988) tiff differently from a similarly situ-
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ated male employee. cases involving romantic relationships at
Courts that have encountered these igcork centers around the highly controver-
sues have consistently decided in favor afal idea that employers have the ability
the proposition that employers must a&nd also the right to regulate the activities
reasonably and consistently, both in thef their employees outside the workplace.
implementation and the execution of antifhe best-known case on this issue involves
fraternization policie§? For instance, in two former employees of Wal-MarNew
Watkins the plaintiff did not argue that theYork v. Wal-Mart Store¥ Both were ter-
anti-fraternization policy itself constitutedminated for violating the company’s frater-
an invasion of privacy, but rather that thaization policy, which prohibited a “dating
investigation into the relationship violatedelationship” between a married employee
his privacy rights. As that case demorand another employee, other than his or her
strates, the manner in which a company eown spouse.
forces its anti-fraternization policy is In an action seeking the re-instatement
equally important to an employer seekingf the terminated employees, the New
to avoid litigation as the policy itself. York Attorney General argued that the fir-
Employers who adopt anti-fraternizatioring violated a New York statute that made
policies appear to be fairly well protectedt unlawful for any employer to “refuse to
from liability on invasion of privacy hire, employ, or license or to discharge
grounds, so long as the policy and itkom employment or otherwise discrimi-
implementation are reasonalifeCourts nate against an individual ... because of
have demonstrated sympathy for the plight . an individual’s legal recreational activi-
of employers facing problems arising froniies outside work hours, off the employer’s
fraternization between employees. Thegremises and without use of the employer’s
recognize that workplace romances ca@guipment or property®
have a tangible and often negative impact The outcomes of cases interpreting this
on a company’s ability to achieve |egiti$ta'[ute have hinged almost entirely on the
mate business objectives. At the same timeQurts’ interpretation of the phrase “recre-
however, courts maintain a clear respegtional activities.” In thewal-Mart case,
for the individual privacy rights of employ-the trial court had found that the employees
ees and will not allow those rights to b&ay have engaged in recreational activities
abrogated beyond reastn. while datlng and that the facf[ that the'y'gn-
To arm themselves against various kind#aged in these “protected leisure activities
of liability, employers should craft policies- - - together did not vitiate their statutory
that are reasonable in scope and degree &i@tection.” The Appellate Division, how-
that can be fairly and consistently en€ver, reversed, holding that “dating” is dis-
forced. A reasonable policy will focus orfinct from and, in fact, bears no resem-
the effect the relationship has on the budpance to “recreational activity.” The
ness interests of the employer. For e@mployees could not receive protection un-
ample, there should be some correlatid#f’ the statute. , _
between the romantic relationship and the Critics of the court’s reasoning, how-
employees’ performance on the job. IBVer, have argued that this interpretation of
likely will be more difficult to defend an
anti-fraternization policy relating to the ac-
tivities of employees outside the workplace 52. SeeSanguinetti v. United Parcel Serv., 114
f the polcy does ot require that the oufSYPP 20 1313 (5, N 2000) Gemissng e
side activity impact a legitimate businesgiolating no-dating rule).

objective or interest. 53. Kramersupranote 9, at 78, 96.
54. Michael Dworkin,It's My Life—Leave Me
Alone: Off-the-Job Employee Associational Privacy
C. Off-duty Conduct Rights 35 Av. Bus. L.J. 47, 95 (1997).
. . . . 55. 621 N.Y.S.2d 158 (App.Div. 3d Dep’t 1995).
Another important issue that arises in 56. N.Y. LABOR LAw § 201-d.
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the statute “overlooks [its] essential purreasonable expectation of privacy regard-
pose, which is to protect employees’ offing e-mails sent and received at work and
the-job activities so long as they [do nathat, therefore, an employer did not violate
bear]” on one’s job performané&in con- the state wiretapping law when it stored
trast, a New York federal district court'sand reviewed messages from a company
interpretation of the same language comserver.
cluded that cohabitation qualified as a rec- More recently, the U.S. District Court
reational activity under the statutoryfor the District of Massachusetts held that
schemeé® The court relied on the statute’sven where employees may have a reason-
legislative history, which it held reflected aable expectation of privacy in their office
“general policy of protecting employees-mail, the legitimate business interests of
from discrimination” against employeegheir employers will likely trump employee
who happen to engage in activities aftgsrivacy interests. InGarrity v. John
work that their employer does not like.  Hancock Mutual Life Insurance C8 that
Many states have adopted these off-theeurt noted that both Title VII and state
job privacy laws in some shape or formaw require employers take proactive steps
indicating that this type of statute will re4o eliminate harassment from their offices
main a force to be reckoned with as enand to investigate any potentially harassing
ployers confront the issue of romantic relaconduct when this conduct is brought to
tionships in the workplace and draftheir attention.
anti-fraternization policie%. Ultimately, it Similarly, in Smyth v. Pillsbury Cg?
appears that the outcome of these cas@e federal district court in the Eastern Dis-
will depend on the legislative history of therict of Pennsylvania held that pursuant to
statutes involved and how courts decide ®ennsylvania law, an employee fired for
interpret the relevant statutory language. making disparaging comments on an e-
mail written at work did not have an expec-
D. Privacy on the Internet tation of privacy in this communication. In

Another related issue is whether empcLauren v. Microsoft Corf a Texas
ployees have an expectation of privacg,Ourt of Appeals held that an employee
with regard to e-mails sent or received oflid not have a reasonable expectation of
an office computer system. For instance, &4ivacy in the contents of an e-mail mes-
employer might discover that its employSage that_ he had saved to a “personal” file.
ees are fraternizing in violation of a com-_ Thus, it appears that an employer who
pany policy by intercepting a related e-maflliscovers a violation of its fraternization
message. IfiRestuccia v. Burk TechnoIOgyOO!ICy by intercepting an _e-mall sent on an
Inc.%® the Massachusetts Superior Coufffice system does not violate the privacy

held in 1996 that employees do not have'tghts of the employees involved in acting
on knowledge acquired via the intercepted

message.

57. Dworkin,supranote 54, at 53-54. CRAFTING ANTI-
58. Pasch v. Katz Media Corp., 1995 WL 469710 FRATERNIZATION POLICIES
(S.D. N.Y)). _
59. Dworkin, supra note 54, at 55; Dearsupra A well-drafted, carefully implemented

note 4, at 1067 nn. 114-115. H ; ; ;
60. 1996 Mass.Super. Lexis 367 (1996). and widely disseminated corporate policy
61. 2002 U.S.Dist. Lexis 8343 (D. Mass.). regarding fraternization among employees

gé- %14 E-ssggpdggéj(g:lvn-(%r(E-R- Pa-lg%;%?)- can provide substantial legal protection to
. No. 05-97- - ex.App. , un- 4 ; _
published but available at http://WWW.5thcoa.emp|0yer56' The employer must first de

courts.state.tx.us/cgi-bin/as_web.exe?c05_99.askérmine the nature of the limitation desired
D+10706510. _ _ and then decide how it will enforce the
64. For references to this sectiseeKramer,su- policy. The policy should provide a precise

ra note 9, at 78, 120; Deasypranote 4, at 1073; Lo . L
E/Ieyer,supranote 2. P definition of the discouraged, limited or
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prohibited conduct. For example, an emweaker their argument that they had a rea-

ployer may define the phrase “personal resonable expectation of privacy regarding

lationships” to encompass romantic relahe romantic relationship.

tionships as well as family relationships or An advising attorney drafting a policy

relationships with the potential for conshould pay close attention to any guidance

flicts of interest. offered by the courts in the applicable ju-
The employer also must determine thesdiction and, given the uncertainty of the

extent to which the policy will limit such law in this area, should craft the policy in

relationships. One might choose to adoptlight of the factors that these courts have

comprehensive policy prohibiting all relafound persuasive. Employers also should

tionships between co-workers. Anotherensure that the policy is clearly conveyed

believing this too restrictive, might opt toto all employees and understood by all em-

limit the prohibition to personal relation-ployees.

ships between a manager and a subordi-At the end of this article are two sample

nate, with or without providing variousfraternization policies.

other qualifications such as whether the

subordinate reports directly to the supervi- CONCLUSION

sor. An even less restrictive option would - : .
be a limitation on a manager’'s ability tg The privacy rights of employees typi

have a “personal relationship” with a subc-:alIIy do nc_)t proh!blt em_ployers fro_m acting
ordinate within his or her chain of com<> the datlng_ police -by |mpleme_nt|ng or en-
mand 'for_cmg. a policy against romantic relation-
Finélly the employer must consider thshIpS N the workplace. In many, -If- not
types of bonse uences it will apply to e ?_nos_t nstances, th_e em_ploye_r’s legitimate
yP a 1"l apply MSusiness interests in maintaining a peaceful
ployees who violate the policy. These mainol productive work environment and

'tgfrlﬁiiztiggnsrfeerﬁmtgngngfhgémd;ﬁ;rmé%‘_ voiding liability outweigh an employee’s

, Tep ) ' right to privacy. This has proved to be es-
ployers should carefully consider not only . "tre in the context of an employ-
the potential reaction of its employees t

: T ..ment relationship in the private sector.
the policy, but also the practicality and dit-" "o " o over decides to promulgate
ficulty of enforcing it, given its business

circumstances. In the end, for an anti-fra ules and regulations regarding office ro-
) : ances, the policy should not intrude on

ernization policy ;[jo survive cla_ilins brought, 1\ sioyees’ private affairs unreasonably
on privacy grounds it must strike a reasory: ]
able balance between the interests of t%md should display respect for the personal

, fes of emplo ees, while also protectin
employer and the interests of the empIO){he employ%r’g interest in avori)ding thg
ees.

An employer or advising attorney wish many problems that can result from these

ing to avoid claims that a polic Violate'romances. The policy should be stated
g to . : policy learly and tailored narrowly to protect the
the privacy rights of its employees shoul mployer’'s legitimate business interests.

structure the policy around the impact P9 onsideration may be given to restricting

Le;\;[?l Jﬁmggtlc(;ﬁgt:ﬁgﬁggsﬁ:i;\l(wmr?r?_%nly relationships between supervisors and
J00 p : subordinates since in the past these rela-

crease the likelihood that a court will find qionships have been the most likely to lead

rational_connection between the pplicy an&) litigation because of the imbalance of
the achievement of legitimate business o ower between the two parties, as well as

jectives. The more specific the policy is i eing the most likely to affect job perfor-

defining its prohibitions and the scope of,, .o Most critically, whatever form of
their application, the more notice employ-

) olicy an employer chooses to adopt, it
ees will be seen to have had. The moEﬁust enforce the policy in a uniform and
notice employees have regarding theHon—discriminatory manner
employer’'s anti-fraternization policy, the '
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SAMPLE ANTI-FRATERNIZATION fronted and unless they are willing to ter-
POLICIES minate the relationship, management will

Following are sample policies that em_aSk the supervisor to leave the company.

ployers may find helpful when draftingThis policy does not apply to employees

: o ot in management. If, however, a relation-
their own fraternization rules. Please note, i’ o -
however, that these are only suggestgy'p. not covered by this policy causes dis-
models. Employers should tailor their spe-%pr?é)r?n\;vr']tgén troeblve\zlr?\rg plgliziiolgnin)r/ngth%re
cific policies to the needs of their busine Pn0osed P ’ P y
and should get legal advice regarding the P '
legal climate in this area of employment

law within their jurisdictions. DISCLOSURE OF CONSENSUAL

RELATIONSHIP POLICY

NO FRATERNIZATION POLICY XYZ Company Inc. requires that any
_ . employee who becomes involved in a ro-
XYZ Company Inc. prohibits supervi- . . ST

sors or mana?ger)é from zngaging inpromarq]am'c relationship with another employee
tic relationships with their subordinate Of the company to report this relationship

within the company. Relationships be?-O Ms. Need T. Know, Director of Human

tween management personnel and empl Jesources. Employees of XYZ Company

ees raise issues of equity, fairness, favo(rjl%c' _who _choqse to engage in a romantic
. , o relationship with a co-worker are required

ism and potential legal liability for theto sign a statement that they have chosen to
company and, therefore, will not be permit; so voluntarily and that as such, the rela-

ted. If management becomes aware of ar‘ij .
such relationship, both parties will be cont-IgnShIp is consensual.



The Privacy Project

Privacy Issues from the Judicial Perspective:
Requirements for Protective Orders

The frequency with which courts employ protective orders should
influence counsel to draft the application with detailed statements

By Mark D. Fox and Chris E. Forte Since 1991, Mark D. Fox has been |a
magistrate judge in the U.S. District Couit

N THE context of litigation, the antici-| for the Southern District of New York,

pated threshold issue—should the court\é\/h'tekI PlaL'”S' SH?] |s|a t%? gratc)iuate]zct f
require disclosure to an adversary of pr- Nre?;/) Y%r:k gz\;\: sifwcgolggB amemoer ot the
vate or sensitive information—most ofter A career law clerk, Chris E. Forte is
becomes how and to whom the court will 1980 graduate of the State University §f
permit disclosure of that information. Pract New York at Buffalo Law School and
titioners may need to explain to clients the member of the New York bar since 1981
breach of privacy consequences of raising
certain issues in a lawsuit, particularly with
respect to damages. They also should Bere also should consider the impact of the
aware of the necessity of raising privacgmendment to Rule 5(d), which now ex-
issues early in the proceedings so as €des from the requirement of filing with

avoid a waiver. the clerk (and thereby renders unavailable
to the public) disclosures made under Rule

MANDATORY DISCLOSURE 26(a)(1) and (2) until they are used in the
AND PROTECTIVE ORDERS proceeding or filing is ordered by the court.

) .Once such discovery materials are used in
In the United States, concerns may ari§ge action, for example, as an exhibit in

from a consideration of the mandatory di%upport of a motion, they may become
closure requirements of Rule 16(a)(1)(Ajvailable to the public. For that reason,
and (B) of the Federal Rules of Civil Proprotective orders entered under Rule 26(c)
Cedure, Wh|Ch, within 14 dayS of the Rul%re becoming more routine.
26(f) scheduling conference require dis- An April 1996 study by the Federal Ju-
closure of the identities of witnesses angicial Center,Protective Order Activity in
documents “that the disclosing party mayhree Federal Judicial Districts, Report to
use to support its claims or defensesthe Advisory Committee on Civil Ruldsy
There are exceptions to the disclosure rejizabeth C. Wiggins, Melissa J. Pecherska
quirement, but absent a stipulation betweegfhd George Cort, revealed that in the Dis-
the parties, the prudent practitioner shoulgict of Columbia in 1990 through 1992,
act to avoid the potential for preclusiorprotective order activity occurred in be-
pursuant to Rule 37(c)(1) by bringing anyween 8 and 10 percent of all the civil
objections to the attention of the court besases on the docket. While the numbers
fore the Rule 26(f) conference or by statingiere lower (approximately 5 percent) in
the objection in the Rule 26(f) discoverythe other districts studied, the number of
plan. cases affected was still significant. The au-
Parties with privacy concerns about théhors’ experience in the Southern District
contents of material required to be prosf New York confirms the findings in the
duced as part of mandatory initial disclothree districts in the study that of all appli-
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cations for protective orders between 17 “Relevant evidence” means evidence hav-
and 26 percent are submitted by stipulationing any tendency to make the existence of

of the parties. any fact that is of consequence to the deter-
mination of the_action more p_robable or Iess
APPLICATIONS FOR gg?]t;sgble than it would be without the evi-
PROTECTIVE ORDERS '

The relevance of evidence, however, is
not the yardstick by which a court mea-

The frequency with which courts em-sures privacy concerns. Rule 26(b)(1)
ploy protective orders should influencédroadens the scope of potential disclosures
counsel to draft the application with a deas follows:

A. General Provisions

tailed statement of: _ _ Parties may obtain discovery regarding
e the categories of information that any matter, not privileged, that is relevant to
would be subject to the order; the claim or defense of any party. . . . Rel-

e the procedures proposed for determin- evant information need not be admissible at
ing which information falls within the pro- trial if the discovery appears reasonably cal-

tected categories; cglated_to lead to the discovery of admis-
e the procedure for designating material Sible evidence.

subject to the order; Rule 26(c) potentially narrows the scope
e the persons who may have access &9 disclosure by authorizing the court, for

the material protected by the order; good cause shown, to enter any order
e the extent to which protected materiwhich justice requires to protect a party or

als may be used in related litigation; person from annoyance, embarrassment,
e the procedures for maintaining secusppression or undue burden or expense.

rity; The options, which are not exclusive, in-
e the procedures for challenging parelude:

ticular claims of confidentiality; 1. Precluding the discovery.

® the exceptions, if any, to the order's 2. Specifying the terms and conditions
general prohibitions against disclosure; of the discovery. For example, in cases that

e the termination of the order after thénvolve incarcerated plaintiffs, courts,
conclusion of the litigation or at anothetargely as a housekeeping matter, often

time; have directed that a deposition be con-
e the return or destruction of materialglucted by telephone conference call or
received pursuant to the order; and solely on written questions. The same con-

e the court’s authority to modify the or-siderations may apply when the witness is
der, both during and after the conclusion dfcated at a distance that does not justify
the litigation? the travel expense of attorneys.

The provisions of the Federal Rules of Courts also may adjourn ongoing dis-
Civil Procedure governing the issuance afovery proceedings to the courthouse, not
protective orders are in Rule 26(c) ancherely to maintain control over obstreper-
were formulated to deter any improper useus lawyers, the most common reason, but
of the broad range of discovery options awe even the playing field. In one case, a
thorized by the Federal Rules. relatively small municipal police depart-

Rule 402 of the Federal Rules of Eviment wanted depositions of armed and uni-
dence provides in substance that all refermed defendant-officers conducted at the
evant evidence is admissible except as otprecinct so that coverage could be main-
erwise provided by law, and that evidencgined. The plaintiff complained that he felt
which is not relevant is not admissntimidated by the presence of the guns in
ible. Under Evidence Rule 401.: the deposition room, so the depositions

were adjourned to the federal courthouse,

1. MANUAL FOR COMPLEX LITIGATION (THIRD) Where all those who enter are required to
at 67-69 (Federal Judicial Center 1995). check weapons at the door.
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3. Specifying and limiting the means ouested disclosure. For example, plaintiffs
methods of discoveryror example, unlesswho allege physical injuries caused by a
the court orders otherwise, Local Rule 33.@efendant have placed their medical condi-
of the Southern District of New York re-tions in issue and thereby have waived the
stricts the categories of information thaprivilege and privacy rights concerning
may be the subject of interrogatories at theedical records and information that other-
beginning of discovery to the names ofvise might have shielded the records from
witnesses with knowledge of informatiordisclosure. When a plaintiff seeks recovery
relevant to the subject matter of the actioifigr emotional distress and the costs of psy-
the computation of each category of danghiatric and other mental health treatment
age alleged, and the existence, custodigalleged to have been necessitated by the
location and general description of relevar@ction of a defendant, that defendant often
documents or information of a similar nademands all records of all treatment the
ture. plaintiff may have received. The demand

4. Limiting the scope of discovery tomay reach back for many years or even the
specified matters and excluding inquirylaintiff's entire life.
into others. In support of the demand, the defendant

5. Limiting the persons present duringsserts that some prior incident of psychiat-
the taking of discovery. Issues in this arec trauma, and not the alleged act or omis-
abound. In almost every case involving exion, may have caused the injury. Typi-
pert evidence, counsel want their expeglly, the plaintiff will oppose the demands
present at most depositions and especiaffgcause the treatment was too remote in
at the deposition of the opposing expert. time to be relevant. On an in camera re-

6. Opening of sealed depositions onlyiew, the court usually lacks the expertise
on order of the court. in the field of mental health to determine

7. Limiting or specifying how trade the relevance of the requested information

secret or other confidential research, devell Whether it is likely to lead to admissible
opment or commercial information will be€vidence. _
revealed. When commercially valuable in- While a court may conclude that plain-
formation is in issue, as in cases of allegdtfs have placed their entire mental health
theft of trade secrets, courts often appoifiStory in issue merely by suing, a more
an independent expert to examine the fofdoughtful approach recognizes that what
mula or process of each side’s product aft@s actually been placed in issue is infor-
render an opinion. This procedure protecfgation about the injuries that are alleged to

each party’s confidential material from thdé/ave resulted from the defendant's act or
other. acts and the related treatment. Of course,

8. The simultaneous filing of specifiedn® defendant is entitled to explore other

documents in sealed envelopes to f@uses of the claimed injuries, while plain-
opened only as directed by the court. tiffs _ha_ve the right to mair]t_ain the confi-
In fashioning a protective order, or indentiality of unrelated conditions and treat-

deed in determining whether to enter on8)€nt. _
the court will balance the movant's legiti- A helpful solution, one that balances

mate concerns about confidentiality again&f€S€ competing interests, permits defense
the needs of the litigation, protecting indi€oUnsel and a retained expert in the field of
ental health to examine the plaintiff's

vidual privacy or the commercial value of" ; L
P Y records under a confidentiality order that

the information, while making it available. ©*. L
for legitimate litigation usé initially limits disclosure to counsel and the

' expert, and that specifically precludes them
B. Sensitive Health Information from disclosing any of the information to
Applications for protective orders often___

are made by parties who seek to avoid re-2. Id. at 69.
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anyone, including the client, without a furdihood that the court will order the discov-
ther order of the court. Neither may use nary. The key, therefore, is to evaluate care-
copy any of the information for any purfully exactly what information is necessary
pose except to evaluate its relevance to thed relevant for the litigant’s purposes and
issues in the litigation. to explore means of providing it to the par-
After that evaluation defense counseles, while protecting all other information
will advise plaintiff’'s counsel if any infor- from disclosure.
mation in the contested records has beenFor example, in a recent case before the
deemed relevant to the litigation. If the inauthors, a plaintiff, who was employed as a
formation is deemed relevant, and if theocial worker at a medical facility, alleged
plaintiff's counsel, after having consultedhat she had been terminated in retaliation
its own expert, disagrees, the court willor her complaints that patients in certain
conduct a hearing, take the testimony aefiagnostic categories were being trans-
both experts and determine the issue. THisrred to nursing homes without their con-
procedure protects both the plaintiff's rightent and without the appointment of com-
to privacy in unrelated information and thenittees as required by New York I&w.
defendant’s right to explore other causes of The information genuinely relevant to
the alleged injuries. the issues in the suit was the existence and
The situation changes when a non-partagnoses of the patients on which the
asserts a privacy interest. In that circunplaintiff was relying as the factual predi-
stance, the court should require that notiggite for her allegations of retaliation. Dis-
be provided to the interested individual oglosure of the actual identities of those pa-
entities whose privacy interests may bgents was neither necessary nor desirable.
compromised by disclosure. The parties, with some assistance from the
_In-aform approved by the court, the nocourt, agreed to a method for separating the
tice should provide basic information abouteeded information while maintaining the
the nature of the litigation, the parties, thggnfidential aspect of the records.
relief SOUght in the IaWSUit, the information Counsel for the defendant medical facil-
sought that affects the non-party’s privacity created a list of the names of the pa-
rights and information about how to contients affected and their diagnoses. The
vey, by telephone or in writing, the nonp|aintiff's counsel then inspected the files
party’s position concerning disclosure. Ijnder a “counsel’s-eyes-only” confidenti-
should also set a date when the non-patfyity order to verify that all the patients
may appear in person to express directly ii;own by his client to have been the sub-
view concerning disclosure so as to assiglet of her complaints were included. Each
the court in balancing privacy concempatient was then assigned a code number,
against the need for disclosure. _and all identifying data was redacted from
Counsel for a party seeking such disclqne documents that were to be used in the
sure should limit the scope of the '”formantigation. The court was provided, in cam-

tion sought to that necessary to pursue agy, ith both the patient list and the iden-
claim or defense in the litigation, and n‘i’ifying code numbers.

more. The more circumspect the intrusion Counsel then stipulated to identify pa-

into privacy rights, the less likely the proyients during the depositions and at trial by

test from the non-party. Absence of r€soqe number only. With the cooperation of

sponse from a non-party increases the likgs nsel, the litigants had full access to all
required information, while the privacy

3. The decision in this matter and others merfights of the patients were protected.
tioned in this discussion were set forth in an unpub-
lished order or orally on the record, a procedur . .
which facilitates the “disposition of discovery dis-&- Statutory Considerations
putes and efficient case administration. Unfortu-
nately, oral rulings on the record complicate IN SOMe cases, a statute controls the

counsel’s search for specific precedent. terms of disclosure. The Family Education
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Rights and Privacy Act of 1974 (FERPA)the order. InSecurities and Exchange
20 U.S.C. §1232(g), also known as th€ommission v. TheStreet.conthe U.S.
Buckley/Pell Amendment, which create€ourt of Appeals for the Second Circuit
no right to sue for unauthorized discloaffirmed a decision in which Judge Rakoff
sure? allows access by parents to thef the Southern District of New York had
school records of their children in order teinsealed portions of depositions previously
challenge entries in those records but reesignated as confidential by the parties in
stricts third-party access absent consent af so-ordered stipulation. Judge Rakoff
the parents or of the student, if the studefdund that the presence at the depositions
is over the age of 18. FERPA's provisionsf interested third parties who had not con-
do not create a bar to disclosure, but thesgnted to the stipulation waived any claim
allow an education institution to releaséo the confidentiality of the material. Nev-
records and information only in compli-ertheless, the particularly sensitive nature
ance with a validly issued subpoena or @ the information in the deposition, which
court order and only after notification toconcerned an allegedly illegal stock trading
the parents and students whose records aoheme, warranted a new protective order.
to be disclosed. A school district that fails When the plaintiff, TheStreet.com, an
to comply with the provisions of FERPAonline business news service, applied for
by enforcing standards relating to access &zcess to the information, Judge Rakoff
educational records may jeopardize its fedeund that the media (and thus the pub-
erally funded programs. lic's) interest in disclosure outweighed the
All of the previously discussed concernsisk of harm that the disclosure might
regarding the limiting of the scope of disecause and granted the motion for access.
closure apply and should be considered While the Second Circuit recognized the
seeking such disclosure. In consideringtrong presumption that protective orders
FERPA applications, the court will balancevill remain in force, with the exception of
the need of the requesting party for the irthe presumption of access to the narrow
formation against the privacy interests ofategory of “judicial documents” estab-
the student. In cases in which informatiotished inUnited States v. Amodéat also
concerning the test scores of large numbeescognized that the public should not be
of students may be relevant, counselenied access to documents filed with the
should consider a summary, chart or calceeourt that are relevant to the performance
lation reflecting the information. A sum-of the court’s judicial functio.
mary, admissible under Federal Evidence Accordingly, courts should weigh the
Rule 1006, provides the necessary informaignificance of the material in issue against
tion without disclosing the identities of in-the risk of harm to the privacy interest of
dividuals. While the rule requires that théhose opposing disclosure. In determining
files or documents summarized be mad®plications to modify a protective order,
available to the adverse party, stipulationsourts will balance the continuing need for
or a confidentiality order tailored to theenforcement of the order and the continuity
needs of the particular situation may be ap-

propriate>
4. Gonzaga University v. Doe, 122 S.Ct. 2268
ENSURING PRIVACY (2002), rev'g and remanding24 P.3d 390 (Wash.
A. General 2001), decision below 992 P.2d 545 (Wash.App.
’ 2000).

i i i i i ili 5. SeeZayre Corp. v. S.M. & R. Co., 882 F.2d
leeT tf;}elr Il;jEIatlvely hlﬁh Irﬂmm?b”lty’ 1145, 1149 (7th Cir. 1989); Colorado v. McDonald,
counsel should ensure that the client and p 34 788 (Colo.App. 2000).

all personnel in counsel’s office understand 6. 273 F.3d 222 (2d Cir. 2001).

ifi i 7. 44 F.3d 141, 145 (2d Cir. 1995).
the specific terms of any protective order 8. SeeMichael C. Silverbergi-ederal Discovery

and the_‘t everyone maintains full Co_mp"N.Y. L.J., January 3, 2002, at 3, for a thorough and
ance with both the letter and the spirit ofnlightening discussion of the case.
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of the necessity for it against whatever faclaims for alleged violations of his federal

tors warrant its discontinuance. civil rights arose from a direction by the
probation department of a state court to
B. Sanctions submit to an evaluation by penile plethys-

mograph at a sexual behavior clinic. The

Courts’ efforts to ensure that private in-, = ,
: . . : evice measures and records the subject’s
formation remains relativel undlsclosecéj : e

y eaction to erotic stimulus.

would be futile if not for the availability of . . .
sanctions, the range of which is set forth in Pursuant to a stipulated confidentiality

- . S order, which forbade any copying or in-
Civil Practice Rule 37.Significantly, Rule spection of these materials outside the law-

37(a)(3) provides that "an evasive or ing it, the plaintiff's counsel obtained files of

) S
complete disclosure, answer or response’] .
to be treated as a failure to disclose, answogrner clients that had been referred to the

clinic. About six months after the stipula-

or respond.” Under Rule 37(a)(4), on a maqs .

: . ion and during a taped segment of a local
tion to compel discovery, the court may or- eWS broadce?st apreportgr displayed on
der full disclosure and award reasonablg mera some of ’the material furnished pur-

attorney’s fees and expenses to either Sid:%ant to the stipulation. The plaintiff's

depending on the outcome of the motion,
In response to non-compliance the cou ounsel offered an assortment of after-the-

should impose the least harsh or serio‘eé:t and unpersuasive excuses, the least of

sancton commensurate wih the recalcly " 1Y, IS4 been il ey i
trance and designed primarily to brin

about o nflience compliance. = dacted fiom the flles before the reporter
Rule 37_(b)(2) provides the foIIowmgbreach of.confidentiality
non-exclusive list: '

® the subject information or other desig; The court reminded the plaintiff's coun-

; ; ; | of the following principle, which no
nated facts will be deemed established; . . u
e preclude the offending party from OIO_Iltlgator should forget: “When counsel

posing or supporting designated claims willingly accedes to the entry of a stipu-

/ . . thted protective order, the court will be
idn?:‘)eg\s/%ser?éelmroduung designated matt%%sitant to relieve that party of its obliga-

e strike pleadings or parts of pleadingstlonj’ pzrtloclz_ularly when t?e other p?]rty
dismiss the action or parts of it, enter 8 couce HlSCﬂvery In refiance on :c er
default judgment, or stay all proceeding greement™ The sanctions were a fine

until compliance with the discovery orde ayable to the court, a sum payable to the

has been accomplished: %efendants’ attorney for having had to

e impose contempt for failure to obey ring the application, a direction to return

court order except an order to submit to &, <2, 280G B0 TR 12 dReee
physical or mental examination.

in Drought v. Parisi | addressed a gl Bey R0 O SR JoR e
troubling violation of a confidentiality or- was no appeal '

r. An i intiff’ g S
de adolescent (minor) plaintiff's Although ultimately the district judge
assigned tdrought dismissed the case on

. summary judgment, the incident concern-

9. Lest the obvious be overlooked, he who h - : - -
already revealed publicly information similar to thaal?‘g t_he violation of the_ Conf'de”“a“ty _O_r'
revealed in violation of a confidentiality order willder illustrates the options and flexibility
have no cause for complaieeGordy Co. v. Mary gyailable to a court. Noteworthy, however,
e D gD Ny 00 \Westlaw 28477, &t "1"eqpite the egregious nature of the viola-

10. 92 Civ. 2188 (GLG)(MDF), U.S.D.C. S.D.tion, a preclusion order was not issued, and

N.Y., January 24, 1994. no claims were dismissed.
11. Parkway Gallery Furniture Inc. v. Kittinger/

Pennsylvania House Group Inc. 121 F.R.D. 264, 267 Violations Of_ a confldentlallty Ofdef or
(M.D. N.C. 1988). other unauthorized revelations of private or
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sensitive information may result in the inor limiting disclosures of informatiofi.
fliction of significant harm or injury. De- Apart from public policy enactments, how-
spite the current era of reality televisionever, should the common law provide re-
the average male adolescent would uieurse for the victims of errant disclosers?
doubtedly be mortified to learn that thd-or a creative plaintiff's attorney with a
mere fact of his examination by penile please that compels the granting of relief, the
ethysmography, let alone his arousal pagnswer may be that it should and that it
tern, had been broadcast on television. Tdready does. A suggestion follows for the
be sure, that event did not occur, but whateading of a cause of action for the
if it had? More significantly, what if infor- wrongful disclosure of private genetic in-
mation of an intensely personal, intimatéormation.

and individual nature were revealed with-

out justification or authorization, and the 1. Federal

revelation resulted in serious conse-

quences? From the federal perspective, neither the

federal courts nor Congress is likely to rec-
. . ognize this claim. As the U.S. Supreme
C. Public Policy Court has observed, through Justice and
A fundamental function of the judiciarynow Chief Justice Rehnquist: “While there
in our society is to preserve and protect the no ‘right of privacy’ found in any spe-
rights and interests of individuals and enteific guarantee of the Constitution, the
ties. Research developments in the area @burt has recognized that ‘zones of pri-
genetics and the human genome have ledcy’ may be created by more specific
to the extrapolation that information eneonstitutional guarantees and thereby im-
coded on DNA provides previously un-{ose limits upon government powét.”
known revelations about how stimuli may While Congress may regulate the distri-
affect an individual. Although this infor- bution of private information pursuant to
mation has extraordinary commercial poits power to regulate interstate commétrce
tential, an individual who produces ther as part of its power to regulate the con-
DNA may wish to preserve the integrityduct of the federal governmeéfitthe fed-
and secrecy of true identity, so to speak, &ral courts have relied on the Fourth
avoid being the victim of embarrassment, Amendment and the due process clause of
stereotype, or the scientific trend of th¢he 14th Amendment to find limitations on
eral? governmental power to affect private mat-
In many circumstances, society has aers.
obligation to preserve that choice through The Supreme Court stated Whalen v.
the enactment of public policy forbiddingRoe:

12. See Taylor v. Kurapati, 600 N.W.2d 670 to deny or disparage others retained by the people”
(Mich.App. 1999) (discussing the potential sociatloes not confer “substantive rights in addition to
consequences of information derived from DNAhose conferred by other portions of our governing
analysis); Rhode Island v. Morel, 676 A.2d 1347aw. The Ninth Amendment ‘was added to the Bill of
1356 (R.1. 1996). Rights to ensure that the maxempressio unius est

13. E.g, N.Y. PuB. HEALTH LAw § 2780et seq exclusio alteriusvould not be used at a later time to
(HIV and AIDS related information); N.Y. 8. deny fundamental rights merely because they were
OFF. LAaw 891 et seq. (Personal Privacy Protectionot specifically enumerated in the Constitution.”
Law). 15. E.g, Reno v. Condon, 528 U.S. 141, 148-49

14. Paul v. Davis, 424 U.S. 693, 712-13 (1976)2000) (Driver's Privacy Protection Act of 1994).
accordKatz v. United States, 389 U.S. 347, 350-51 16. E.g.,5 U.S.C. 8 552(b)(6) (Freedom of Infor-
(1967); Griswold v. Connecticut, 381 U.S. 479, 484nation Act does not apply to “personnel and medical
(1965) (stating “various [constitutional] guaranteefiles and similar files the disclosure of which would
create zones of privacy”). constitute a clearly unwarranted invasion of personal

In Gibson v. Mathews, 926 F.2d 532, 537 (6tlprivacy”).

Cir. 1991), the Sixth Circuit stated that the language 17. E.g, Chandler v. Miller, 520 U.S. 305, 313
of the Ninth Amendment, “The enumeration in th€1997).
Constitution, of certain rights, shall not be construed
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The cases sometimes characterized gpecific recognition of privacy has sub-
protecting “privacy” have in fact involved atjected enactments to “strict scruting?.”
least two different kinds of interests. One is |n California, the same recognition has
the individual interest in avoiding _disclos_urespawned a cause of action similar in plead-
gfstp.ers.oga' m"gters’ and arl‘(‘?ther s the llntagg and proof to a federal claim of employ-
LIn independence In making certain king,e v giscrimination premised on Title VI,
of important decision¥. s .
The plaintiff must establish a legally pro-
It is ironic that if Congress were to relytected privacy interest, a reasonable expec-
on Section 1 of the 14th Amendment agtion of privacy in the circumstances and
authority to create a cause of action fafonduct that constitutes a serious invasion
violating federal public policy concerningof privacy. The defendant may negate any
a state’s handling or disclosure of privatef these elements, or as an affirmative de-
information, in the absence of a waiver, thiense may demonstrate that the invasion is
effort would probably be stymied by thgustified because it substantively furthers
state’s 11th Amendment immunity fromone or more countervailing interests. If the
suit in federal court Similarly, the recog- defendant succeeds, the plaintiff then may
nition of an individual’s interest in nondis-rebut the countervailing interest by show-
closure is likely to evaporate in a schemigg that feasible and effective alternatives
that balances the government’s interest lave a lesser impact on the privacy inter-
disseminating the information against thest?
individual’s interest in keeping the genetic As these examples illustrate, state courts
profile private? have experience in handling and analyzing
The limited reach of the federal zone ofrivacy claims premised on state constitu-
privacy compels the practitioner to lookional law. Constitutional provisions, how-

elsewhere for a theory of recovery. ever, usually authorize or limit the power
of government and its agencies. They do
2. State not restrict the conduct of non-governmen-

Some state constitutions specifically ad@ individuals and entities involved in the
b Y 8%ollection of samples and their DNA analy-

knowledge a citizen’s right to privaéy. d the discl discl ¢
Other states have found privacy rights fromc> @nd the dISCIoSUre or nondisciosure o
the body of existing law, which includes € results. Like any interest group, those
the state’s statutory and constitutional prd?vOIved in this enterprise or industry may

visions? With respect to a limitation on organize to lobby the state legislature so as
legislative power, a state constitution’d® affect or even thwart the enactment of

18. 429 U.S. 589, 598-99 (1977) (footnotes omitef having committed a crime, nevertheless be able to
ted), rev’g 403 F.Supp. 931 (S.D. N.Y. 1975). Foregain it after the proverbial debt to society has been
earlier proceedings belowee480 F.2d 102 (2d Cir. paid?

1973),rev'g 357 F.Supp. 1217 (S.D. N.Y. 1973). 21. E.g, CaL. CoNsT. Art. | 81 (“All people are
19. SeeKimel v. Florida Bd. of Regents, 528 by nature free and independent and have inalienable
U.S. 62, 81 (2000). rights. Among these are . . . privacy.”); OMT.

20. SeeRoe v. Marcotte, 193 F.3d 72, 80 (2d CirCoNsT. Art. Il 8 10 (“The right of individual privacy
1999);cf. Powell v. Schriver, 175 F.3d 107, 111 (2ds essential to the well-being of a free society and
Cir. 1999) (interest in privacy of medical informa-shall not be infringed without the showing of a com-
tion contained in record will vary with condition).  pelling state interest.”); WsH. CONST. Art. | 8§87

These cases and Schlicher v. (NFN) Peters | & (;No person shall be disturbed in his private affairs,
103 F.3d 940 (10th Cir. 1996), involve the state’sr his home invaded, without authority of law.”)
use of individuals in custody to establish a DNA data 22. See, e.g.Jegley v. Picado, 80 S.W.3d 332
bank to deal more effectively with recidivism.(Ark. 2002).

Courts allow the collection of this information be- 23. Gryczan v. Montana, 942 P.2d 112, 122
cause the governmental interest in solving crime &ft997) (legislation must be justified by compelling
ficiently is legitimate and the intrusion to obtain thestate interest and must be narrowly tailored to effec-
DNA is minimal. These cases raise an issue that hamte only that compelling interest).

not been addressed judicially: Should an individual, 24. Am. Academy of Pediatrics v. Lungren, 940
who apparently has lost the right to privacy by virtu®.2d 797, 811 (Cal. 1997).
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public policy that would regulate their ac-  “[A] trade secret is ‘any formula, pattern,
tivities. Given the formalities of the pro- device or compilation of information which
cess of judicial review, organized lobbying iS used in one’s business, and which gives

has far less impact on a lawsuit grounded[the owner] an opportunity to obtain an ad-
in a common law cause of action vantage over competitors who do not know
' or use it.” In determining whether informa-

D. F K f R d tion constitutes a trade secret, New York
- rrameworkiora Remedy courts have considered the following fac-

The potential application of the results 'S , . o
of an individual’s DNA analysis requires a (1) the extent to which the information is
framework that protects one from commer- known outside of the business; (2) the extent

ial loitati d ts th f to which it is known by employees and oth-
clalexplonation and respects the preter- o4 jnyolved in the business: (3) the extent

ence for maintaining privacy. of measures taken by the business to guard
Traditional “privacy” torts were devel- the secrecy of the information; (4) the value
oped before our level of knowledge about of the information to the business and its
the human genome. With the exception of competitors; (5) the amount of effort or
the public disclosure of private facts, those money expended by the business in develop-
torts focus on commercial exploitation. In ing the information; (6) the ease or difficulty
New York state, statutory enactments haveWith which the information could be prop-
limited their scope in a manner that does €Y acquired or duplicated by othéfs.
not favor an analogy between the rights DNA analysis is a compilation of infor-
protected by the statutes and an indivimation that undeniably gives the owner an
dual’s interest in maintaining the privacyopportunity to obtain an advantage over
of DNA information? The concepts of competitors who do not know or use it. If
property involved in commercial exploita-insurance companies, health care providers
tion also limit the reach of the tort of conand purveyors of goods and services intend
version. to rely on this information to determine
For instance, in a California case, alwhether to accept customers and how to
though the result may be fact specific, themarket their products, the information is
allegations that a physician had removegriceless. It cannot be duplicated or ac-
organ tissue from a patient with a rarquired without cooperation or compulsion.
blood type for research purposes witholRerhaps most important, the owner must
telling the patient about the intended usmaintain the secrecy of the information in
and future prospects for profit-making enerder to emphasize the privacy interest in
deavors did not fit neatly into the requireit. In sum, the results of DNA analysis ar-
ments for conversion, although they diguably qualify for trade secrets protection
state a claim for breach of the physician’snder the traditional theory.
fiduciary responsibility premised on the The desire to keep private information
patient’s lack of informed consent to therivate arises from something more than
treatmeng® the avoidance of commercial exploitation.
The framework for a remedy lies in thelhe interest is personal and as a result, a
concepts of trade secrets and prima facie
tort. The U.S. Court of Appeals for the—

Second Circuit has declared: 25. N.Y. Qv. RGHTs LAwW 88 50 through 52.
26. Moore v. Regents of Univ. of California, 793

To succeed on a claim for the misapprd?-2d 479, 487-96 (Cal. 1990).

priation of trade secrets under New Yorljzlgzg 'Sg?rzgﬁlla'}g%'gﬁ“?ggé;&%n‘g Egﬁgﬁdlss

law, a party must demonstrate: (1) that Wanagement Inc. v. Jamien, 624 N.E.2d 1007, 1013
possessed a trade secret, and (2) that the (#®93) (citations omitted)n order to establish fed-
fendants used that trade secret in breach el jurisdiction, the parties would have to satisfy the

an agreement, confidential relationship ofliversity of citizenship requirements, or the claim
! will have to qualify for supplemental or pendent ju-

duty, or as a result of discovery by impropefisgiction. SeeKirschner v. Klemons, 225 F.3d 227,
means. . .. 239 (2d Cir. 2000).
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court may be understandably reluctant tgpecial damages may vary with the con-
analogize the wrongful disclosure of pertext3!
sonal information to a tort that protects in- The combination of elements of trade se-
terests in business activity. To separate antets and prima facie tort results in a cause
emphasize the personal nature of the intesf action suited to protecting an indivi-
est protected, the claim may require proafual’s interest in maintaining the privacy
of an additional element or elements. of DNA test results. To recover, plaintiffs
Recovery for prima facie tort requiresvould be required to show that the secrecy
proof of “(1) intentional infliction of harm, or confidentiality of their DNA had been
(2) causing special damages, (3) withoumaintained. For that reason, the careless
excuse or justification, (4) by an act odeposit of DNA, or substances which con-
series of acts that would otherwise be lawain it, would provide a court with less in-
ful.” 28 Its distinguishing feature is that macentive to protect the privacy interest in
levolence is the sole motive for the defemondisclosuré® The privacy interest, how-
dant’'s otherwise lawful aét. Comment to ever, should inhere in the circumstances. A
Section 870 of the Restatement (Second) plaintiff should not be required to engage
Torts refers to New York’s enumeration ofn a ceremony or provide a document to
the elements as an effort to set forth thestablish that DNA voluntarily given is to
requirements with more rigidity. The Rebe used only for the purpose that has been
statement employs language intended agewvealed or agreed on.
general principle rather than setting forth Inclusion of the elements of the inten-
specific rules: tional infliction of harm and special dam-
One wha intentionally causes injury to an29€S reduces the likelihood that this cause
other is subject to liability to the other forOf actl_orj C.OUId b_e used to seek redress for
that injury, if his conduct is generally cul-d€ Minimis or inconsequential revela-
pable and not justifiable under the circumtions® Traditionally, courts have subjected
stances. This liability may be imposed alintentional conduct to judicial scrutiny and
though the actor’s conduct does not comghould be open to the concept of compen-
within a traditional category of tort liability. sating a plaintiff who can demonstrate loss,
_economic or personal, as a result of the dis-

New York's concept of “special damé:_losure of private DNA information.

ages” may be narrower than in other juri
dictions® although the requirements for

28. Curiano v. Suozzi, 469 N.E.2d 1324, 132¥hijury not ordinarily result in all civil actions)
(N.Y. 1984), affg 477 N.Y.S.2d 13 (App.Div. 1st (Mayland and Virginia law); Moore v. Boating In-
Dep’t 1984)If the means are illegal and corrupt thedustry Ass’ns, 754 F.2d 698, 716 (7th Cir. 1985)
claim is referred to as “intentional tort.” Chen v(lllinois law); Patten Corp. v. Canadian Lakes Dev.
United States, 854 F.2d 622, 628 (2d Cir. 1988}orp., 788 F.Supp. 975, 979 (W.D. Mich. 1991)
(N.Y. law). (special damages are those that actually but not nec-

29. Burns Jackson Miller Summit & Spitzer v.essarily result from alleged injury) (Michigan law);
Lindner, 451 N.E.2d 459 (N.Y. 1983aff'g 452 In re Hawaii Fed. Asbestos Cases, 734 F.Supp. 1563,
N.Y.S.2d 80 (App.Div. 2d Dep'’t 1982). 1567 (D. Hawaii 1990) (special damages compen-

30. Wahlstrom v. Metro-North Commuter R.R.sate for specific out-of-pocket financial expenses and
Co., 89 F.Supp.2d 506, 532 (S.D. N.Y. 2000) (spdesses) (personal injury; Hawaii law)ERTATEMENT
cial damages must be pleaded fully and accurately €8ECOND) OF TORTS 8§ 904 (1979).
as to relate causally actual losses to allegedly tor-32. See Lavalle v. State of New York, 696
tious act or acts. N.Y.S.2d 670, 671 (Sup.Ct. Duchess County 1999).

31. SeeTomai-Minogue v. State Farm Mut. Auto  33. SeeWebb v. Goldstein, 117 F.Supp.2d 289,
Ins. Co., 770 F.2d 1228, 1237 (4th Cir. 1985) (i298 (E.D. N.Y. 2000); D’Andrea v. Rafla-Deme-
malicious prosecution action, special damages entgilous, 972 F.Supp. 154, 157 (E.D. N.Y. 19%fj.d,
some arrest of person, seizure of property, or oth&46 F.3d 64 (2d Cir. 1998) (per curiam).



The Privacy Project

Protection of Personal Data:
The United Kingdom Perspective

The U.K.’s new Data Protection Act sets up a comprehensive and detailed
regime to which multinationals must conform for the transfer of personal data

By Laurel J. Harbour, o IADC member Laurel J. Harbour is co
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HE EXPLOSION of information f.e”frates ir(‘j Cotmlf_"f)f_;?ita' Iitlig_ation, in_pa{
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and the general public. The same technp-Philips & Vineburg, is also a co-managing
logical progress that has made this possifjlepartner in the London office of Shook,
has, however, brought with it a growing Hardy & Bacon and concentrates in con
concern on the part of European law mak- mercial transactions relating to intellec
ers that its use might weaken or undermine U@l Property. He has a B.A. (1983) fror
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. North Carolina, and an LL.B. from
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which came into effect on March 1, 2000,  an English solicitor, Eleni Gill also is
is the latest piece of United Kingdom legis+ |ocated at Shook, Hardy & Bacon, Lon
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The DPA implements the Directive 95/ litigation, employment law and data prof
46/EC 24 October 1995 of the Europedgn tection issues. She was educated |at
Parliament and the Council of the Eurd- Manchester Metropolitan University (LPC
pean Union on the Protection of Individu} 1994) and the University of Sheffielf
als with Regard to the Processing of Pef- (LL.B. 1993).
sonal Data and the Free Movement of Such

Data? The European data protection reg.,.; anqg regardless of the nature of their
gime is an attempt to balance the mteresi erations

of the freedom of the individual, the free™"r, o provisions of the DPA are imple-

movement of information and the freedorpnen,[ed and enforced by the Information

to trade. o . .
The U.K. approach to data protection igommlssmn, an independent supervisory

one of the more liberal in Europe, yet the———

i ida- i 1. 1998 c. 29. Available at http://www.datapro-
DPA nonetheless imposes wide rangln%ction.gov.uk/dpr/dpdoc.nsf. Written answers with

Ob”_gations on organisations in relation_ t@espect to the DPA from 10 June 1998 are available
their use of personal data. These obligat http://www.publications.parliament.uk/cgi-bin/

i - i i ds98/text/80616w02.htm#80616w02_wqgnl
tions are far-reaching and, with a few exd<)eriSObTONOZ AINERORIONEZ AL o
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public and private, no matter how big orDocNumber&lg=en&nb_docs=25
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body appointed by the Crown. Richardlata and any other information which is in
Thomas has been appointed Informatioihe possession of, or is likely to come into
Commissioner effective 1 October 2002, tthe possession of, the data controller.” This
succeed Elizabeth France, the first conzoncept is interpreted broadly. It covers in-
missioner. The DPA gives the commisformation concerning an individual in both
sioner investigative powers, including th@ personal and business capacity (as in the
power to obtain search warrants and to takase of a sole trader) and also includes any
action against organisations in breach epression of opinion or intention about
the statutory regulations. The commisthe data subject, which is clearly relevant
sioner’s office has traditionally viewed it-in the personnel context.
self as more of an educator than a regulatorContact names and addresses, e-mail ad-
and pursued enforcement procedures orfiyesses and clinical data, for example, are
in cases of flagrant breach. In 2002, hov@ll considered personal data. An additional
ever, it launched a high-profile advertisingategory of “sensitive” personal data under
campaign informing individuals of theirthe DPA includes, among other things, data
rights under the DPA, and it is currentlyelating to the racial or ethnic origin, politi-
reviewing its enforcement procedures.  cal opinions, religious beliefs and physical
This article summarizes the key provior mental health of an individual. More
sions of the U.K. data protection regimeStringent regulations apply to the process-
including the central statutory definitionsing of personal data categorized as “sensi-
the main duties imposed on organisatioriye.”
that process personal data (“data control- The DPA applies to personal data that
lers”), the rights of individuals aboutare “processed.” This is an extremely
whom personal information is being probroad provision, so broad, in fact, that the
cessed (“data subjects”), and the regulatié®mmissioner in a legal guidance has

of transborder data flows. stated that “it is difficult to envisage any
action involving data which does not
SCOPE OE THE DPA amount to processing within this defini-

_ tion.” The statute defines “processing” as
The DPA regulates the “processing” of

“personal data.” “Data” is defined as com- obtaining, recording or holding the informa-
puterized information as well as personal tion Or data or carrying out any operation or
data in manual files, provided the data are set of operations on the information or data,

N ded t of | t fil including (a) organisation, adaptation or
recoraed as part ol a relevant filing Sys- gieration of the information or data, (b) re-

tem.” A ‘relevant filing system” is defined  {reval, consultation or use of the informa-
as “any set of information relating to indi- tion or data, (c) disclosure of the informa-
viduals to the extent that, although the in- tion or data by transmission, dissemination

formation is not processed by means of or otherwise making it available, or (d)
equipment operating automatically in re- alignment, combination, blocking, erasure or
sponse to instructions given for that pur- destruction of the information or data.

pose, the set is structured, either by refer- ynger this definition, processing includes
ence to individuals or by reference tQjrtually any activity performed on data
criteria relatmg' to |nd|V|d_uaIs, in 'such &rom holding personal data, to pulling up
way that specific information relating to gnformation on a computer screen, to stor-
partiCUIar individual is I’eadily aCCGSSibIe.'ing persona| data on a Computer hard drive.
This would include, for example, paper
files or card indexes that permit ready ac- DPA DATA PROTECTION
cess to specific information relating to par- PRINCIPLES
ticular individuals. I

Personal data are any “data which relafé: 1he Principles
to a living individual who can be identi- The DPA imposes an obligation on data
fied—(a) from those data, or (b) from thoseontrollers to comply with statutory prin-
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ciples of good information handling, Paragraphs 1 to 4 of Part Il of Schedule
known as the Data Protection Principle$ of the DPA contain interpretive provi-
(DPP), of which there are eight: sions relating to fairness, which are re-
e First, personal data shall be processdeired to as the “fair processing require-
fairly and lawfully and, in particular, shallments.”
not be processed unless (a) at least one ofcompliance with the fair processing re-
the conditions in Schedule 2 of the DPA iguirements in itself will not ensure that
met, and (b) in the case of sensitive peprocessing is fair; it is to be seen as a mini-
sonal data, at least one of the conditions inum standard of compliance. The fair pro-
Schedule 3 also is met. cessing requirements include consideration
e Second, personal data shall be ol®f the method by which the data are ob-
tained only for one or more specified anthined, including whether any person from
lawful purposes and shall not be furthewhom they are obtained is misled about the
processed in any manner incompatible withurpose for which they are to be processed.
that purpose or those purposes. Furthermore and subject to certain excep-
e Third, personal data shall be adtions, data are not to be regarded as pro-
equate, relevant and not excessive in relgessed fairly unless the individual about
tion to the purpose or purposes for whicwhom personal data are to be processed is
they are processed. told the identity of the data controller, the
e Fourth, personal data shall be accuraRsrpose for which the data are to be pro-
and, where necessary, kept up to date. ~ cessed and any other information which is
e Fifth, personal data processed for anjecessary for processing to be fair.
purpose or purposes shall not be kept for There is no statutory definition of lawful

longer than is necessary for that purpose Bfocessing, but the commissioner’s guid-
those purposes. ance considers that it includes compliance

e Sixth, personal data shall be prowith all relevant rules of law, both statu-
cessed in accordance with the rights of da@y and common law, that relate to the
subjects under the DPA. purpose and ways in which the data con-

e Seventh, appropriate technical an_goller processes perso_nal data. Thls_would
organisational measures shall be takeéfclude compliance with the DPA itself
against unauthorised or unlawful proces@d compliance with common law rules—
ing of personal data and against accidemfé’lr example, those relating to confidential-

loss or destruction of, or damage to, pel-: _ o
sonal data. Furthermore, the first principle states

e Eighth, personal data shall not péhat personal data may not be processed
transferred to a country or territory outsid&nless at least one of a list of statutory con-
the European Economic Area unless th8ftions is satisfied. These are known as the
country or territory ensures an adequat%‘:hedu'e 2 conditions and include that the
level of protection for the rights and freelndividual has given consent to the pro-

doms of the data subjects in relation to tH£SSing or that the processing is necessary
processing of personal data. for the purposes of the legitimate interests

pursued by the data controller, except
where the processing is unwarranted in any
particular case by reason of prejudice to
These principles, which are the backthe rights and freedoms or legitimate in-
bone of the data protection legislation, imterests of the data subject . In the case of
pose significant obligations on data consensitive personal data, in addition to com-
trollers in the way they obtain, use, storpliance with one of the conditions of
and transfer personal data. Not least is ti8zhedule 2, the data controller must also
requirement for data controllers in the firstomply with at least one of the conditions
principle to ensure that data is processeae@t out in Schedule 3, which include a re-
“fairly and lawfully.” quirement for explicit consent from the

B. Interpretation of the Principles
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data subject or a requirement that procedsin exceptions, which include processing
ing is necessary for one or more permider the purpose of staff administration, ad-
sible purposes, such as performance of ewertising, marketing, public relations and
ployment law obligations or the exercise oaccounts and records. For the most part,
defence of legal rights. there is no requirement to notify the com-
The second principle requires, furthermissioner about manual processing, again
more, that personal data may be processaubject to some exceptions, although the
only for lawful and specified purposesremaining provisions of the DPA still ap-
which are notifiable to the commissioner oply, including the data protection prin-
directly to the data subject. Personal datdples.
may not be processed in a way that is in- The notification procedure requires the
consistent with those purposes. data controller to provide certain informa-
Organisations should ensure that petion to the commissioner annually, to-
sonal data are adequate, relevant and mmther with a fee, which was set at £35 as
excessive given the purposes for whicbf the fall of 2002. This information, which
they are processed. In other words, undean be supplied by post, telephone or
the third principle organisations shouldnternet, is entered onto a public register,
identify the least amount of information renamed the Data Protection Register. The
quired to fulfill that purpose properly. data controller must specify the (a) “regis-
The fourth and fifth principles requiretrable particulars” and (b) a general de-
that personal data must be kept accuraeription of the measures to be taken to
and up to date and should not be kepnsure compliance with the Seventh Prin-
longer than necessary for the purposes foiple, which relates to security measures to
which they are being processed. In addprotect data.
tion, under the seventh principle, appropri- The “registrable particulars” include (a)
ate steps should be taken to guard againise data controller's name and address, (b)
unlawful or unauthorized processing o& description of the personal data being or
personal data or against accidental loss wr be processed and the category of data
destruction. subjects to which they relate, (c) a descrip-
Measures such as controlling access tion of the purpose of processing, (d) a de-
personal data by the provision of secure aseription of any intended recipients of the
eas and passwords, staff selection amidta, and (e) a list of the countries outside
training procedures and policies for detecthe European Economic Area that will or
ing and dealing with breaches of securitgnight receive the data from the data con-
may be appropriate, depending on the citroller. Other than the description of secu-

cumstances. rity measures taken to protect data, all the
information provided by the data controller
NOTIFICATION TO appears on the public register.

COMMISSIONER
A significant aspect of the U.K. data TRANSFERS OUTSIDE THE E.E.A.

protection regime is the requirement thai. General
data controllers inform the commissioner
that they are processing personal data, A noteworthy aspect of the U.K data

procedure referred to as “natification.” Thé)?otectlon regime, particularly for organi-

processing of personal data without notifi§atIonS with global interests, is the prohibi-

U - . ion on transfers of personal data to coun-
cation is a criminal offence, subject to cert-. . ;
) tries outside the European Economic Area

that do not ensure an “adequate level of

protection of the rights and freedoms of

3. The European Economic Area consists of thg)ata SUbJeCtS In "relatlon to the process_lng

15 member states of the European Union, plus Ic@!c personal data,” to quote the eighth prin-
land, Liechtenstein and Norway. ciple3
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B. Exceptions manner as to ensure adequate safeguards

There are certain important statutory 0" the rights and freedoms of data sub-

. o cts.
c$ptlons 0 |th§ prohlbr:'glor? on the transft_s'F In addition to the statutory exceptions
of personal data, which are set out i > .
Schedule 4 of the DPA: the European Commission has determined

. . hat transfers to certain countries, including
the. t;ﬁifg?ta subject has given consent f—(fungary, Switzerland and Canada (for cer-

. ain transfers), are “safe” because their do-
o, apSter iz necessar fo e peljesc aw erures an adequate lvel i
otection for the rights and freedoms of

ts:kti)JnectO?r;?e tf;ea??rt]ae (r:gnltjrggf Lfoé;g stn ata subjects in relation to the processing
9 P q f personal data. The effect of the Euro-

jects with a view to their entering into apean Commission’s formal findings is that

contract with the data controller.
, ersonal data may be freely transferred to
e The transfer is necessary (a) for th ese countries.

conclusion of a contract between the data;, . . .. .
controller and a person other than the da\%:}lt is significant that the United States,

. : W X th its mixture of self-regulation and sec-
subject which (i) is entered into at the re'or-speciﬁc rules, is not considered by the

quest of the data subject or (ii) is in th%uro .
- : pean Union to be a country that pro-
interests of the data subject, or (b) for th ides an adequate level of protection for

pe:fo_lr_r#: r::::n(;l;esruicsh r? eizgtsrgf;' for reasofegrsonal data. As a result, and after consid-
of substantial public interest &able discussion, the U.S. Department of
e The transfer (a) is neéessary for thommerce and the European Commission
: . : egotiated a scheme referred to as the “safe
purpose of or in connection with any Iege\'lrarbour” agreement
a

proceedings, including prospective leg This is a voluntar o

. 92 . y scheme, administered
proceedings; (b) is necessary for the puy- i
pose of obtaining legal advice; or (c) i y the U.S. De_partme(zjnt IOf Combrlr)eirceh re
otherwise necessary for the purposes of € uiring companies to declare publicly their

tablishing, exercising or defending Iegatl) embership in the safe harbour and abide

rights. y rules similar to those in force in Europe

e The transfer is necessary in order t?overnlng the use of personal data. The

o ules include notification to individuals as
J!oeré)ttect the vital interests of the data su o the purpose and use for which data is

o The transfer is of part of the person qollected, adequate security measures and

: : .. _Testrictions on data transfers to third par-
data on a public register and any conditio %s. U.K. data controllers may make a pre-

subject to which the register is open to in- :
- . . umption of adequacy for data transferred
spection are complied with by any perso U.pS. organisat?ons %/hat have signed up to

to whom the data are or may be disclos ﬁe terms of the safe harbour agreement.
after the transfer.

® The transfer is of part of the person
data on a public register and any conditio
subject to which the register is open to in- It is the responsibility of the data con-
spection are complied with by any persotroller to determine whether there is an ad-
to whom the data are or may be disclosestjuate level of protection in the non-
after the transfer. E.E.A. country to which the data is being

e The transfer is made on terms of &ansferred. In practical terms, an adequacy
kind approved by the commissioner as emassessment must be undertaken where the
suring adequate safeguards for the rightisansfer is not covered by a Schedule 4 ex-
and freedoms of data subjects. emption or where the third country to

e The transfer has been authorised hyhich the data is being transferred has not
the commissioner as being made in suchbaen designated as “adequate” by the Euro-

?1(.;. Assessing “Adequacy”
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pean Commission. In these circumstances,On written request and payment of a fee,
data controllers should consider whethatata controllers must tell individuals
the third country has data protection proviwhether their personal data are being pro-
sions similar to those afforded to individucessed and, if so, give them a description
als by the E.U. directive. of the data, the purposes for which data are
The DPA suggests various factors thdieing processed and those to whom the
data controllers should consider in assessata are or may be disclosed. In addition,
ing adequacy, including the nature of ththe data controller must communicate, in
personal data; the country of final destinan intelligible form, the information to re-
tion of the information; the law, relevantguesters and any information available to
codes of conduct and international obligahe data controller about the source of
tions of the third country; and securitythose data.
measures taken regarding data in the thirdThere are some exceptions to the right to
country. The commissioner has issued daecess, including an exemption for infor-
tailed guidance for assessing adequaayation subject to legal professional privi-
which is available on the commissiodege, processing undertaken for the “spe-
website? cial purposes” (journalistic, literary or
As an alternative to an adequacy assesstistic) and the prevention or detection of
ment, the data controller in the U.K. magrime.
enter into a contract with the recipient of Data subjects also have several options
data in the third country requiring adherepen to them to control the activities of
ence to certain principles of data protemrganisations that process their personal
tion. The European Commission recentlgata. First, they may request the data con-
approved model terms that can be incorptroller not to process personal data where
rated into such a contract. Data controllets do so would result in unwarranted and
who enter into contracts based on thsubstantial damage or distress to the data
model clauses can transfer personal datagobject or to another. This does not apply
the other party in a third country withoutwhere the data subject has consented to the
the need to make an assessment of gmeocessing or where the processing is nec-
equacy. The standard contractual clausessary for the performance of a contract to
provide for compliance by the data imwhich the data subject is a party, for com-
porter with “Mandatory Data Protectionpliance with a non-contractual legal obliga-
Principles” concerning, for example, secuion or for the protection of the vital inter-
rity and confidentiality, rights of accessgests of the data subject.
rectification of data, and restrictions on on- Second, data subjects may prevent pro-

ward transfers. cessing for the purpose of direct marketing,
which includes sending mail to individuals

RIGHTS OF DATA SUBJECTS promoting a certain product or service and
also targeting an individual's e-mail ac-

Concern for the individual’s right to pri- ount
vacy is evidenced in the provisions of th& :

. . - Third, under Section 14 of the DPA,
DPA enabling data subjects to obtain Info?here a court is satisfied that personal data
n

anaigogngb%m rtg\? er?trocce?tsz:ilr? gt O]; Sp%rfso? eing processed by the data controller are
P yp P accurate, the court may order rectifica-

cessing from taking place. tion, blocking, erasure or destruction of the
data.

4. The Elghth Data Protection Principle and Fourth the data Contro”er can be pre_
Transborder Data Flows, available at http:/ ! . . .
www.dataprotection.gov.uk. The guidance is state nted from making decisions about an in-

to be the preliminary view of the Iinformation Com-dividual by automated means alone.

missioner and “reflects the current state of thinking” Fifth. individuals who believe that they
and that the commissioner’s “views have been (a !

will be) informed by continuing international nego-¢ e being directly affected by the process-
tiations and discussions.” ing of personal data may request the com-



Protection of Personal Data: The UK Perspective Page 105

missioner to assess the processing to deter-contravention; to inspect, examine, op-

mine whether it adheres to the provisionsrate and test equipment used for process-

of the DPA. Such assessments may resuig personal data; and to inspect and seize

in the issuing of an information notice oany documents or other material that may

an enforcement notice. be evidence of an offence or contravention
Data subjects are entitled to claim conmof the DPPs.

pensation for any damage suffered as a re-

sult of a breach of the DPA by a data con- PRACTICAL TIPS

troller and also may claim compensation L . :
for distress. It is a defence to a claim for The DPA is still a relatively new piece

compensation for a data controller to ShO\R/f legislation and it is still unclear how the

it took reasonable care, given all the cir(-:ourtS will apply the data protection provi-

. . . sions in practice. The commissioner, how-
cumstances, to comply with the rovision . ; :
in question Py P ever, has issued a useful guidance docu-

ment with interpretations of the statutory
provisions. The commissioner also has pro-
ENFORCEMENT vided advice on a range of subjects, includ-
The Information Commissioner is reding transborder data flows, notification, the
sponsible for enforcing the provisions ofnternet and the use of personal data in em-
the DPA. The commissioner has the powgiloyer-employee relationships.
to serve information notices and enforce- Organisations currently based in the
ment notices. A data controller served withl.K., planning to locate a branch there or
an information notice must supply infor-considering transferring data from the U.K.
mation to the commissioner that is sufshould ensure that their internal data pro-
ficient for a determination whether theection policies and procedures comply
processing breaches the DPA. The comth the statutory regime. The following
missioner may serve an enforcement notieee examples of some issues that an
when satisfied that a data controller is comrganisation may want to consider:
travening the provisions of the DPA. An e Implement a data protection compli-
enforcement notice requires the data coance program.
troller to take certain specified steps to rec- ® Appoint a data compliance represen-
tify the breach, including rectifying, block-tative, whose role it is to monitor the pro-
ing, erasing or destroying personal dataessing of personal data to ensure compli-
Failure to respond appropriately to a noticance with the DPA.
served by the commissioner is a criminal ® Review the organisation’s annual no-
offence, although a data controller is exification requirements.
empt from complying with an information e Implement training programs for all
notice if the required information is subjectelevant personnel.
to legal privilege. It is a defence for the e Implement technological and organi-
data controller to show that it exercisedational measures to protect personal data
due diligence to comply with an enforcefrom unlawful or unauthorized processing,
ment notice. damage, loss or destruction.
The commissioner also has the power to ® Obtain the consent of data subjects to
apply to a circuit judge for a warrant tgrocessing of personal data.
enter and search premises when there are® Obtain the consent of data subjects to
reasonable grounds for suspecting that thransfers of personal data to countries out-
DPA is being violated or an offence comside the E.E.A. Otherwise, consider
mitted. With a warrant, the commissionewhether the transfer satisfies the commis-
has wide-ranging powers to enter ansglioner’s “good practice approach” to
search premises for evidence of the offenteansborder data flows.
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HE MAIN data protection law in Aus-
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vacy Act 1988 (Cth). It has been amendsg
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tor) Act 2000 (Private Sector Act), which
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The 2000 Act creates a co-regulator
legislative framework through the develop-
ment of self-regulatory codes of practice The requirements of the Private Sector
by organisations that must achieve certaifact have affected, directly or indirectly, all
minimum standards of privacy protectiorbusinesses in Australia. Organisations sub-
set out in 10 National Privacy Principlegect to regulation under the act have been
(NPPs) in the act. The NPPs are the core fquired to implement changes to trans-
the private sector regime and establisfictional documents, internal and external
minimum standards in relation to the colinformation handling and security proce-
lection, holding, use, disclosure, manage&tures, information technology require-
ment, access, correction and disposal ofents, customer communications and
personal information about natural persongaining of staff in order to comply with the
The NPPs also include special measuresw regime. Maintaining compliant infor-
with regard to certain types of personal immation-handling practices is a continuing
formation defined as sensitive. In the alkehallenge.
sence of a relevant self-regulatory code, It is important to note that the Private
the NPPs themselves will apply. Sector Act does not stand alone. Regula-
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tion of information-handling practices information and credit reporting practices in
Australia intended to protect individualsplace.

privacy has existed in a number of forms

prior to the Private Sector Act, althougih. What Is Regulated?

these existing regimes will not be consid-
ered in any detail in this article.

A number of state and territory govern- The handling of “personal information”

ments have enacted legislation affecting regulated. Personal information is de-
their governments’ dealings with individu<ined in Section 6 as:

als’ personal information—for example,
the Privacy and Personal Information Act
1998 in New South Wales. Other exist-

1. Personal Information

Information or an opinion (including in-
formation or an opinion forming part of a

ing forms of regulation of information-

handling practices affecting the private
sector include (1) common law obligations
of confidentiality; (2) a number of statutory

database), whether true or not, and whether
recorded in a material form or not, about an

individual whose identity is apparent, or can

reasonably be ascertained, from the informa-
tion or an opinion.

mechanisms affecting specific industry o
sectors; and (3) voluntary codes of conduct BY way of example, this is not personal
adopted by industry groups—for examp|épformat|on, if this information alone is
the Insurance Council of Australia, théollected by an organisation: “male, 180
Australian Direct Marketing Association,cm tall, blue eyes.” The identity of the in-
and the Australian Bankers Association. dividual is not apparent, nor can it reason-
The 1988 Act required federal governably be ascertalned_from t_he mform_atlon,
ment agencies to act in accordance with £ven if, when combined with other infor-
Information Privacy Principles (IPPs)mation, the_ identity of an |nd|_V|d_uaI could
which are broadly similar to the NPPs. ThB€e ascertained. However, this is personal
Privacy Act applies these to private sectdpformation: “[name] male, 180cm tall,
organizations (1) in relation to the collecPlue eyes.” From this information the iden-
tion, storage, use and security of tax fility of an individual could reasonably be
number information; and (2) in relation tgascertained.
the information-handling practices of credit N _
reporting agencies, credit providers and as-2. Sensitive Information

sociated persons. The private sector regime imposes addi-

tional requirements on an organisation with
SCOPE OF PRIVATE respect to “sensitive information.” Sensi-
SECTOR REGIME tive information is defined in Section 6(1)

The Private Sector Act introduced a ne@s:
regime, termed the “the private sector re- | ¢ormation or an opinion about an
gime,” which operates within the existing ngividual’s:
structure of the 1988 Privacy Act. Refer- .« racial or ethnic origin; or
ences in this paper to sections are, unless « political opinions; or
otherwise stated, references to sections of ¢ membership of a political association;
the Privacy Act 1988, as amended by theor
Private Sector Act.

The 2000 act extends regulation of han-
dling of all forms of personal information
across the private sector, and it introduces
new provisions and modifies a number of
existing provisions, while leaving the pre-
existing obligations on private sector
organisations regarding tax file number in-

« religious beliefs or affiliations; or

« philosophical beliefs; or

* membership of a professional or trade
association; or

e membership of a trade union; or

 sexual preferences or practices; or

e criminal record;

that is also personal information; or

« health information about an individual.
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Essentially, an organisation is not pemf personal information in their possession,
mitted to collect sensitive information ex-even if that information was collected be-
cept (1) with the consent of the individualfore commencement of the private sector
(2) where required by law; (3) in limitedregime.
circumstances, associated with a non-profit
organisation’s dealings with its members 1. Who Is Affected?

(or individuals in regular contact with that . , ,
organisation in the course of its activities), The private sector regime applies to the

or (4) where collection is necessary for théecrtri %naq[ iﬂt:?&gggsbggli egrggrnp%?;znsdni:_
establishment, exercise or defence of a | orporated associations, partnerships, trusts

gal or equitable claim. S ,
L . nd indivi Is. ion . However
In limited circumstances, sensitive mfor-a d individuals. Section 6C OWever,

mation that is health information may b ignmeofe rg;“giiggig:c_h;gf i;g)rrnn }26 grif;rlll"
collected if it is necessary to provide g bie,

. e in rators. rtain n rac-
health service to an individual or for re- usiness operators. Certain acts and prac

search purposes, where it is not possible gﬁg?n_foq_ﬁ);rg%i(’:lir;glr?giﬁéeg%dni_t%;es
use de-identified information. pL. P

are dealt with below.

B. Commencement and Application 2 \Who and What Are Excluded?

The Private Sector Act commenced on . .
21 December 2001. However, special pro- a. Private Affairs
vision was made for certain small busi- Individuals may be subject to regulation
nesses, which will benefit from a delayedinder the act as an “organisation” in rela-
application period of up to 12 months aftetion to their business activities. Acts and
21 December 2001. practices of individuals which are organi-

The NPPs regulating collection, use anshations other than in the course of a busi-
disclosure of personal information apply tmess carried on by the individual are ex-
personal information collected only on oempt. Section 7B(1). Moreover, Section
after 21 December 2001. Personal informd6E expressly excludes the collection,
tion collected before that date may be uséwblding, use or disclosure or transfer of
or disclosed by an organisation without refeersonal information by an individual, or
erence to the requirements of the secompersonal information held by an individual
NPP, which regulates use and disclosure fufr the purposes of, or in connection with,
personal information. However, in manyhis or her personal, family or household
cases it is not practical for organisations taffairs.
have separate procedures for use and dis-The term “personal, family or household
closure of personal information they holdaffairs” is not defined. Existing case law
depending on whether that information wadefining “in the course of a business” may
collected before or after the commencesrovide a guide to determining the circum-
ment of the private sector regime. stances that fall within this exemption.

In any event, organisations have obliga-
tions under the NPPs with respect to the b. Employee Records
accuracy and completeness, security and

disposal, policies for management, acceE The act provides an exemption for the

gllection, use or disclosure of information
ontained in employee records in the con-
text of employment relationships. Section
1. Defined to mean a non-profit organization thaf B(3) States that an act done, or practice
has only racial, ethnic, political, religious, philo-engaged in, by an organisation that is or

sophical, trade or trade union aims. was an employer of an individual, is ex-
2. Except to extent that compliance places an u

reasonable administrative burden on the organisatigrmpt if the act or practice is directly related
or causes the organisation unreasonable expense. t0 (1) a current or former employment rela-

and correctiod,and transborder movemen
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tionship between the employer and the irpractices with respect to personal informa-
dividual; and (2) an employee record heldon about prospective employees or job
by the organisation and relating to the indeandidates do not fall within the exemption
vidual. unless those individuals happen also to

Employee records are defined broadly tbave been former employees. Organisa-
include, for example, a record containingions may need to use forms of disclosure
information about the engagement, trairer consent for any personal information
ing, disciplining or resignation of ancollected from job candidates. If the infor-
employee; the terms and conditions ahation, once collected, is held in an em-
employment of an employee; or an enployee record about that individual and an
ployee’s performance or conduct. Sectioemployment relationship is established,
6. The rationale for the exemption is thahen, if the other requirements of the ex-
handling of employee records is an issuemption are satisfied, use and disclosure of
best dealt with under workplace relationthat information may fall within the ex-
legislation? emption.

The requirement that the act or practice ® “Record” is defined to include a data-
be related to a current or former employbase, however kept. The breadth of the
ment relationship and an employee recoxkfinition of employee record (a record of
held by the organisation and relating to thgersonal information relating to the em-
individual means that once informatiorployment of the employee) may mean that,
contained on an employment record is diser example, a daily back up tape or disk
closed by the current or former employeholding copies of e-mails is an “employee
the use and disclosure by the persons iecord” and thus subject to the exemption.
whom it is disclosed is not be exempted, The federal government has foreshad-
unless they too are an employer of the indbwed that a review of existing state and
vidual and their use or disclosure is diterritory laws affecting employee records
rectly related to an employee record heldill be carried out by the Attorney
by them. General’'s Department and the Department

By way of example, if an employer dis-of Employment, Work Place Relations and
closes records containing personal infoSmall Business, in consultation with state
mation of an employee to the employee’and territory governments, the Privacy
insurer for the purposes of workers’ com€ommissioner and other key stakeholders.
pensation, the insurance company will ndthe government has stated that this review
enjoy the exemption provided by Sectiomwill be completed in time to assist the Pri-
7B(3) and would be subject to the NPPs imacy Commissioner to conduct a more gen-
collecting, using and disclosing that inforeral review of the act after 22 December
mation? 2003, two years after it commenced opera-

The further requirement that the act aiion.
practice be directly related to the employ-
ment relationship and an employee record c. Related Bodies Corporate
held by the organisation prevents an em-
ployer organisation from selling person . : .
information about an employee to a thiraéollowmg acts or practices of an organisa-

party, which would be considered not “dion that is a_body corp_oratenls not an “in-
rectly related” to the current or former emgerference with the privacy” of an indi-

y 10 the vidual: (1) the collection of personal
ployment relationship.

A number of issues arise from the em-
poneQ records exemption, including the 3 Revised Explanatory Memorandum circulated
following: by Attorney General (“Revised EM”), Item 109,
e The exemption attaches only to cirbereinafter Revised EM. .
h t or former e 4. Set out in “Employee Records,” a fact sheet
cumstances where a current o "Msleased by the Attorney General, 22 December

ployment relationship exists. Acts anc000.

Section 13B provides that each of the
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information (other than sensitive informathe cause of journalism); (3) or A is com-
tion) about the individual by the body corpelled to make the disclosure to B under an
porate from a related body corporate; or (Zpplicable law of a foreign country.
the disclosure of personal information Where personal information is collected
(other than sensitive information) about thby body corporate B from body corporate
individual by the body corporate to a reA (A being a related body corporate of B)
lated body corporate. the primary purpose of collection of body
Related body corporate is defined by retorporate A will be taken to be the primary
erence to Section 50 of the Corporationsurpose of collection of BIn other words
Act, which is Commonwealth of Australia‘the primary purpose is transferred with
legislation. The exemption with respect tthe personal information when it is shared
related bodies corporate extends to the celround the group of related bodies corpo-
lection of information from and disclosurerate.’
of personal information only to related
bodies corporate. The use and disclosure d. Changes to Partnerships
by the organisation that collects personal )
information from a related body corporate S€ction 13C ensures that where a part-
remains subject to the requirements of npEership which is an organisation is dis-
2 and 10. The related body corporate exflved and a new partnership is immedi-
emption does not apply to acts or practicédely established to carry on the same
of contracted service providers for th@usiness, with at least one partner who was
commonwealth that may be interferencedSO @ partner of the dissolved partnership,
with privacy. the passage of personal information .about
The related body corporate exemptiof" individual from' the old partners_hlp to
does not provide organisations with &€ new partnership does not constitute an
means of avoiding the requirements df_\terference vv_|th_ the privacy of the indi-
NPP 1 with respect to collection of pervidual where it is necessary for the new
sonal information. For example, if an expPartnership to hold the information imme-
empt entity such as a media organisatighately after its formation. _ o
acting in the course of journalism collects This provision avoids the obvious diffi-
personal information and then discloses @ulties that might arise in the ordinary
to a related body corporate subject to tHe@urse of changes to the composition of
act, the exemption does not allow the bodjartnerships.
corporate collecting the personal informa- _
tion from the exempt entity to avoid its ob- €. Small Business Operators
ligations under the NPPs. This is _because (i) Scope of the Exclusion
the related body corporate exception does
not apply to the act of collection by body The act excludes small business opera-
corporate B from body corporate A, even ifors from the definition of organisation.
A and B are related bodies corporate, ifthis means they are effectively exempt
(1) A is not an organisation as defined ifrom the operation of the act. The defini-
the act (for example, if A is a registeredion of small business operator is not
political party); or (2) Ais an organisation straightforward and contains several com-
but the disclosure of the personal informgslex exemptions.
tion by A will be an exempt act or practice Section 6B of the act defines both a
(for example, media organisation acting ifsmall business” and a “small business op-
erator.” A small business is defined with
- respect to an annual turnover figure. A
5. “Primary purpose” is not defined in the act, busmall business operator is then defined as
it appears that it will be the “main purpose for whiccgan entity that carries on one or more small
E‘ﬁl'ﬂ;‘:{{“ﬁ'f” was originally collected.” Revisedy) \qinesses and does not carry on a business
6. Revised EM, Item 142. that is not a small business.
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(i) Turnover Calculations closed or collected as required or autho-
Section 6D defines a small business q['sed by or under legislation; or (3) the in-

y > 9 . . Yrmation is disclosed or collected other-
reference to a “test time” in a financial yeal

and the annual turnover of the business fr jse than in the course of a business (and,
Fnere the entity is an individual, the infor-

ffgpﬁﬁmi%ﬂsg'rn?&cs'a'Byﬁg&wmtﬁz rng\tug ation is disclosed or collected only for
: ' y, 1 ... .. personal, family or household affairs).
turnover is the sum of the business’s in-

come and proceeds of sales.

If the business was not carried on in the
previous financial year, it is still consid-
ered a small business if its annual turnover
for the current year is A$3 million or less. An entity is not a small business opera-
In order to determine the annual turnovder if it is a contracted service provider for
for a current year, Section 6DA(2) of th&e Commonwealth of Australia contract.
act provides a formula that takes thé&his applies whether or not the entity itself
business’s actual turnover for that part d¢ a party to a contract with the Common-
the year already passed and extrapolategvgalth. This means that sub-contractors to
over a full year. Commonwealth contractors are not small

An entity is not considered a small busibusiness operators. _
ness operator if any business it conducts However, to the extent that an entity
has an annual turnover exceeding A$3 miwould otherwise be a small business opera-
lion in any financial year ending after thdor, Section 7B(2) ensures that the activi-
commencement of the act. ties of that entity not carried out in the per-

formance of their obligations under the
(i) Small Businesses Dealing in Commonwealth contract are exempt from

(v) Small Businesses as Service
Providers for
Commonwealth Contract

Health Information the act.
Regardless of whether its annual turn- (vi) Small Business Operators
over is less than the threshold, Paragraph Can Opt In

6D(4)(b) of the act provides that an entity _ _
is not a small business operator if it pro- Under Section 6EA, small business op-
vides a health services and holds arffators can elect to be treated as though

health information, unless (1) the health if'€y Were an organisation covered by the
formation is only held in an employeeacf[-, The ch0|ce_|s required to l_Je made in
record; or (2) the health information is heldrting to the Privacy Commissioner, as a

only otherwise than in the course of a busiesSult of which the Privacy Commissioner
§ required to enter details about the small

ness (and, where the entity is an individuaL, ; ; .
the health information is held only for perPUsiness operator into a register. The small

sonal, family or household affairs). business operator is then treated as an
organisation covered by the act for as long
as its choice is registered. The choice can
be revoked by notice to the Privacy Com-
missioner in writing, in which case the Pri-
Paragraph 6D(4)(c) and (d) provide thatacy Commissioner must remove the small
an entity is not a small business operator iusiness operator from the register.
it discloses personal information about an If a small business chooses to opt in and
individual to someone else for a benefit athen later revokes its choice, it follows that
provides a benefit to someone else to cake acts and practices that it engaged in
lect personal information about another inwhile its choice was registered may still be
dividual, unless (1) the information is disinvestigated and dealt with by the Privacy
closed or collected with the consent of thEommissioner. This ensures that the Pri-
other individual; (2) the information is dis-vacy Commissioner’s jurisdiction to inves-

(iv) Small Business Trading in
Personal Information
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tigate complaints is not defeated by a busi- (viii) Power to Prescribe
ness reasserting exempt status after the act Certain Small Businesses

or practice complained of occurred. Section 6E(4) allows the Attorney Gen-

(vii) Delayed Application of eral, if it i_s in the public interest and af_ter
NPPs consultation with the Privacy Commis-
sioner, to prescribe small business opera-
The act provides for delayed applicatiotors as organisations for the purposes of the
of the NPPs to entities that satisfy the react. When consulting the Privacy Commis-
quirements to be to small businesses bsibner, the Attorney General must consider
are not small business operators. An exe views of other interested people, such
ample would be an entity that carries on @&s the Minister for Small Business and the
small business involving the disclosure dbrivacy Advisory Committee, to which a
personal information about individuals tamall business representative has been ap-
other persons for reward, where the disclgointed.
sure is not made with the individuals’ con-

sents or as required or authorised by legis- (ix) Related body corporate
lation. o exemption
The effect of the delayed application pe- ) )
riod for these small businesses is that: Section 6D(9) makes it clear that a body

e Until the delayed application periogcorporate is not a small business operator if
has ended, collection of personal informdt is related to a body corporate that carries

tion will not be subject to NPPs 1, 3 an@n @ business that is not a small business.
10. In other words, the related body corporate

e NPPs 3, 4, 5, 7 and 9 will apply OnNexception_, which is described above, does
to the use and disclosure of personal infoot provide a means by which a large
mation taking place after the delayed applRrganisation may circumvent the require-
cation period has ended. ments o_f the NPPs by collecting personal

e Once the delayed application periodnformation through a related body corpo-
has ended, NPPs 3, 4, 5, 7 and 9 will applite that is a small business operator.
to personal information held by the organi-
zation, whether it was collected before, f Media Organisations Acting in
during or after that period. Course of Journalism

° INPP 2 ¥vi_||fon|y affect t|r|1e use a;nd Section 7B(4) provides that acts or prac-
disclosure of information collected aft€ficeg engaged in by a media organisation in
the delayed application period ends. NP, ~qurse of journalism are exempt from

6, which setz out obI_lgatlons|W|th| réspeGhe act. The policy imperatives behind this
to access and correction, apply only t0 peky e mption are reasonably clear—there is a
sonal information collected after the de:

e X public interest in the “free flow of informa-
layed application period ends. tion through the medid.”

An organisation’s obligation wherever ;o jia ‘organisations are defined in Sec-
Ia}vvful_tﬁntcrj] practlca}[ble_tto p]):rov[[d%mcg_lv[du-tion 6 as organisations whose activities
als with the opportunity of not identifying o \qics of or include collection, preparation
themselves when entering a transaction Upy jissemination or dissemination to the
der NPP 8 apply only to transactions efly e of material having the character of
tered into after the delayed application p lews, current affairs, information or a
riod ends. documentary or commentary or opinion on

or analysis of news, current affairs, infor-
mation or a documentary. Journalism itself
is not defined.

7. “Privacy and the Media,” a fact sheet released 1h€ definition of media organisation is
by the Attorney General, 22 December 2000. relatively broad—the activities of the or-
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ganisation need include only those deNPPs, mainly in relation to the use and dis-
scribed above. The question arises whethepsure of personal information.
the exemption might be abused. However, Section 6A(2) provides that an act or
Section 7B(4)(b) provides that for the agbractice of an organisation that is a con-
or practice to be exempt, the meditracted service provider under a Common-
organisation at the time must have beemealth contract (a contract under which
“publicly committed to observe standardservices are provided to a Commonwealth
that . . . deal with privacy in the context ofigency) and which is done for the purposes
activities of a media organisation (whethedf meeting an obligation under that con-
or not the standards also deal with oth&fact does not breach the NPPs, provided
matters),” and which have been publisheithat the act or practice is authorised by a
in writing by the organisation or a persomprovision of the contract inconsistent with
or body representing a class of medithe particular NPP. Section 6B(2) applies
organisations. This provides a safeguagimilarly in relation to the requirements of
against organisations seeking to exploit tHh approved privacy code.
exemption. What this essentially means is that gov-
The acts or practices of employees of ernment contractors can engage in acts and
media organisation in the course of thepractices that are inconsistent with the
employment are treated as acts and prddPPs or an approved code, provided that
tices of the organization; the employees atgose acts or practices are required to fulfil
not themselves treated as “organisationgheir obligations under their contract with
This provision, Section 8, is of general aphe government. Section 95B provides that
plication to organisations under the act. government agencies entering into a com-
monwealth contract must ensure that they

g. Registered Political Parties and take contractual measures to ensure that a
Political Representatives contract service provider does not do an

act, or engage in a practice, that would be a

A registered political party is expresshy o,ch of an IPP if it had been done by the

excluded from the definition of “organisa-agency. The agency also must ensure that

tion.” The act also provides a limited exyne contract prevents any subcontracts
emption for certain acts and practices Gfom aythorising a breach of the IPPs.

(1) members of Parliament; (2) local gov- gjyiduals cannot enforce the contrac-
ernment councillors; (3) the contractors o5y gpligations placed on government con-

members of Parliament, local governmeng,ciors to comply with the IPPs, as they
councillors and political parties; (4) the, i not be a party to the contract. How-
subcontractors of these contractors; and (9)er Section 13A(1)(c) of the act extends

volunteers working for political parties;ihe definition of an “interference with the
when the acts and practices are carried vacy of an individual’ to cover situa-

in_connection with an election under aw,s \where contracted service providers

electoral law, a state, territory or COMMONs a0k any contractual obligations that im-
wealth referendum or in connection wit inge on the NPPs

participation of the member, counsellor of ¢ regyit of this is that there is an inter-

political party in another aspect of the POgrence with the privacy of an individual

litical process. where (1) an organisation engages in an act
or practice that relates to the personal in-
formation of an individual, (2) the organi-
sation is a contracted service provider for a
Most Commonwealth Government agensommonwealth contract, (3) because a pro-
cies are regulated by the IPPs in Part lIyjsion of that contract is inconsistent with
Division 1, of the 1988 Act. Although theythe NPPs or an approved privacy code a
are substantially similar, there are somgarticular act or practice is, under Section
slight differences between the IPPs and ti&\(2), not a breach of the NPPs or the

h. Commonwealth Government
Agencies
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code, (4) the act or practice is done in a NEW RULES FOR
manner that is contrary to, or inconsistent PRIVATE SECTOR
with, the relevant provision of the COM-  \PPs
monwealth contract,

Section 16F expressly prohibits a con- The standards by which acts and prac-
tracted service provider for the Commontices of private sector organisations affect-
wealth from using or disclosing personaing personal information handling are
information collected for the purpose ofudged for the purposes of the act are found
meeting obligations under a commonin the NPPs. Other provisions essentially
wealth contract for direct marketing whermprovide a means of giving effect to and en-
that use or disclosure is necessary to mefircing those standards. Following is a
directly or indirectly, obligations under thesummary of the NPPs.
commonwealth contract. The provision ex-
pressly overrides NPP 2.1, which provides 1. Principle 1—Collection
an exception to the restrictions on the use TR .
and disclosure of personal information fo An organisation is prohibited from col-

secondary purposes where that secondfi Perone omaton uess e
purpose is direct marketing. y

An individual may make a complaint ialts functions. An organisation must not col-

the Privacy Commissioner in respect of thl ct personal information other than in a

: wful, fair and not unreasonably obtrusive
above matters under Section 36(1C). ACIdvilay and must disclose certain information

:gng}!l;gnS:ctlfgvggA rrisgg'recsogg ?Sj Jrue?cg:ra-t or before the time it collects personal
PP P Y information, including its identity and the

code complaint to the Privacy Commis: , . y A
sioner if the complaint is about an act qxi)urpose for which the information is col

practice of a contracted service provides?ggg'sssﬁgﬁgtégﬁ)%?ge?)s(gﬁg}'?nr}z} r?]g[%nn"
under a commonwealth contract.

As noted above, contracted service pr%‘bout individuals only from the individuals

. . . emselves.
viders that are otherwise small business op-

erators are in the same position as a small
business operator for the purposes of the
act in respect of any of their activities that The essence of this principle is that, gen-
do not relate to the commonwealth corerally speaking, an organisation is prohib-

tract. ited from using or disclosing information
for a purpose other than the primary pur-

i. State and Territory Government pose for which the information was col-
Agencies lected. There are a number of exceptions,

State and territory government agenciégcrlll:gér_]g(g)v\\’lvﬁgrf :[[22 'gggéﬂlézlryapsuﬁggée
and organisations are not regulated by tlig . : : .
act, so in the absence of specific state r which the personal information will be

territory legislation, they are not requirejised is related (or, in the case of sensitive

. . . nformation, directly related) to the pri-
to comply with the NPPs or similar privac mary purpose and a person would reason-

2220;\252' A;I\?:én bleér iiﬁa?}g;e?hz??nzeggg_bly expect the personal information to be
P y €9 P §sed or disclosed in that way; (3) the use of

protection principles similar to the NPP oo ) e USE
. . . . on-sensitive” personal information in di-
on their respective agencies and mstrumer{;Ct marketing, subject to conditions,

talities. For example, in New South Wales, ", . . N

the Privacy Persoe]al Information Act 199%/hICh m(;:llfjdeha r:jght for thﬁ |r_1d|V|dfuaI tr?
: : . . pt out of further direct marketing after the

(NSW), and in Victoria, the Informatlonﬁrst contact).

Privacy Act (Vic) 2000.

2. Principle 2—Use and Disclosure
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3. Principle 3—Data Quality 9. Principle 9—Transborder Data

L Flows
An organisation must take reasonable

steps to ensure the accuracy and currencyEssentially, this principle applies to
of personal information in its possession. transfers of information outside Australia,
the intention being that effective privacy
4. Principle 4—Data Security protection must be ensured in respect of
uch transfers, subject to limited excep-

An organisation must take reasonablg : ; g
steps to secure the personal information s including where the individual has

; ; ; nsented or where there is evidence of
its possession from misuse and loss aﬁ

. o reasonable steps undertaken by the organi-
from unauthorised access, modification q ation to ensure that any information trans-

?r:secilr?fsoﬁﬁét?gr? imtuisst :Oelsggoye%gggggnmférred will not be held, used or disclosed
9 " inconsistently with the NPPs.

5. Principle 5—Openness 10. Principle 10—Sensitive

An organisation must have documented Information
and accessible policies with regard to the
management of personal information an
must also inform a person, upon request,
the sort of personal information that i
holds, the purposes for which it is held an
how the information is collected, held
used and disclosed.

Other than in exceptional circumstances,
organisation is not permitted to collect
ensitive information. Exceptional circum-
tances include where the individual has
onsented or where the collection is neces-

sary for the protection of an individual who

is physically incapable of giving or com-
municating consent. There are a number of
exceptions in relation to health services
provision and public health and safety.

6. Principle 6—Access and
Correction

An organisation must provide individu-
als with access to personal informatioB. Approved Privacy Codes
held about the individual, other than in ex- ;4 o oo organisations have the op-
ceptional circumstances, and mcprpora{;on of either (1) developing a self-regula-
processes for the correction of the informa-
tion on the request of the individual, or i
there is some disagreement as to the ¢
rection, allow a statement to be associat
with the information noting that the indi-
vidual desires a correction.

ory code approved by the Privacy Com-

issioner and which does not include a
ggmplaints resolution process, in which

se the organisation is subject to a com-
plaints resolution process operated by the
commissioner; (2) developing a self-regu-
latory code including a complaints resolu-
tion mechanism, again subject to approval

In general terms, there is a prohibitioly the commissioner); or (3) complying
on the use by organisations for their owwith the NPPs and being directly subject to
purposes of identifiers assigned by goverthe complaints resolution process operated
ment agencies (such as tax file nhumbersy the commissioner.

7. Principle 7—Identifiers

and Medicare numbers). A self-regulatory code may apply to an
organisation, an industry sector or a profes-
8. Principle 8—Anonymity sion, or specified classes of industry sec-

indi_tors or pro_f_essions, and may deal_with all,
r a specified type, of personal informa-
on. If an industry body or organisation
roposes to develop a self-regulatory code,
before that code will be effective under the

Unless unlawful or impractical,
viduals must be given the option of nof
identifying themselves when transactin
with an organisation.
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act as an “approved privacy code,” it firstlividual” if it breaches—that is, contrary to
must be approved by the Privacy Commi®r inconsistent with—(1) an approved pri-
sioner. vacy code that binds the organisation; or
Section 18BB of the act mandates thd®) the NPPs, in circumstances where an
the commissioner must be satisfied that (Bpproved privacy code does not exist or
the code incorporates all of the NPPs a@oes not apply; or (3) in the case of a con-
sets out obligations that “overall, are aracted service provider for a common-
least the equivalent of the obligations” iwealth contract, a provision of that contract
the NPPs; (2) the code specifies thehich, in effect, imposes an alternative ob-
organisations bound by the code or a wdigation on that contracted service provider
of determining the organisations that areéo those specified in the NPPs (or any ap-
or will be, bound by the code; (3) the codproved privacy code); and (4) the act or
binds only organisations that consent to h@actice relates to personal information that
bound; (4) the code sets out a procedure bglates to the individual.
which an organisation may cease to be Disclosures by organisations for the pur-
bound by the code and when the cessatippses of enabling the National Archives of
takes effect; (5) if the code includes a conAustralia to determine whether to accept or
plaints resolution mechanism, that specarrange custody of a record for the pur-
fied criteria (set out in Section 18(3)) of thgposes of the Archives Act 1983 are ex-
act are satisfied with regard to that mechaluded from the definition of a breach of
nism; and (6) members of the public havihe NPPs or an approved privacy code.
been given adequate opportunity to com- Also exempted from the definition of a
ment on a draft of the code. “breach” of the NPPs and approved pri-
An industry peak body or individualvacy codes are acts or practices engaged in
organisation that chooses to develop itutside Australia and the external territo-
own privacy code can to some extent tailaies that are required by the applicable law
the content of the code to suit its specifiof a foreign country. Sections 6A(4) and
information handling acts and practiceB(4). Section 13D reinforces or duplicates
However, the overriding requirement thathe effect of these sections by providing
an approved privacy code incorporate oblthat these acts or practices are not “inter-
gations that, overall, are at least the equiveerences with privacy.” The private sector
lent of the obligations set out in the NPPsegime affects overseas acts and practices
requires organisations to consider carefullyf organisations with a “link” to Australia
the precise form of any modifications inand which relate to personal information
corporated in the code. It is, of course, posbout Australian citizens or persons whose
sible that some industry or professional asontinued presence in Australia is not sub-
sociations will wish to develop NPPs thaject to any time limit imposed by law. Sec-
provide for more onerous obligations thation 5B sets out the circumstances in which
those of the NPPs. a link is established for the purposes of the
extra-territorial operation of the private
C. Breach of Approved Privacy Code sector regime.

The trigger for the remedial and protec- Sections 13A(2) and 13E of the act

ive mechanisms provided under the prinake clear that

; ; - .. ® |tis irrelevant to determining whether
vate sector regime is an interference with . 9 =
the privacy of an individual. an act or practice of an organisation is an

An act or practice of an organisation i nterference with privacy that the organi-

: . . Sation is also a credit reporting agency,
an "interference with the privacy of an in credit provider or file number recipient. In

other words, an act or practice of an
T o . ._Qrganisation m n interference with
8. The Revised EM cites the example of medlceﬂ ganisatio ay be a terference wit

professionals who may wish to give effect to longPfivacy both for the purposes of the Pri-
standing obligations of client-doctor confidentiality. vacy Act regime and for the purposes of
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the regime established by the Private Secemplaints-handling process. Approved
tor Act if the organisation is a credit reportprivacy codes will themselves require that
ing agency, credit provider, or file numbemdividuals must first have attempted, with-
recipient? and out success, to resolve their complaints di-
® The exceptions from the scope of actectly with the organisation before they
and practices which are “interferences witwill be entitled to have their complaints in-
privacy” provided in relation to relatedvestigated by a code adjudicator.
bodies corporate, changes in partnerships,Code adjudicators must refer all com-
and overseas acts in compliance with foplaints about acts and practices by con-
eign laws do not affect obligations applitracted service providers for common-
cable to credit reporting agencies, credivealth contracts to the Privacy Com-

providers or file number recipients. missioner for investigation, regardless of
any provision in the approved privacy code
D. Complaints and Investigations which purports to give it power to deal

An act or practice which an individualwlth the matter. Presumably, a code that

. . : cluded such a provision would not be ap-
believes to be an interference with their'?roved by the commissioner.

privacy may form the basis of a complaint Section 36 of the act provides for a rep-

Some complalnts_ by individuals may pe f."resentative complaint to be made to the
nally resolved directly between the indi- o P

: T commissioner by an individual where an
vidual and the organisation concerned. Thect or practice mav interfere with the pri-
private sector regime positively encourag p y b

this approach, which means that many pr__a(;:_y_gf tv;/o orkr_nore r;])ersons, I'n.(:lftjdllrt]g the
vacy complaints are dealt with without rendividual making the compiaint. It re-
ains to be seen whether self-regulatory

;(r)(;'f:(;tgsany formal complaints resolutio privacy codes submitted for approval to

the commissioner will seek or will be re-
guired to accommodate representative
complaints.

If individuals cannot resolve their com- Part V of the Privacy Act, as amended
plaint directly with the organisation, theyby the Private Sector Act, contains detailed
can attempt to resolve the complainprovisions concerning the procedural obli-
through a complaints resolution process egations and powers of the Privacy Com-
tablished under an approved privacy coduissioner with regard to the investigation
(if any) or by referring their complaint toof complaints, as well as acts and practices
the Privacy Commissioner for investigagenerally. These powers extend to requir-
tion. ing the production of documents and to ex-

If the organisation is bound by an apamining withesses on oath.
proved privacy code with a procedure for
an adjudicator, the individual must first 2. When Commissioner Must
pursue that procedure, unless the approved Investigate
privacy code itself provides that the Pri-

I . S The threshold requirements before the

vacy Commissioner is to be the adjudicas . . . .
tor the commissioner is not empowjered ";brlvacy Commissioner must investigate an
' gct or practice are (1) a complaint must

1. Complaint Resolution Process

investigate a complaint in the first instanc P
if the individual has not complained to th ave been made by an individual about an

organisation concerned, unless the com-
missioner decides it was not appropriate . _

. .~ 9. Section 6(7) also makes clear that a complaint
for a complaint to be made to the organtpat an act or practice breaches an NPP may also be

sation. a complaint that the same act or practice is a credit
Apparently this provision applies regardreporting infringement or a complaint in relation to

L . handling of TFEN information. An organisation ac-
less of whether the organisation is bou rdingly might be the subject of more than one ad-

by an approved privacy code including aerse findingSeeRevised EM, Iltems 57-59.
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act or practice, and (2) the commissionatealt with the application, provided an
must have decided that the act or practi@edividual’'s interests will not be prejudiced
may be an interference with the privacy dby the deferral.
an individual.
6. “Guiding Principle”
3. When Commissioner May

Investigate Section 29(a) of the act requires that the

commissioner must have due regard in per-
The commissioner also has the discréerming functions and exercising powers
tion to investigate an act or practice on hior the protection of important human
own initiative without a complaint havingrights and social interests that compete
been made if he thinks it is desirablewith privacy, including the general desir-
There are reporting requirements when ttebility of a free flow of information
commissioner investigates in the abseng¢trough the media and otherwise) and the
of a complaint. In certain circumstanceggecognition of the right of government and
for example, if the commissioner forms théusiness to achieve their objectives in an
view that a complaint can and could befficient way.”
dealt with more appropriately by the Hu- Section 18BB(3)(c) of the act requires
man Rights and Equal Opportunity Comthat a complaints resolution process under
mission, the commissioner may transfer then approved privacy code also must oblige
complaint. In other circumstances, thée code adjudicator to have regard to the
commissioner must cease or discontinue game matters.
part an investigation and refer the matter to
the Commissioner of Police or Director oE. Determinations
Public Prosecutions. 1. The Determination
4. Terminating Investigations Following the completion of an investi-

ation of a complaint by either the Privacy

The commissioner may decide not to ingc . -
Y ommissioner or a code adjudicator, a de-

vestigate or not to investigate further if t.h ermination will be made. Section 18BB of
commissioners decides the acts or practic, se act provides that a complaints handlin
(1) are not interferences with privacy; o P P g

(2) the complaints are frivolous vexatiou%rgg,:a ?:an;grde[)vsgrsagﬁr?ﬁ:io%révggyugi% ?:
or lacking in substance; or (3) the com: P J

plaints are being adequately dealt with r?g)rre V,\[/;;[Q gzsrf])gcggothdoe;grTg;]?g?rgsd V(\;?llct?]e
alternative remedies provided under Coifc-ommissioner and set out the means by

el St o eTion 2 o () Mynich, under he approved pracy coce.
P ij?e organisation is bound to comply with

organisation or the organisation has not y at determination.

: ’ .~ The determination includes a statement
had an adequate opportunity to deal with o . )
the complaint. of the findings of fact on which the deter

mination is based, which is important in
any subsequent review of the determina-
tion. A determination results in either a dis-

Section 72 of the act provides for applimissal or a finding that the complaint is
cations to be made by organisations for deubstantiated. When a complaint is found
termination as to whether particular acts do be substantiated, declarations can be
practices breach the NPPs or an approvathde that remedial steps should be taken,
privacy code. If such an application hamcluding payment of compensation for
been made, the commissioner may defer &oss or damage, extending to injury to the
investigation in relation to the particulacomplainant’s feelings or humiliation suf-
act or practice until the commissioner haered by the complainant. Section 52.

has been dealt with adequately by

5. Public Interest Determinations
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2. Review of Determination 1. Subject to Act?

A person aggrieved by a determination A lawyer practising as a sole practitioner
of a code adjudicator, except where themay be subject to regulation under the act
code adjudicator is the commissioner, mags an organisation in relation to the con-
apply to the commissioner to review theluct of his or her business activities as a
determination. Section 18Bl. The reviewawyer, which would include acting for cli-
includes any finding, declaration, order oents in the course of litigation. It is likely
direction included in the code adjudicator’hat many sole practitioners will fall within
determination. A determination by théhe small business exception and for that
commissioner is a judicially reviewable dereason may not be regulated under the act.
cision. Partnerships, particularly the larger law

Approved privacy codes must includdirms, will generally not come within the
reporting requirements in accordance witdmall business exception.

Section 18BB(3)(h)-(l) of the act, which

complement the supervisory function and 2. Conduct of Litigation

powers conferred on the commissioner the nrocess of litigation invariably in-
with respect to approved privacy code§;ges aspects of collection, use, storage
These powers extend to a review of oulq gisclosure of personal information.
comes of complaints dealt with by code adypjje the act contains a number of specific
judicators appointed under approved prisyemptions in relation to, for example, in-

vacy codes. formation required by law or information
related to legal proceedings, it does not
F. Enforcement contain any sort of general exemption for

No penalty attaches directly to a failur®€OPle or organizations—such as law firms
to comply with a determination by a cod@nd their clients—who may be acting in or
adjudicator or the commissioner, which i§therwise engaged in the course of litiga-
not binding or conclusive on the parties. O _

a determination is not complied with by an !N effect, this means that lawyers and
organisation, the individual concerned, thE'€ir clients who may be engaged in the
commissioner or the relevant code adjudRréparation, investigation or conduct of le-
cator may apply to the Federal Court or th@al proceeding in Australia, including any

Federal Magistrates Court for enforceme€rsOns engaged by lawyers or their
of the determination. clients, such as process servers or private

The court is required to deal with thdnvestigators, are subject to the general re-

matter by way of hearing de novo, anguirements of the act, subject to any appli-
when conducting such a hearing, to ha\f?‘blrga except!onls, |?fclud|n]9 tﬂe NPPs.
due regard to the “guiding principle” noted 1N€ Practical efect of these require-
above. The court may receive in evidendBents in the particular context of Iltlga}tlon
copies of the commissioner's or cod emains somewhat unclear. The Privacy
adjudicator's reasons, documents that wefg?mmissioner has not released any guide-
before the commissioner or code adjudicdl'€S ©OF information sheets on the subject.

tor, and records of appearances before t gvxi/ever, ﬁrrletﬁori?];nlrsirsrzonte'r IS confld?rfmg
commissioner or code adjudicator. € ISSue. € Interim, 1t 1S important Tor

lawyers to be aware that a potentially vast

array of personal information collected in
KEY ISSUES the course of preparing or conducting liti-

A. Legal Profession gation now needs to be managed in accor-

. dance with the requirements of the act.
The act has some potentially far-reach- The act, or more precisely the NPPs,

ing imp_lications for the legal profession incontain a number of specific exceptions
Australia. relevant to the conduct of litigation. For
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example, an organisation can legitimatelguthorised by law (NPP 6.1(h)). Similarly,
refuse an individual access to personal ithe assertion of the duty of confidentiality
formation the organisation holds aboutwed by a lawyer to his client also should
them, as set out in NPP 6(1) where the ive sufficient to deny access on the same
formation relates to existing or anticipatetasis.

legal proceedings between the organisation

and the individual, and the information b. Use of Private Investigators

would not be accessible by the process of
discovery (NPP 6.1(e)); and (2) where dg,—o
nying access is required or authorised Ry

law (NPP 6.1(h)). from insurance claims—to retain the ser-

Slmlllarly tr?.gf? IS an ixceptlllon 10 €ices of a private investigator to assist in
general prohibition on the collection ohne rjiection of background information
sensitive information (NPP 10.1) where thg 4 avidence. However, to the extent that
. def t a legal r}:iny of the information collected is personal
ment, exercise or defence of a legal Qhsormation, this will give rise to a number
equitable (_:Ialml. There 'Sh no correspondings gpecific obligations under NPP 1. It is
exception in relation to the requirements qfo, hecessary to ensure that the only per-
NPP 1.3 (or, where applicable, NPP 1.5) &,n3] information collected is that neces-
ensure that |nd|V|duals have been madg,ry for the purpose of the litigation (NPP
aware of certain matters where personal if-1) |t is also necessary to ensure that the

formation is collected about them. Howinformation is not collected in an unreason-
ever, the obligation under NPP 1.3 is Qply intrusive way (NPP 1.2).

take reasonable steps to make an individualgne of the difficult issues is the extent to

aware of the required matters at or befoignich a private investigator is obliged to
the time of collection or, if that is not pracyake reasonable steps to ensure that the in-
ticable, as soon as practicable after collegyigual about whom the information is be-
tion. _Wha_t is practicable will depend on th%g collected is aware of, amongst other
specific circumstances of each case. It Ma)ings, the identity of the private investiga-
be that in some situations it will not begy collecting the information, the fact that
practicable to make a disclosure until wepney can access the information, and the
after the time the personal information wagurpose for which the information is being
collected or it may be that in certain Cirggllected, in accordance with NPP 1.3.
cumstances it is not practicable to make aThe key question appears to be whether
disclosure at all. _ it is impracticable in these circumstances
Key issues for lawyers involved in thefor the private investigator to make an NPP
conduct of Iltlgatlon in Australia include 1.3 disclosure at or before the time of col-

It is reasonably common for lawyers in-
Ived in the preparation of certain types
litigation—for example, that arising

the following. lection and when it will be practicable to
_ o make the disclosure after the collection.
a. Client Legal Privilege Given that any disclosure prior to or during

As a general rule, once privilege is lo
it cannot be re-stated. Accordingly, one
the issues for lawyers that may arise und
the act is the question of access to perso
information that is or may be the subject

s ollection of information will in all likeli-
(ﬁood frustrate the activities of the private
vestigator, it may be possible to argue
t it is not practicable to make a disclo-
ure at or before the time of collection.

a claim for privilege. There is no specific hen it will be practicable to make a dis-

provision in the act for denying access oﬁlosure after collection will depend on the

the basis of a claim for client legal privi—Spec'fIC circumstances of each case.

lege. However, client legal privilege . : .
should provide a reasonable basis for a@—' Retail Banks and Credit Providers

serting that a denial of access is required orFor credit reporters and credit providers
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subject to regulation under Part IlIA of theC. Health Industry

act, the broad philosophy underlying the :
private sector regime is not unfamiliar: cer As stated above, the act creates a special

tain information must be handled only in g:éengs?gvgfiﬁgf%giliolr?f?rrgggo?{ tei\r/nggd
prescribed manner. ' 9

Credit reporting agencies and credit pr(%reater protection to sensitive information

viders remain subject to Part IlIA of th eycfe%c";%cftrrg%:g]:jltsbon ??VV;,['; Isse?c(:)':;)r
act. Moreover, the obligations of credﬁq y P

: , rganisations. Health information is a form
providers apart from the requirements At sensitive information.

the act will continue to apply. For example; - p - —
in a particular case, a bank may not be pro_The act defines “health information’s:

hibited by the NPPs from disclosing per- (a) information or opinion about:

sonal information, but the bank’s duty of (i) the health or a disability (at any
confidentiality at common law may still time) of an IDdIYIquaI;,Or '
prevent the disclosure of the information. (i) an individual's expressed wishes

about the future provision of health services

However, the private sector regime im- . _
to him or her; or

pacts not juston a specific_ category of in- (iii) the health service provided, or to
form_atlon handled by credit reporters and . provided, to an individual:
credit providers, but on all aspects of per- {hat is also personal information: or
sonal information handling. A vast array of () other personal information collected
personal information needs to be managedto provide, or in providing, a health service;
in accordance with the private sector or
regime’s requirements, and this will impact  (c) other personal information about an
both front and back-end operations of individual collected in connection with the
credit providers. donation, or intended donation, by the indi-
Key issues for retail banks and other vidual of his or her body parts, organs or
credit providers arising from the private Pody substances.
sector regime include: It should be noted that sub-paragraph (b)
e the impact of dual sanctions for pracef this definition means that some types of
tices which are affected both by the credgersonal information to be categorised as
reporting regime under Part IlIA and th&ensitive information if collected inciden-
private sector regime; tally to the provision of a health service—
e the interaction of the NPPs and anyhat is, the collection occurs “in providing”
applicable codes of conduct, such as tkehealth service.” However, it is important
Code of Banking Practice, which includealso to note the general provision under
specific privacy requirements; Section 16B that the act applies only to the
® protocols for cross-selling productsollection of personal information if the in-
and the implications of the related bodyormation is collected for inclusion in a
corporate exemption across corporat@cord or a generally available publication
groups; and only to personal information collected
e relationships with authorised repreby the organisation which is held in a
sentatives, franchisees and contractors witBcord.
whom personal information is exchanged; The act defines “health service” as:
® account systems implications and the
capacity for systems to accommodate aPindividual that is intended or claimed (ex-

]I?mp”?te SteCl]flmy mea_stl_Jres_ f;)r perts_ona;l In'pressly or other'wisga) by the individual or the
ormation, to flag sensitive information for herson performing it:

(a) an activity performed in relation to an

special protection and retrieve information (i) to assess, record or maintain or im-
for access and correction purposes; and  prove the individual's health; or
e the implications of mergers and ac- (i) to diagnose the individual’s illness

quisitions requiring combination of dis- or disability; or
crete sets of personal information. (ii) to treat the individual's illness or
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disability or suspected illness or disabilityinformation within treating teams which do

or not impede efficiency.
(b) the dispensing on prescription of a

drug_ or medicine or preparation by a pharp Superannuation, Insurance and

macist. Funds Management

In addition to the special protection at-
taching to health information as “sensitiv%

information,” the NPPs also deal specifip 4 4 yast amount of personal information
cally with health information in the contextas 5 fynction of their business. Technologi-
of its use and disclosure for research andré?l advances have given businesses the ca-

Financial services providers, such as
anks, insurers and superannuation funds,

the course of treatment of individuals, an ability to break down this customer infor-

ation into its components and then

they include a number of measures ir;
tended to balance the restrictions set out 8.0 mpine the information for other pur-
0ses. An example of this is information

the NPPs with the necessity for health se
ovided to a bank in relation to a loan

vices and research in relation to health
beKcon(_mcted.f the health industry in re2PPlication, such as age, address, marital
€y ISSUES Tor € health INdustry in 1é; g family status, which could be recom-
piled to propose new loans, investments,

lation to the private sector regime include:
® the scope of the definition of “healthyite 5\ general insurance and superannua-
on products.

service”; how far does it extend beyon
medical practitioners and pharmacists?

e the impact of dual or multiple regula-
tory regimes affecting health service pro-
viders; Superannuation trustees have limited

e the effectiveness of existing practiceprivacy duties in respect of the personal in-
for procuring client/customer/patient conformation of the members of the superan-
sents; nuation fund outside of the act. Trustees

e the adequacy of any existing proceare in a fiduciary relationship with the
dures guiding decisions about collectiomembers of the fund and are subject to the
where there is a serious threat to life assual fiduciary duties, including to act in
health of individuals (or other exceptionathe best interests of members. If a trustee
circumstances); breaches the privacy of a member of the

e research guidelines and the circunfund to the member’'s damage, or the
stances in which non-identifiable informatrustee uses the breach to obtain a benefit,
tion only should be collected; the trustee could be liable for a breach of

e limitations on direct marketing spe-fiduciary duty.
cifically applicable to sensitive informa- In addition to fiduciary duties, superan-
tion, and the potential segmenting of dataruation trustees are subject to detailed dis-
bases of personal information this maglosure and reporting rules under the Su-
require; perannuation Industry (Supervision) Act

e the implications of access require1993, which supplements the general law
ments under the private sector regime faights of beneficiaries in relation to infor-
previous limitations on rights of patient acmation held by trustees. Superannuation
cess to medical recordsand trusts also are subject to the tax file number

e procedures for exchange of persongirivacy principles contained in the Privacy

Act, which place restrictions on the collec-
tion, use and storage of tax file numbers by

10. SeeBreen v. Williams (1996) 186 C.L.R. 71.the superannuation industry.

State and territory legislation also impacts on this Moreover, trustees could be liable for a

issue, for example, Section 120A of the Ment i is-
Health Act 1986 (Vic), Health Records (Privacy anag)reaCh of confidence where they have dis

Access) Act 1997 (ACT), and the Health Records!0Sed personal information of members to
Act 2001 (Vic). third parties. The requirements to establish

1. Superannuation
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a breach of the equitable duty of confibecause they typically are involved in the
dence are: (1) The information must be of @ollection of significant amounts of health
confidential nature. (2) There must be a réaformation, which falls within the defini-
lationship of confidence. (3) There must b#on of sensitive information.

an unauthorised use or disclosure of the in-The general insurance industry has
formation to the detriment of the persomecognised for some time the importance of
who provided the information. As a resultprivacy principles. It is the first group to
the superannuation industry already hdthve a privacy code approved by the Pri-
some experience in dealing with privacy isvacy Commissioner under the act—the
sues prior to the commencement of the Pseneral Insurance Privacy Code, approved
vate Sector Act. 17 April 2002.

Many of the issues impacting on retail Key issues for life and health insurers in
credit providers also affect superannuatioi¢lation to the private sector regime in-
entities. Other key issues include: clude:

e reviewing relationships with employ- ® the interaction of customer’s duties to
ers which disclose information to entitieglisclose with requirements for consent un-
where employers may be subject to the eréler the private sector regime where sensi-
ployee records exemption; tive information is collected;

e consideration of procedures to control ® the specific limitations on the “rea-
communications by trustees with spous&®9nable expectation” qualification (NPP 2)
or former spouses of members; and where sensitive information is used for a

e controlling disclosures of personal insecondary purpose (when will the second-
formation to and collection of personal in@ry purpose be “directly related” to the pri-
formation from advise acting in connectiofinary _purpose?);
with the operation of a superannuation ® (in the future) the possible impact of

fund. the scope of regulation of sensitive genetic
information. This is a controversial issue
2. Insurance that will be subject to a review by the Aus-

_ ~_ tralian Law Reform Commission and the

Contracts between insurers and individyaystralian Health Ethics Committee. For
als are contracts of utmost good faith. Thigiis reason, genetic information was not
means that the insured individual has @ealt with in the act, as the government
duty to disclose to an insurer, before thgreferred to wait for the publication of the

contract is entered into, every mattefecommendations of this inquity.
known to the insured, or that a reasonable

person in the circumstances could be ex-3, Funds Management
pected to know, relevant to the insurer's

decision whether to accept the insurance ~S With superannuation trustees, the re-

risk, and if so, on what terms. This obligaltionship between funds managers and

tion is reinforced by the Insurance contheir members gives rise to fiduciary duties

tracts Act 1984. on the part of_the responsible entity of the
One result of these obligations is that ifUNd- The duties are supplemented by the

surance companies are privy to vast———

amounts of personal information about in- 11. The Australian Compensation and Consumer
Commission has granted authorisation to a proposed

dividuals, and in many cases, particularlyyreement by life insurers that they will not initiate
in the life insurance and health insuranc®@ induce applicants for life insurance to undergo

areas, this information is of a highly sens@enetic testing for a period of two years. This agree-
ment does not deal expressly with the use of existing

tive nature and which the individual ingenetic information ACCC Authorises Life Insur-
sured would not wish to be disclosed tance Bar on Genetic Testitigelease by ACCC, 22

; ; ; lovember 2000, available at www.accc.gov.au/docs/
other parties. The impact of the private Se!z';1|30200_a30201.pdf. A press release is available at

tor regime is felt more acutely by life in-http://www.acce.gov.aullfs-search.htm, then enter
surance and health insurance companiksy words “genetic,tsting.”
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Corporations Law, and in particular Secpracticable to make that disclosure;
tion 601C(1)(c), which requires respon- e the scope of the obligations of organi-
sible entities to act in the best interests shtions collecting data from market re-
members, and Section 601FC(1)(e), whickearchers and call centres to satisfy them-
prohibits responsible entities from makingelves that disclosures have been made for
use of information acquired through beinghe purposes of NPP 1.5 (what are “reason-
a responsible entity in order to gain an imable steps™?); and
proper advantage for itself or another per- ® the responsibilities of organisations
son or to cause detriment to the memberghich outsource some marketing and call
of the scheme. centre functions to overseas agencies,
Key issues for funds managers include:given the provisions of NPP 9, which af-
e identifying means of regulating rela-fect transborder data flows.
tionships with intermediaries who deal di-
rectly with investors; 2. Direct and Telemarketing
e assessing the implications of transi-

tions to fund structure, roll-overs, and acdirect marketing of products to consumers

quisitions of relevant entities; and has been specifically dealt with in the Act

e defining access and correction obliga- . . .
tions with respect to personal informatioa?ﬁmder NPP 2.1(c), which requires organisa

. . ions to consider:
and thg scope of exemptions prov!ded fér e amendments to written direct market-
evaluative information generated in con- o .

: : . o ng communications to ensure appropriate
nection with a commercially sensitive deci- : d details:
sion making process. opt-out notice and contact details;

® processes to honour opt-out requests
of recipients of direct marketing communi-
cations;

1. General e the impact of the related body corpo-
Personal information is central to man jate exemption on direct marketing prac-

marketing activities, whether it is used fo Icss;development and maintenance of pro-
fér;pfefgﬁ;ﬁggrgi’saiigés, %Loszgjggrsco%ﬁdures for excluding collection of sensi-
L . Ive information from material collected in
more complex activities, such as analysmlghe course of direct marketing; and
customers’ spending and leisure habits In" investigating the poten"[ial for call

order more successfully to tailor prOdUCtéentre contacts with individuals and point

to the core market of a business. .
Key issues for marketing activities Ofgir?iilg gg;@:ﬂg provide the means of ob-
organisations include considering: The privacy principles contained in the

m;rlfgtererzrs]gg?cshbgr V;?\Iig;ti%ar:”s %%r:;[]rels \?v? ustralian Direct Marketing Association
g Py ode of Practice are based on the NPPs.

disclosure requirements at the point of col: o :
lection, and the extent of their obligationzhe association also has an independent

The use of personal information for the

E. Marketing Activities

to disclose the identity of organisations t od_e aut hority t% deal vr\:l_thha_an co_mg_lalntsd
whom they disclose the results of their rgrgainst its members, which it has indicate

. it will seek to have approved as a code ad-
2?aar1(r:1ihsaatlir;orl1sttieaﬁrepc(;;?a'for which thosjédicator under the act. The association
% compliance issues \’Nhere standar Isp offers a service_,\ know_n as the “Do Not
form scripts are used for the purpose ﬁ\an/ Do Not Call” file, which apparently_
making disclosures and obtaining consent(’)Ieans the databases of member organisa-
e whether it is “practicable” to discloseﬁon.S of the names of consumers who h_ave
purposes of use before collection of perr_eglstered not to receive direct marketing

sonal information, and, if not, when it isoffers by mail or telephone.
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3. E-commerce and Online with the Privacy Commissioner’s NPPs. It

One of the most commonly quoted imalso contains additional obligations in rela-

pediments to achieving the full potential ofon to the protection of a user's personal

: ; : : nformation. The IlA is currently in the
online services, and in particular the full rocess of finalising a privacy code and

development of electronl_c commerce, I%ill then seek to have that code approved
the lack of consumer confidence in the Py the Privacy Commissioner. Its code re-
vacy and integrity of communlcatlonﬁies on a seal program, which will, accord-

online. . X
Personal information about consumers%g to the IIA, be the first government-

of utmost importance for the business mo acked, industry-developed privacy seal in

. . . e world.
els of many online companies operating o . :
. Key issues affecting e-commerce and
the Internet. The use of such personal in- y 9

N . online services include:
formation is seen to be vital for the market-" limits of the definition of personal in-

i?]g of _{nqny prfodhucts onlige, as Weu as fOl‘rormation' e-mail addresses, web bugs and
the tailoring of those products to the spe: /.~ " ’ .
s o cookies®® and the consequences of their
cific pr_eferences of |nd|V|o!uaI CONSUMETS ombination with other soﬂrces of informa-
Advertisers on the worldwide web, and I on in databases or back up systems:

particular those utilising click-through ban-""J the potential for implementation of a

ners and pop-ups, rely on personal infor-. . . .
pop-up y P ivate sector compliance regime to assist

> : - pr
mation collected by websites to customi . : . .
their marketing, placing pressure 0}? curbing online fraud and identity theft

. romoting more rigorous identification
websites to enable them to collect person ¥ogesses a?\d accesgcontroIS'
information collected when customers ac- “ 0y :

e apparently “anonymous” transactions

cess their advertisements. Information as 9.\ nich an individual’s identity is in fact
the browsing habits and spending Patterig orded (this will be an acute issue for

ggtﬁor(;?flljirr?:angngmellinzlsgrgIZn\i/:g:i?)alse fl?%rganisations unfamiliar with their system
' functions and capability);

fact, for many online companies their cus-"§ the challenge of accommodating func-

tomer database is one of their most valy- e . .
able assets. Yonal and stylistic requirements in the

An e-privacy report in 2000, which canourse of developing privacy compliant

vassed 100 of the top websites visited bgggsfl(';erzsot\)/\tlgif:]izra\ldeccg:]e;tgngotlces and provi-

Australians, found that 72 percent of the™J hypertext Ii%ks v adequacy as a

sites collected personal information fro . N ,

consumers Whopvisited the site, while oanTPnean§ of displaying d's‘i'F’SF”e,, material

28 percent of those sites told users that sp gdlglsrﬁlear\:?ers, and the *timing” of their

cific personal information was being col- ploy '

lected. The survey found that 43 percent of

the sites that collected personal informa-

tion did so without users actively providing

it.! This raises the thorny question of the 15 andersen Legal/Arthur Andersemternet

adequacy of “consents” obtained usingrivacy Survey 2000—A Survey of the Privacy Prac-
ick- i i jges of Australia’s Most Popular Websit@§ Octo-

;:filg'l(rtrll’]azour?c?[ gté)ecejzteesl Oggfrzlxeh?fgl?%ger 2000, available through Google at http://

. y q y g .google.com/search?q=cache:Vy5km9 qJv28C:

attention of users. www.iia.net.au/aasurvey.PDF+internet+privacy+

One potential source of an app|icab|?urvey+2000&hI:en&|e:UTF-8. A press release

. . ; m the Internet Industry Association is available at
code for online businesses is the Inte"nfﬂ'!?gp://www.iia.net.au/nevals/aasurvey.html.

Industry Association (IlA) Internet Indus- 13. Issues arising from the use of cookies are dis-
try Code of Practice. Section 8 of tha%ussed in some detail in Sections 2.33-2.57 of

- “ ) ookie Monsters? Privacy in the Information Soci-
COde_' entitled _COII_eCt'On and Use of U_Se ty, a report by the Senate Select Committee on In-
Details,” commits signatories to complyingormation Technologies, November 2000.
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e the form and role of security statetablished global standards for online secu-
ments and privacy policies and the privatety;
sector regime’s “opt-in” provision as com- e procedures for controlling offline han-
pliance mechanisms and a means dfing of personal information obtained by
“credentialing” an organisation; organisations through their online services;

e the extent to which non-governmental e the viability of an online or partly
organisations which provide privacy acenline complaints resolution process;
creditation services (for example, TRUSTe e determining the location of an organi-
or the BBBOnline Privacy Program run bysation for the purposes of determining
the Council of Better Business Bureausyhether NPP 9 requirements with regard to
will benefit from the implementation of thetransborder data flows are attracted; and
private sector regime; e the outcome of the pending review of

e the significance of the “technology-the private sector regime by the European
neutral” approach of the private sector rdJnion, and the consequences for online
gime in light of the absence of firmly esbusiness of an unfavourable finding.
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existing condition coverage exclusions an

d

(2) barred discrimination by health plans in

a variety of areas. mulgation of national standards;

A. Privacy Rule ® give patients more control over and

' access to their medical information;

More important for defense counsel, ® protect individually identifiable health
Title Il of HIPAA, denominated “Adminis- information from real or potential threats
trative Simplification,” required Congressof disclosure through the setting and en-
to pass privacy, security and electronitorcing of standards; and
health care transaction standards to regu-® improve efficiency in health care de-
late the use of health information transmitivery by standardizing electronic data in-
ted electronically, which, by regulationterchange (EDI).
now has been expanded to encompassTitle Il stated that if by December 1999,
health information in any form or medium.Congress failed to pass meaningful health

In a nutshell, the HIPAA standardsprivacy legislation, with the input of the
when fully implemented, are expected t&J.S. Department of Health and Human
and will: Services (HHS), then HHS was required to

e simplify the administration of healthassume the responsibility. HHS’s recom-
insurance claims and the costs associatewndations regarding federal privacy legis-
with those claims by encouraging the prdation were submitted to Congress in 1997,
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but Congress ultimately failed to act. As avith annual receipts of $5 million or less.
result, HHS published the Standards for

Privacy of Individually Identifiable Health B. Transactions and Code Sets Rule
Information, known as the Privacy Rule, in 1he Privacy Rule represents only one
December 2000, . _portion of HIPAA Administrative Simplifi-
_In March 2002, after receiving, revieW—ation |n fact, well before the Privacy
ing and responding to more than 60,008ie was finalized, HIPAA-covered enti-
public comments on the rule, HHS issuefls and their business associates already
proposed modifications. These chang§gare implementing the Standards for
were intended to alleviate problems Witk |actronic Transactions. known as the
the original “final” rule that unintentionally 1 5nsactions and Code S’ets Rule, as com-
impeded patient access to health cargiance with that rule originally was re-
while still maintaining the requirements fo quired on or before October 16, 2002, ex-
the privacy of individually identifiable cont for small health plans. In response to
health information. Primarily, the changegequests from many sectors of the health
included: (1) eliminating the patient “Conare industry, Congress passed the Admin-
sent” requirement, (2) modifying the defijgyraiive Simplification Compliance Act
nition of “marketing,” (3) providing allow- (Asca), which allows most covered enti-

ances for “incidental uses and disclosure ies to request a one-year extension until
of protected health information, and (4) algctober 16. 2003.

lowing additional time for compliance with s 15 Asca compliance plan or exten-
the cumbersome business associate Pro¥jan request was submitted on or before

sions. . October 15, 2002, it is assumed that the
_Finally, in mid-August 2002, after an advoyered entity is in compliance with the
ditional comment period, HHS issued it§ansactions and Code Sets Rule. HIPAA
final version of the Privacy Rule andgenalties for non-compliance can be as-
thereby finalized the groundbreaking andesseq against entities that are not transmit-
controversial federal privacy regulationsing HipaA standard transactions on Octo-
For all intents and purposes, the proposgfly 16, 2002, including possible exclusion
changes in the March 27, 2002, amengym Medicare

ment were adopted. Covered entities are

required to comply with the Privacy Rule’sc. security Rule

requirements on or before April 14, 2003, HIPAA Administrative Simolificati

with the exception that small health plans s 1 mg\ls ra’tlveR |ITptl)lca lon |
are given an additional year to comply@!SO calls Tor a Security Rule to be promul-
Small health plans, by statute, are thogated. One difficulty with compliance is

with fewer than 50 participants and/or plan§'at no final Security Rule had been issued
as of the fall of 2002. Under HIPAA, and

the proposed 1998 proposed Privacy Rule,

1. The Privacy Rule and its Comments are codj ; ; ;
fied at 45 C.F.R. Parts 160 and 164. The full text obfertam security measures are required to be

the regulations and guidance on HIPAA implementdplemented. Fortunately, all indications
tion are available at aspe.os.dhhs.gov/admnsimp/ aage that the final Security Rule will not be

www.hhs.gov/ocr/hipaaSee alsoRichard L. oi~nifi ;
Antognini, The Law of Unintended Consequencess.Ignlflcantly different from the proposed

HIPAA and Liability Insurers69 Der. Couns. J. rule, so covered entities and their business
296 (2002). associates can and should use the proposed

Federal and state statutes creating additional oblj- ; ; ; .
gations for the handling of records and other infobljl-'ule as a Qu'de fo.r complying with the Pri
mation pertaining to individually identifiable healthVacy Rule’s security mandates.

information, such as mental health information and

AIDS, drug and/or alcohol treatment informationD The Five Principles

are beyond the scope of this article. ’

2. The model compliance plan promulgated by There are five principles of fair informa-

the Center for Medicare and Medicaid Service . .
(CMS) is available at Www.cms.gov/hipaa/hipaazﬁOn practices that underlie all the HIPAA

ASCAForm.asp. rules.
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First is the principle of openness, or nosion, their business associates) are prohib-
tice, which has as its focus assuring thaed from using or disclosing protected
the existence and purposes of record-kedpealth information (PHI) unless they fol-
ing systems are publicly known. Secondpw the Privacy Rule and strictly adhere to
the principle of individual participation, orits requirements. 45 C.F.R. §164.502
access, states that individuals should hastates: “A covered entity may not use or
the right to see their records and assure tiisclose protected health information, ex-
accuracy, completeness and timelinessept as permitted or required by this sub-
Third, the security principle stands for th¢gpart or by subpart C of part 160 of this
proposition that there should be reasonabtéapter.”
safeguards in place for protecting the con- What does this mean? As a starting
fidentiality, integrity and availability of in- point, the Privacy Rule calls for the follow-
formation. The fourth principle is that ofing:
accountability, or enforcement, meaning ® It limits the ability of covered entities
that violations of the HIPAA rules shouldand their business associates to use or
result in reasonable penalties, and mitig&ansmit PHI without specific advance no-
tion should be permitted and encouragetification of the covered entity’'s privacy
Finally, with respect to fair informationpractices to the individual whose informa-
practices, there should be limits placed diPn is at issue, and, in certain circum-
collection, use and disclosure of informastances set out in the rule, the advance au-
tion (or choice). Information should be Co|1hor|zat|(_)n of the individual for a particular
lected only with the knowledge of the indiuse or disclosure. N _
vidual, it should be used only in ways that ® It grants covered entities a variety of
are relevant for the purposes for which it igxceptions from the advance authorization
being collected, and it should be disclose@duirement, as explained below.

only with consent/notice or authority. e It requires that, even when permitted
to disclose protected health information,
E. The Road Ahead covered entities make reasonable efforts to

S limit disclosure to the “minimum neces-
It is within this regulatory landscape thakary” to accomplish the intended purpose
the Privacy Rule was constructed. Complsf the use or disclosure. The rule sets out a

ance with the rule on or before April 14yariety of exceptions to the “minimum nec-
2003, will require covered entities angssary” standard.

those WhO adVise them to be |nt|mate|y fa- e |t a”OWS individuals to inspect, Copy

miliar with the basic terminology and re-and amend their protected health informa-
quirements of the rule and take the necegon, where specific criteria are satisfied,
sary steps to implement its requirementgnd it also grants individuals the right to
into their business practices. Covered enfiequest an accounting of unauthorized uses

ties would be wise to establish an inteand disclosures of their protected health in-
grated approach to HIPAA’'s Administraformation.

tive Simplification rules for transactions, e |t allows individuals to request re-

privacy and security, as such integratiostrictions on the uses or disclosures of pro-

and understanding is essential to successcted health information for which the
ful, cost-effective compliance initiatives.

PRIVACY RULE BASICS 3. These principles were discussed by William R.
Braithwaite, M.D., Ph.D., colloquially referred to as
A. What the Rule Does “Dr. HIPAA,” at the HIPAA Summit West in San

. . Francisco on March 14, 2002. Dr. Braithwaite was
The Privacy Rule is composed of twalirectly involved in the drafting of the Privacy Rule

ile working for the government. Now, as a private
regulatory subparts (45 C.F.R. Parts 16@nsultant with PriceWaterhouseCoopers, he advises

. G
and 164, and it is centered on one basﬁ%alth care entities and assists with HIPAA compli-
concept: covered entities (and by exterance.
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covered entity may otherwise possess thetary may prescribe by regulation.
right to use or disclose. The covered entity Under the Transactions and Codes Sets
does not have to agree to the restriction. Rule, standards have been established for
the covered entity agrees, then it mustl these transactions except for the first re-
document compliance with the restriction. port of injury and health claims attach-
ments. Standards for these two categories
B. Application of the Rule of HIPAA transactions are expected to be
roposed soon. As a result, it is necessary
Lo e or covered entities to consider relevant
entities,” which under 45 C.F.R. § 160.10%,,4jons of the Transactions and Code Sets

include: (1) health plans, (2) health carg ;o that may affect their implementation
clearinghouses and (3) health care provllgT the Privacy Rule’s requirements.

ers who transmit any health information in" . example, the following electronic
electronic form in connection with a ransaqivities would likely not be considered
action covered by HIPAAIt is worth not- L pAA “transactions” in and of them-

ing that health care providers who do nQlg|yes. Health care providers conducting
submit HIPAA transactions in standarqnese activities, and only these activities,

form become covered by this rule whep,,y \ell fall outside of the definition of

other entities, such as a billing service or@,\ered entity:”

hospital, transmit standard electronic trans- ¢ Sending a facsimile to another treat-
actions on their behalf. In addition, busi|~ng physician that contains PHI;

ness associates of covered entities who useg Sending an e-mail to another physi-

disclose or have access to protected heaftfy, asking a question about a patient;

information are indirectly affected by the o Saving a medical record to disk and

Privacy Rule’'s mandates. .. mailing it to another treating physician;
Necessarily, then, the next logical inynq

quiry is to determine what transactions are o Using the Internet to transmit required
considered HIPAA transactions for puripnformation to the government.

poses of deciding whether a health care The privacy Rule does not apply directly
provider is a covered entity. “Transactionspther than to “covered entities” identified
are the transmission of information beahove. The business associates of covered
tween two parties to carry out financial ogntities will necessarily, by contract, be ob-
administrative activities related to healtlﬁgated to comply with certain aspects of
care. 45 C.F.R. §160.103. the Privacy Rule, but covered entities are

The following types of information the only ones against which HIPAA penal-
transmissions are considered HIPAA trangres may be levied for violation of and/or

The Privacy Rule applies to all “covere

actions: non-compliance with the Privacy Rule.
® Health care claims or equivalent en- The entities to which the Privacy Rule
counter information; does not apply are: (1) non-covered entities
® Health care payment and remittancand (2) health care providers who do not
advice; electronically submit HIPAA transactions.
e Coordination of benefits; For example, some solo practitioners and
® Health care claim status; some small health plans that do not submit
e Enrollment and disenroliment in aclaims electronically and have obtained
health plan; waivers for submitting Medicare claims in
e Eligibility for a health plan; paper format arguably would not be con-
® Health plan premium payments; sidered “covered entities.”

e Referral certification and authoriza- The determination of “covered entity”
tion; should be made on a case-by-case basis.
® First report of injury; For instance, the final Security Rule, when
® Health claims attachments; and issued, may well apply to health care pro-

e Other transactions that the HHS Seecdders not now considered “covered enti-
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ties” under the Privacy Rule. The servicesther than persons providing such treat-
provided by health care providers shoulthent, except that such records can be per-
be analyzed carefully to ensure that othepnally reviewed by a physician or other

requirements and laws (such as “morappropriate professional of the student’s

stringent” state laws) do not bring non-covehoice”; and

ered entities within the Privacy Rule. e Employment records held by a cov-
ered entity in its role as employer.
C. What Is PHI? To comprehend fully what information

is covered as PHI, it is necessary to under-

The Privacy Rule protects “protecteqiang what types of information the Pri-
health information” (PHI) from unautho-acy Ryle considers IIHI. By definition in

rized uses or disclosures, and it is defingfs ¢ F R § 164.501, “individually identifi-

as “individually identifiable health infor- ap|a health information” is information that
mation” (IIHI) that is (1) transmitted by js 5 subset of health information, including

electronic media, (2) maintained in anyemographic information collected from an
medium described in the definition of elecrndividual, that is (1) created or received

tronic media(the Transactions and Cod&y 5 health care provider, health plan, em-
Sets Rule], or (3) transmitted or maintainefioyer or health care clearinghouse; and (2)
in any other form or medium. relates to the past, present or future physi-
According to 45 C.F.R. §162.103,c3] or mental health or condition of an indi-
“electronic media” means the mode Ofjqual: the provision of health care to an
electronic transmission. It includes thehgividual: or the past, present or future
Internet (wide open), Extranet (usingayment for the provision of health care to
Internet technology to link a business withn’individual; and that identifies the indi-
information only accessible to coIIaboratviduak or with respect to which there is a
ing parties), leased lines, dial-up lines, prieasonable basis to believe the information
vate networks, and those transmissions th&in be used to identify the individual.
are physically moved from one location to |n addition, 45 C.F.R. § 160.103 pro-
another using magnetic tape, disk or conjides that “health informationtneans any
pact disk media. information, whether oral or recorded in
This definition of PHI clearly subjectsany form or medium, that (1) is created or
most individually identifiable health infor- received by a health care provider, health
mation to its requirements, whether the irplan, public health authority, employer, life
formation is in electronic, paper or orajnsurer, school or university or health care
form. Ho_wever, PHI specificallgxcludes clearinghouse; and (2) relates to the past,
any IIHI in: present or future physical or mental health
® Education records covered by ther condition of an individual; the provision
Family Educational Right and Privacy Acbf health care to an individual; or the past,
(FERPA); present, or future payment for the provi-
® Records described at 20 U.S.Gsion of health care to an individual.
§ 1232g(a)(4)(B)(iv) as “records on a stu- Once the analysis as to whether a health
dent who is eighteen years of age or oldatare entity is, in fact, a covered entity has
or is attending an institution of postsecorbeen conducted and the determination as to
dary education, which are made or mairwhether the covered entity uses or dis-
tained by a physician, psychiatrist, psyeloses PHI has been made, a covered entity
chologist, or other recognized professionglan move forward into an analysis of the
or paraprofessional acting in his profeszore elements of the Privacy Rule.
sional or paraprofessional capacity, or as- Careful planning and Privacy Rule
sisting in that capacity, and which arémplementation efforts are critical for all
made, maintained, or used only in connecovered entities so that they are in compli-
tion with the provision of treatment to theance with the Privacy Rule on or before
student, and are not available to anyompril 14, 2003.
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CORE ELEMENTS OF care operations activities of the entity that
PRIVACY RULE receives the information, if each entity ei-
. . ther has or had a relationship with the indi-
A Eﬁlrlm'tted Uses and Disclosures of vidual who is the subject of the protected
health information being requested, the
This section contains a sampling of thprotected health information pertains to
various uses and disclosures of PHI thauch relationship, and the disclosure is (1)
are generally permitted under the Privacipr certain quality assessment and im-
Rule, but not each and every one. For timrovement activities or for credentialing or
most part, the permitted uses and discl&PE purposes or (2) for the purpose of
sures outlined below are the embodimenhialth care fraud and abuse detection or
of common sense privacy principles aleompliance.
ready being followed in most states by A covered entity that participates in an
most health care entities. These uses afatganized health care arrangement” may
disclosures are, as part of the Privacy Rutbsclose PHI about an individual without
framework, technically considered excepthe individual’'s authorization to another
tions to the general rule that a covered enevered entity that participates in the orga-

tity may not use or disclose PHI. nized health care arrangement for any
health care operations activities of the or-
1. Disclosure to Individual ganized health care arrangement.

A covered entity may disclose protected
health information to the individual who is
the subject of the information.

3. Use and Disclosure after
Authorization

There are a number of circumstances,

2. Disclosures for Treatment, found at 45 C.F.R. § 164.508, in which a
Payment and Health Care covered entity must acquire an authoriza-
Operations tion from the individuabeforeit may use

“Health care operations” include: qualityoiedic'gi?g dF}grl' tﬁ;':‘gﬁg%’nau&zgzgﬁ'c&?:_
assessment and improvement activitie rosurgs 9

conducting training programs, case man-
agement and care coordination, discussion
of treatment alternatives, credentialing or
review of health care providers, business, “Psychotherapy notes” means “notes re-
accreditation and licensing, underwritingorded (in any medium) by a health care
and premium rating, legal services, audiprovider who is a mental health profes-
ing, fraud and abuse compliance, casgonal documenting or analyzing the con-
management and planning-related analysients of conversation during a private coun-
customer service, internal grievance resseling session or a group, joint or family
lution, sale/transfer/merger of covered entcounseling session and that are separated
ties and due diligence, de-identification ofrom the rest of the individual's medical

(@) Psychotherapy Notes

PHI, and fundraising. record.” The term excludes medication pre-
A covered entity may use or disclosacription and monitoring, counseling ses-
PHI sion start and stop times, the modalities
e for its own treatment, payment orand frequencies of treatment furnished, re-
health care operations (TPO); sults of clinical tests, and any summary of
e for the treatment activities of a healtlihe following items: diagnosis, functional
care provider; status, the treatment plan, symptoms, prog-

e to another covered entity or healtmosis, and progress to date.
care provider for the payment activities of “Psychotherapy notes,” as defined in the
the entity that receives the information;  Privacy Rule, does not include the entire
e to another covered entity for healthmental health record and is therefore less
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restrictive than many states’ laws with re- In addition, the information contained in
spect to the protections afforded mentahe directory may be disclosed only to
health records. As a result, state law that isembers of the clergy or, except for reli-
more restrictive—that is, “more strin-gious affiliation, to other persons who ask
gent"—than the Privacy Rule’s requirefor the individual by name. This exception
ments will control the use and disclosure aflso permits a covered entity to disclose to
such information, rather than the Privacg family member, other relative, or a close
Rule. personal friend of the individual, or any
other person identified by the individual,

(b) Marketing the PHI “directly relevant to such person’s

“Marketing” is a defined term under thelnvolvement with the individual’'s care or

. . yayment related to the individual’s health
Privacy Rule and does not include healtl?are.” In both instances, the covered entity

_rela_ltgd communications _from prov_lders ténust provide the individual with the oppor-
individuals for which providers receive pay-tunity to object to the disclosure. (There

ment from a third party—fo‘l‘r exam_ple,: .asare some exceptions to this requirement set
drug manufacturer. Rather, “marketing ISut in the Privacy Rule. which are not
narrowly defined to include only those non- y ’

health related communications for which g1ent|oned here.)
health care provider receives payment. If the
effort does not constitute “marketing,” then
the mandatory requirement for obtaining an  (a) Required by Law
authorization does not apply.

In addition, two activities that fall within cofl/grgﬁd?ﬁbirl gf4 s?tii(tfgnsf(:) (e) and (0
the definition of “marketing” are exempted
from the mandatory requirement for ob- (i) Domestic Violence
taining an authorization: (1) a face-to-face _ _ _
communication made by a covered entity In order to disclose information regard-
to an individual and (2) a promotional gifing the victims of domestic violence, the
of nominal value provided by the coveredlisclosure either must be required by law
entity. If the “marketing” involves direct or OF the individual must agree to the disclo-
indirect payment to the covered entity frongure, or, if the disclosure is required by
a third party—for example, drug manufaclaw, the individual must be informed of the

turer—the authorization must state thadisclosure. (There are exceptions to the no-

5. Potpourri of Uses and Disclosures

such a payment is involved. tification/agreement requirement.)
4. Facility Patient Directories and (i) Court Orders
Disclosures to Relatives and Situations in which a court order or
Friends other legal document with the force of law

This exception, stated in 45 C.F.RPas been obtained, there is no need to no-

§ 164.510, enables health care facilities ﬁy individuals of the disclosure or obtain
maintain directories of patients under thelf'€ir agreement. However, covered entities

care and release information about the pBlUSt be careful to disclose only the PHI

tient to the public. The information permit€quired by the order and no more. Disclo-
ted to be used and disclosed is restricted 3¢S beyond that ordered to be disclosed
the individual's (1) name, (2) location inwould_be considered to be in violation of

the covered health care provider’s facilitythe Privacy Rule.

(3) condition described in general terms
that do not communicate specific medical (iii) Other Requests

information about the individual (for in- Subpoenas, discovery requests, etc. that
stance, “fair,” “poor,” “stable”), and (4) re-are not accompanied by a court order are
ligious affiliation. permitted, under certain circumstances. For
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example, the covered entity (or businedsut only under very limited circumstances,
associate disclosing the information on bavhich are: (1) The health care provider dis-
half of the covered entity) must obtain satlosing the employee’s information is a
isfactory assurances from the party seekimgember of the employer’s workforce who
the PHI that the party either has made reprovides health care to the employee con-
sonable efforts to notify the individual ofcerning the conduct of workplace medical
the subpoena or request or has made r&arveillance or the existence of a work-re-
sonable efforts to secure a qualified protetated injury. (2) The employer needs the
tive order. (There are additional requirefindings to comply with applicable law. (3)

ments set out in the Privacy Rule, but thesthe employer must inform employees of

are the primary ones.) the fact that the information will be dis-
closed, either by providing a copy of the

(iv) Law Enforcement notice to the employee at the time the

health care is provided or by posting the

Different types of requests from law en
forcement officials authorize different lev-
els of disclosure. Different types of re-
guests from law enforcement officials also

notice.

(c) Disclosures to Health Oversight

may require the agreement of the affected Agencies
individual. (d) Disclosures Concerning
(b) Public Health Activities Decedents
Reports for preventing or controlling (e) Disclosures Concerning Crimes
disease, injury or disability, including the on Covered Entities’ Premises.

reporting of disease, injury, vital events
(birth or death), and the conduct of public  (f) Disclosures to Organ
health surveillance, investigations, and Procurement Organizations to
similar activities are permitted disclosures Facilitate Organ Donations
under the Privacy Rule. No notice to the _ o
individual or approval by the individual is . NO notice to or agreement by the indi-
required. vidual is required.

Reports of child abuse or neglect also _
are permitted, again with no attendant no-  (9) Disclosures for Research
tice or approval requirements. Purposes

_Reports to a person subject to the juris- Certain research activities do not require
diction of the Food and Drug Administtamn authorization, or the authorization is
tion with respect to an FDA-regulatedyajved. The most common circumstance
product or activity for which that persoryccyrs when an institutional review board
has responsibility, for the purpose of aCyetermines that a waiver is permissible and

tivities related to the quality, safety or efypes so in accordance with certain criteria.
fectiveness of the product or activity, are

permitted. Such purposes include (1) re- () pisclosures to Avert Serious

porting adverse events, (2) tracking FDA- Threat to Health or Safety
regulated products, (3) enabling product re-

calls, repairs, etc. or (3) conducting
post-marketing surveillance. These disclo-
sures do not require the notice or approval
of the individual. These are military and veteran activities;

Communicable disease reports are pemational security and intelligence activities;
mitted without any notice or approval reprotective services for the President and
quirement. others; medical suitability determinations;

Disclosure to an employer is permittedgorrectional institutions; government pro-

() Disclosures for Specialized
Government Functions
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grams providing public benefits; and workthe following uses and/or disclosures: (1)

ers’compensation. use by the originator of the notes for treat-
o ment, (2) use by the covered entity for its

6. Uses of Limited Data Sets; own training programs, (3) use or disclo-
Fundraising sure by the covered entity to defend itself
These exceptions are covered by 48 @ legal action or other proceeding
C.F.R. § 164.514(e)-(g). brought by the individual, (4) use or disclo-

Limited data sets may be disclosed foture when demanded by HHS as part of its
research, public health or health care oghforcement activities, or (5) use or dis-
erations. A data use agreement with the rélosure permitted by Section 164.512(a)
cipient of the limited data set is required. (disclosures required by law), Section

Fundraising, too, is a limited exception164.512(d) (health oversight activities in-
If the covered entity satisfies the exceptioryolving the originator of the notes), Sec-
then no authorization is required. (1) Théon 164.512(g)(1) (disclosures about dece-
covered entity may use (or disclose to @ents made to coroners and medical
business associate) demographic informgxaminers), or Section 164.512(j)(1) (dis-
tion relating to an individual and dates oflosures a covered entity is permitted to
health care provided to the individual fofnake to avert a serious threat to health or
the purpose of raising funds for the covsafety).
ered entity’s own benefit. (2) The covered
entity must include in its notice of privacy 2. Contents
practices (NPP) that it may use this data for  (3) Core Elements
fundraising purposes. (3) The fundraising
materials must tell the individual how he or Under 45 C.F.R. § 164.508(c)(1), au-
she can opt-out of receiving furthefhorizations must contain certain “core ele-
fundraising materials. (4) If an individualments.” These are: . _
opts out, the covered entity must make 1. A description of the information to be
“reasonable efforts” to ensure that futurdsed or disclosed that identifies the infor-
fundraising materials are not sent to the ifbation in a specific and meaningful fash-

dividual. on. - B
2. The name or other specific identifica-

7. Disclosures to Business Associates tion of the person(s) or class of persons
chorized to make the requested use or
isclosure.

3. The name or other specific identifica-

These disclosures are discussed in-dep
in the Business Associates section of th

article. tion of the person(s), or class of persons, to

B. Authorizations whom the covered entity may make the re-
] guested use or disclosure.

1. Requirements 4. A description of each purpose of the

An authorization is a document designet@quested use or disclosure. The statement
to sanction a covered entity’s use of spéat the request of the individual” is a suffi-
cifically identified PHI for a specified pur-cient description of the purpose when an
pose, which is other thafl) treatment, individual initiates the authorlz_atlon and
payment or health care operations (TPOYoes not, or elects not to, provide a state-
or (2) any other use for which disclosure igent of the purpose. o
allowed without an authorization. 5. An expiration date or an expiration

There are special rules for authorizatiorgvent that relates to the individual or the
required with respect to psychotherappurpose of the use or disclosure. The state-
notes, as discussed above. The Privagjent “end of the research study,” “none,”
Rule requires providers to obtain authorior similar language is sufficient if the au-
zation and not use or disclose PHI mairthorization is for a use or disclosure of pro-
tained in psychotherapy notes except fdected health information for research, in-
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cluding for the creation and maintenance of 4. Revocation

a research database or research repository. , . . . ,
6. Signature of the individual and date, An individual may revoke an authoriza

If a personal representative of the ingiion to a health care provider or other cov-

. : N ._.—ered entity at any time, provided that the
vidual signs the authorization, a descnpt'orﬁevocation is in writing, but except to the

of the representative’s authority to act foéxtent that (1) the covered entity has taken
the individual must also be provided. action in reliance on the authorization; or
(b) Required Statements (2) if the authorization was given as a con-
dition of obtaining insurance coverage,
In addition to the core elements, Sectiopther law provides the insurer with the
164.508(c)(2) provides that the authorizaight to contest a claim under the policy or
tion must contain statements adequate f§e policy itself. As a result, a health care
place the individual on notice of all of theprovider that wishes to use or disclose PHI
following: pursuant to an authorization and does so
1. The individual's right to revoke theafter obtaining an authorization from the
authorization in writing, and either (a) thendividual may rely on the authorization,
exceptions to the right to revoke and a deven if the individual immediately revokes

scription of how the individual may revokeit after the service has been provided.
the authorization; or (b) to the extent that

the information is included in the notice ofc. Notice of Privacy Practices
privacy practices (discussed below), a ref-
erence to the covered entity’s notice.

2. The ability or inability to condition

Details concerning the contents and
dissemination of the notice of privacy

treatment, payment, enrollment or eligibilpr"’lct'ceS (NPP) are found at 45 C.F.R.

ity for benefits on the authorization, by§ 164.520.

stating either_(a) that the covered entity 1 Required Contents

may not condition treatment, payment, en-

rollment or eligibility for benefits on This header must be prominently dis-

whether the individual signs the authorizaPlayed at the top of the NPPuiE Notice

tion when the prohibition on conditioningDEscriBEs How MEDICAL INFORMATION

of authorizations applies; or (b) the conseABouT You May BE Useb AND DiscLOSED

quences to the individual of a refusal téND How You Can GET ACCESSTO THIS IN-

sign the authorization when the covere&@RVATION. PLEASE REVIEW IT CAREFULLY.

entity can condition treatment, enrollment The NPP must contain s description “in-

in the health plan, or eligibility for benefitscluding at least one example” of the types

on failure to obtain the authorization. of uses and disclosures of PHI the covered
3. The potential for information dis-€ntity is permitted to make for purposes of

closed pursuant to the authorization to b&eatment, payment and health care opera-

subject to redisclosure by the recipient arftPns.” The description “must include suffi-

no longer be protected. cient detail to place the individual on no-
tice of the uses and disclosures that are
(c) Plain Language permitted or required.”

There also must be a description of any
her purposes for which the covered entity
is “permitted or required” to use or dis-
close PHI without the individual's written
authorization in “sufficient detail to place
If a covered entity seeks an authorizatiomhe individual on notice of the uses and dis-
from an individual, Section 164.508(c)(4klosures that are permitted or required.”
requires that the entity must provide the in- |f state or other applicable law prohibits
dividual with a copy of the signed authorior materially limits any disclosure permit-
zation. ted under the Privacy Rule, that must be

Section 164.508(c)(3) requires that thSt
authorization must be in plain language.

3. Copy
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described in the notice. e A statement that individuals may
Every notice must contain a statemermomplain to DHHS if they believe their

that other uses and disclosures will bprivacy rights have been violated by the

made only with the individual's written au-covered entity, and a brief description of

thorization and that the individual may rethe covered entity’s privacy complaint fil-

voke the authorization as provided in thagng processes along with a statement that

Privacy Rule. the individual will not be retaliated against
If the covered entity intends to contactor filing a complaint.

the individual for any of the purposes listed ® Contact information for a person or

below, then the description of the types araffice that can receive complaints and pro-

uses of disclosures must include a separatide further information about the covered

statements disclosing that: (1) The coverezhtity’s privacy practices.

entity may contact the individual to pro- e An effective date for the NPP.

vide appointment reminders or information

about treatment alternatives or other 2. Distribution of NPPs

health-related benefits and services that . . .
may be of interest to the individual. (2) Health plans must distribute their notices

: -~ of privacy practices no later than the com-
The covered entity may contact the indi liance date for the health plan, which is

vidual to raise funds for the covered entit;Pi,[her April 14, 2003, or April 14, 2004, to

(3) If the covered entity is a group healtin ividuals then covered by the plan. Small

plan, issues health insurance or serves aE Ith , :
. o plans: April 14, 2004. A small
health maintenance organization (HMO ealth plan is one with annual receipts of

with respect to a group health plan, that IE\S . )
: . million or less. All other health plans:
covered entity may disclose protecte pril 14, 2003. Thereafter, NPPs must be

health information to the employer. L .
There also must be a statement settirgzﬁgl?;f:t to new enrollees at the time of

forth and describing the individual’s rights Within 60 days of a material revision,

to (1) request restrictions on the use a . -
disclosure of PHI, with a statement that t#ﬂgn_rg(\)/\'lse?g d'\gs)”rgg;t At:eleggtgr?géegvé?y
covered entity is not requ_lred“to agree_\g:ree yoars, the health -plan et mate o
such a rqueSt:, (2) receive Conf'dem.'arollees of the availability of the NPP and
communications” from the covered entl%?w to obtain it. Health plans can satisfy

on request, using an alternative address o . g
contact procedure; (3) inspect and Corgue distribution requirement by providing

) e copy of the notice to the enrollee;
PHI on request; (4) seek amendment M : et
PHI: (5) receive an accounting of all diss eparate copies do not have to be distrib

closures made of PHI for which accountl-r[eOI to covered spouses and dependents.

ings are required under Section 164.528;
and (6) if the notice is provided electroni-
cally, to receive a paper copy. It is important to note the magic words:

The NPP also must include: health care providers “with a direct treat-

e Statements that the covered entity iment relationship with an individual.”
required by law to “maintain the privacy"They are the ones who must distribute a
of PHI and to provide notice of this legaNPP to that individual. If there is no direct
duty and its privacy practices. treatment relationship, there is no notice

e A statement that the covered entity isequirement. So the analysis turns on what
required to abide by the terms of its NPBonstitutes a “direct treatment relation-
currently in effect. ship.”

e A statement that the covered entity re- Under Section 164.501 of the Privacy
serves the right to change the terms of iRule, a “direct treatment relationship” is
NPP, including a description of how it willdefined as a treatment relationship between
give individuals notice of such revisions. an individual and a health care provider

3. Direct Treatment Relationships
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that is not an “indirect treatment relaentity, a covered entity must make reason-
tionship.” An “indirect treatment relation-able efforts to limit PHI to the “minimum
ship” means a relationship between an imecessary” to accomplish the intended pur-
dividual and a health care provider irpose of the use, disclosure or request. In
which (1) the health care provider deliversther words, even if a use or disclosure of
health care to the individual based on theHI is permitted, covered entities must
orders of another health care provider, andake reasonable efforts to disclose only
(2) the health care provider typically prothe minimum amount of information nec-
vides services or products, or reports thessary to achieve the purpose for which it
diagnosis or results associated with thise being used or disclosed.
health care, directly to another health care
provider, who provides the services or 1. Uses of PHI
Products orrepots o e VAL o UTEET 45 CF-R. 164514(0)2), =
overed entity must identify (1) those per-

these health care providers must proviace :
the NPP. These are: sons or classes of persons, as appropriate,

(1) Provide the notice no later than th Its dvx;]orkr?]r(_:ef who _need access to ﬁ ro-

date of the first service delivery or, in a ect'ge ea(; (|2n) c;rmatlonhto carr]ry out their
L ' ies; an or each such person or

emergency situation, as soon as reasonag‘g .
: ss of persons, the category or categories

practicable after the emergency treatmeo protected health information to which

situation. . .
(2) Except in an emergency treatmerdcCess is needed and any co_ndltlons appro-
situation, make a good faith effort to ob-p”ate to such access. In doing so, a cov-

; . . ered entity must make reasonable efforts to
tain a written acknow!edgmer!t or recelpﬁ'mit the access to such persons or classes
of the notice, and if that is not ob-

tained, document the good faith efforts t f persons to PHI, qgn&?egt with the cat-
obtain the acknowledgment and the re gory or categories identified.
g(t))tnair\:vehdy the acknowledgment was not > Disclosures of PHI
(3) Providers that “maintain a physical Under 45 C.F.R. § 164.514(d)(3), for
service delivery site” must both post thany type of disclosure that it makes on a
notice “in a clear and prominent locatiomoutine and recurring basis, a covered en-
where it is reasonable to expect individuakity must implement policies and proce-
... to be able to read the notice” and maldures (which may be standard protocols)
copies available for individuals to takehat limit the PHI disclosed to the amount
with them. reasonably necessary to achieve the pur-
(4) A covered entity that maintains ghose of the disclosure. For all other disclo-
website describing its services or benefisures, a covered entity must (1) develop
must “prominently” post its NPP there andriteria designed to limit the PHI disclosed
“make the notice available electronicallyto the information reasonably necessary to
through the website.” accomplish the purpose for which disclo-
(5) NPPs may also be provided by esure is sought; and (2) review requests for
mail, subject to prior agreement by the indisclosure on an individual basis in accor-
dividual. dance with such criteria.
(6) Health care providers that are part of A covered entity may rely, if such reli-
an organized health care delivery arrangance is reasonable under the circumstances,

ment may use a joint NPP. on a requested disclosure as being the
o minimum necessary for the stated purpose
D. Minimum Necessary Rule when (1) making disclosures to public offi-

The Privacy Rule is centered on the cor¢ials permitted under the Privacy Rule, if
cept that, when using or disclosing PHI dihe public official represents that the infor-
when requesting PHI from another coveregiation requested is the minimum neces-
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sary for the stated purpose(s); (2) the infofied as the amount that is reasonably neces-
mation is requested by another covered esary to accomplish the purpose of the use,
tity; (3) the information is requested by alisclosure or request.

professional who is a member of its To put it another way, covered entities
workforce or is a business associate of tlshould not use, disclose or request an entire
covered entity for the purpose of providingnedical records unless it is really needed.
professional services to the covered entity,

if the professional represents that the infor- 5. Six Exceptions

mation requested is the minimum neces-
sary for the stated purpose(s); or (4) doc
mentation or representations that compl
with the applicable requirements have be
provided by a person requesting the info
mation for research purposes.

_ As with most requirements of the Pri-
cy Rule, there are exceptions to the mini-
um necessary rule. When one of the fol-

owing situations arises, covered entities

and their business associates need not fol-
low the rule:

e Disclosures to or requests by a health
care provider for treatment;

Under 45 C.F.R. § 164.514(d)(4), a cov- ® Uses or disclosures made to the indi-
ered entity must limit any request for PHVidual or in response to a request that the
to that which is reasonably necessary to aerivacy Rule allows an individual to make
complish the purpose for which the reque¢Sections 164.524 and 164.528);
is made, when requesting such information ® Uses or disclosures made pursuant to
from other covered entities. For a requesin authorization under Section 164.508;
that is made on a routine and recurring ® Disclosures made to to Health and
basis, a covered entity must implemertiuman Services in response to it's author-
policies and procedures (which may biy to enforce HIPAA's privacy protec-
standard protocols) that limit the PHI retions. HHS authority appears in Sections
guested to the amount reasonably necek60.300-160.312, Part 160, Subpart C;
sary to accomplish the purpose for which ® Uses or disclosures that are re-
the request is made. quired by law, as described by Section

For all other requests, a covered entity64.512(a); and
must (1) develop criteria designed to limit ® Uses or disclosures that are required
the request for PHI to the information reafor compliance with applicable require-
sonably necessary to accomplish the puments of the Privacy Rule.
pose for which the request is made; and (2)
review requests for disclosure on an indi- BUSINESS ASSOCIATES AND
vidual basis in accordance with such crite- BUSINESS ASSOCIATE
ria. AGREEMENTS

The business associate provisions of the
Privacy Rule pseudo-regulate third-party

45 C.F.R. §164.514(d)(5) is an imporbusinesses (that is, non-covered entities)
tant aspect of the minimum necessary ruleho receive PHI from a covered entity by
and it likely will require most covered enti-imposing additional obligations on covered
ties and business associates to modify theintities with respect to the PHI shared with
current behavior with respect to the uséhose with whom it does business. Because
disclosure and requesting of medica covered entity is bound by the privacy
records. It states that for all uses, disclestandards of the Privacy Rule, HHS
sures or requests to which the requiremerdsemed it necessary to safeguard informa-
of the minimum necessary rule apply, &on transmitted from a covered entity to a
covered entity may not use, disclose or réhird party that is performing a function for
guest an entire medical recordxcept or on behalf of that covered entity. Other-
when the entire record is specifically justiwise, a covered entity could contractually

3. Requests for PHI

4. Special Content Requirement
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avoid complying with the Privacy Rule byforms a function or activity as described
transferring certain responsibilities tabove to, for or on behalf of such orga-

others. nized health care arrangement, does not,
_ _ simply through the performance of such
A. Who Is Business Associate function or activity or the provision of such

Simply stated, a business associate is 88vice, become a business associate of
entity that uses, discloses, creates or oBther covered entities participating in the
tains PHI in performing a function, activityorganized health care arrangement. How-
or service on behalf of a covered entitgVer. & covered entity may be a business
The key to understanding the business z&ssociate of another covered entity.
sociate provisions is understanding that not Certain individuals or entities that would
all third parties doing business with covaPpear to be business associates actually
ered entities are considered business asd6€ not considered business associates un-
ciates under the Privacy Rule. It is onlgler the Privacy Rule. The following are ex-
those entities that act “on behalf of” a covcepted from the business associate require-
ered entity that fall within the ambit of thements: (1) a covered entity’s workforce,
business associate rules. (2) a physician or contractor of a covered

Specifically, “business associate” mean§ntity, (3) government-sponsored pro-
with respect to a covered entity, one who: grams, (4) affiliated organizations deemed

(a) On behalf of such covered entity or o SIngIe-cove_red entity, and (5) a health
an organized health care arrangement (as é@ln that receives PHI solely for payments
fined in § 164.501) in which the covered enPUrPOSES. ) )

tity participates, but other than in the capac- A covered entity may disclose PHI to a

ity of a member of the workforce of suchousiness associate and may allow a busi-

covered entity or arrangement, performs, d¥€SS associate to create or receive protected

assists in the performance of: health information on its behalf, if the cov-
(1) A function or activity involving the ered entity obtains satisfactory assurance

use or disclosure of |nd|V|duaIIy identifiab|ethat the business associate will appropri_

health information, including claims pro-ately safeguard the information. This stan-
cessing or administration, data analysis, Prega g does not apply (1) with respect to dis-
cessing or administration, utilization review

tlosures by a covered entity to a health

quality assurance, billing, benefit manage- id ing the treat t of
ment, practice management, and repricin are proviaer concerning the treatment o

or he individual; (2) with respect to disclo-
(2) Any other function or activity regu- Sures by a group health plan or a health
lated by this subchapter; or insurance issuer or HMO with respect to a

(b) Provides, other than in the capacity offroup health plan to the plan sponsor, to
a member of the workforce of such coverethe extent that the applicable requirements
entity, legal, actuarial, accounting, conof the Privacy Rule apply and are met; or
sulting, data aggregation (as defined :%3) with respect to uses or disclosures by a
§164.501 of this subchapter), manageme ealth plan that is a government program
services to or for such covered entity, or tBrOV'dmg pUb“.C benefits, if e“g'b'l!ty for,
or for an organized health care arrangemeﬂ{_ enrollment in, the health plan is deter-
in which the covered entity participatesMined by an agency other than the agency

where the provision of the service involvegdministering the health plan, or if the pro-
the disclosure of individually identifiable tected health information used to determine

health information from such covered entityenroliment or eligibility in the health plan
or arrangement, or from another business as- collected by an agency other than the
sociate of such covered entity or arrangezggency administering the health plan, and
ment, to the person. such activity is authorized by law, with re-
A covered entity participating in an or-spect to the collection and sharing of indi-
ganized health care arrangement that pefidually identifiable health information for

administrative, accreditation, or financial
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the performance of such functions by thprovider to another.

health plan and the agency other than the

agency administering the health plan. 2. Model Provisions
A covered entity that violates the satis-

factory assurances it provided as a busines 'Il'he final Plrivacy Rule contains what are
associate of another covered entity will bgaled “Model Business Associate Contract

in noncompliance with the standards,oVvisions, which are available at aspe.os.

implementation specifications and requirédnhs-gov/admnsimp and which will allevi-
ments of the business associate provisiod€ Some of the burden associated with
A covered entity must document the sati€OMPIying with this portion of the rule. In
factory assurances required by this Privac% nutshell, a busmess.assouate agreement
Rule through a written contract or othefust contain the following 12 elements:
written agreement or arrangement with the (1) It must specify the permitted and re-

business associate that meets the applicagitired uses and disclosures of PHI by the
requirements. business associate.

(2) It may permit the business associate

B. Business Associate Agreements to use and disclose PHI for its management
) and administration.
1. When Required (3) It may permit the business associate

Covered entities must have agreemeni@ provide data aggregation services relat-
with all their business associates in order {89 to the health care operations of the cov-
disclose PHI to the business associate. TREE entity. _ _
agreement must be done in advance of any(4) It may not authorize the business as-
disclosure of PHI and must contain the sagociate to use or further disclose the infor-
isfactory assurances mentioned above. ARation in any manner that would violate
agreement with a business associate isHA>AA regulations or the contract.
written assurance outlining responsibilities, (5) It must require the business associ-
and it is required when: ate to employ appropriate safeguards to

(1) The covered entity is disclosing PHPrevent the use or disclosure of PHI, other
to someone or some organization that withan as provided for by the agreement.
use the information on behalf of the cov- (6) It must require the business associ-
ered entity. ate to report to the covered entity any use

(2) The business associate will be crea®r disclosure of PHI not authorized by the
ing or obtaining PHI on behalf of the covagreement.
ered entity. (7) It must require the business associ-

(3) The business associate is providingte to hold its employees, agents and sub-
services to or for the covered entity and trepntractors to the same standards as the
provision of those services involves disclddusiness associate.
sure of PHI. (8) It must require the business associ-

Under certain circumstances, a businegte to make PHI available to the covered
associate agreement is not required: (&ptity when requested.
when a covered entity discloses PHI to a (9) It must require the business associ-
health care provider concerning treatmeiate to make PHI available for the covered
of the individual; (2) for the provision, co-entity to amend the PHI and provide ac-
ordination or management of health careounting of disclosures.
and related services, including the coordi- (10) It must require the business associ-
nation or management of health care byade to maintain records for HHS inspection.
health care provider with a third party; (3) (11) It must permit the covered entity to
where the disclosure is a consultation béerminate the agreement if covered entity
tween health care providers related to a pdetermines that the business associate has
tient; and (4) in situations involving the remmaterially breached the agreement.
ferral of a patient for health care from one (12) It must require that when the agree-
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ment terminates, the business associate wiile nature of the relationship with the busi-
return or destroy all PHI in its possessiomess associate and the sensitivity of the
including any copies. If it is not feasible oPHI being used and disclosed.

practicable to destroy a to do so, the agree-

ment must specify that the contract’s pro- 4. Compliance Dates

tections will continue as long as PHI is in

: o . Requests were made by various sectors
business associate’s possession.

of the health care industry to extend the
. Privacy Rule compliance dates because
3. Issues to Consider covered entities were finding it difficult, if
Some issues, but certainly not all, thaiot nearly impossible, to complete every-
should be addressed and considered by tféng required by April 14, 2003. No ex-
covered entity when drafting its businestension was granted, but under the final
associate agreements are (1) audit and [ile they were granted a one-year reprieve
spection rights; (2) identification of theffom the business associate provisions, un-
custodian(s) of the designated record sdi: April 14, 2004, under certain circum-
(3) safeguarding the information containegtances. N _
in the designated record set; (4) determin- Covered entities were given an exten-
ing who is in the best position to underSion for mcorporatln.g_the _busmess associ-
Stand and apply state |ega| Standards W agreement pl’OVISIOI’lS Into current con-
health information that is subject to specidfacts that do not come up for renewal
legal protection (for example, HIV, mentaPefore April 14, 2003. On those contracts,
health, and/or drug or alcohol treatmerfiovered entities have until either the re-
records); (5) deciding which party will paynewal date of the contract or April 14,
for the maintenance of the designate004, whichever is later. In other words,
record set; (6) identifying agreements th&0vered entities cannot enter into new ar-
the business associate has with its subcdalgeéments without incorporating business
tractors and agents; and (7) if the busineg§sociate language, but they have an addi-
associate retains the PHI after the terminfonal year from the original compliance
tion of the contract, determining whethefat€ to bring existing contracts into com-
the parties’ indemnification clauses surviv@liance.

if the business associate improperly dis-
SOME ADDITIONAL TECHNICAL

closes PHI.
It is important for covered entities to IMPLEMENTATION
REQUIREMENTS

recognize that they may well be held to
have violated the business associate prow: Individuals’ Rights
sions of the Privacy Rule if they knew of .
pattern of activity of a business associate 1+ Right to Inspect, Copy, Access
that might constitute a material breach of Under the Privacy Rule, individuals
the parties’ contract, unless the covered ehave the right to inspect or copy their PHI
tity takes reasonable steps to cure thgntained in a “designated record set” for
breach, and, if the cure is unsuccessful, tla long as the PHI is maintained in that set.
covered entity terminated the contract o&s with most of the Privacy Rule’s man-
reported the breach to HHS. dates, there are exceptions to this basic
Fortunately, the covered entity is not obrule. There is no right to inspect and copy
ligated to monitor the business associatgl) psychotherapy notes; (2) information
but it does have a duty to mitigate, to theompiled in reasonable anticipation of, or
extent practicable, any harmful effecfor use in, a civil, criminal or administra-
known to the covered entity to arise frontive action or proceeding; and (3) PHI sub-
inappropriate disclosure of PHI by a busiect to the Clinical Laboratory Improve-
ness associate. Thus, oversight or due diirents Amendments of 1988, 42 U.S.C.
gence may be appropriate, depending @263a, to the extent the provision of ac-



The HIPAA Privacy Rule Page 143

cess to the individual would be prohibited Access can be denied, but an appeal
by law. must be permitted, when in these three
Moreover, the right to access or to agsituations:
peal a denial of access is not required to bee A licensed health care professional
given an individual in the following cir- has determined, in the exercise of profes-
cumstances: sional judgment, that the access requested
e A covered entity that is a correctionals reasonably likely to endanger the life or
institution or acting under the direction ophysical safety of the individual or another
the correctional institution may deny, imperson;
whole or in part, an inmate’s request to ob- ® The protected health information
tain a copy of protected health informationmnakes reference to another person, unless
if obtaining the copy would jeopardize thahe other person is a health care provider,
health, safety, security, custody or rehabiland a licensed health care professional has
tation of the individual or of other inmatesgetermined, in the exercise of professional
or the safety of any officer, employee ojudgment, that the access requested is rea-
other person at the correctional institutiosonably likely to cause substantial harm to
or responsible for the transporting of theuch other person.
inmate. ® The request for access is made by the
e An individual's access to protectedndividual’s personal representative and a
health information created or obtained by likcensed health care professional has deter-
covered health care provider in the coursained, in the exercise of professional judg-
of research that includes treatment may Imeent, that the provision of access to such
temporarily suspended for as long as thgersonal representative is reasonably likely
research is in progress, provided that the cause substantial harm to the individual
individual has agreed to the denial of a®r another person.
cess when consenting to participate in the Under the Privacy Rule, written denials
research that includes treatment, and tiheust be provided to the individual request-
covered health care provider has informedg access and must be provided in a
the individual that the right of access wiltimely fashion. The denial must be in plain
be reinstated upon completion of the rdanguage, must describe the basis for the
search. denial, must explain any appeal rights that
e An individual's access to protectednay exist, and must notify the individual
health information contained in recordshat the individual may complain to the
subject to the Privacy Act, 5 U.S.Ccovered entity or to DHHS.
8§ 552a, may be denidfithe denial would In providing individuals with the right to
meet the requirements of that act. access their PHI, covered entities and their
e An individual's access may be deniedusiness associates must provide access
if the protected health information was obenly to PHI maintained in a “designated
tained from someone other than a healtecord set,” as that term is defined in the
care provider under a promise of confiderRrivacy Rule.
tiality and the access requested would be “Designated record set” means a group
reasonably likely to reveal the source abf records maintained by or for a covered
the information. entity that is (1) the medical records and
In addition to these situations, there argilling records about individuals main-
still other circumstances under which th&ined by or for a covered health care pro-
right to access is not required, but an indidder; (2) the enrollment, payment, claims
vidual is entitled to appeal that determinaadjudication and case or medical manage-
tion. Under these exceptions to the genenalent record systems maintained by or for a
rule providing a right to access, coverelealth plan; or (3) used, in whole or in part,
entities must have appeals procedures Iy or for the covered entity to make deci-
place that comply with certain requiresions about individuals.
ments set out in the Privacy Rule. To understand what constitutes the
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phrase “group of records,” as used in tHabor of copying, the protected health in-

definition of “designated record set,” it isformation requested by the individual; (b)

necessary to look to the Privacy Rule defpostage, when the individual has requested
nition of “record.” This word is said tothe copy, or the summary or explanation,

mean any item, collection or grouping obe mailed; and (c) preparing an explanation
information that includes protected healtbr summary of the protected health infor-

information and is maintained, collectedmation, if agreed to by the individual.

used or disseminated by or for a covered

entity. 2. Right to Request Amendment

In providing individual access to PHI in Individuals are entitled to request that

tmhﬁsggzlgﬁgt%?loﬁﬁ? rf" set, covered ent'tlggvered entities amend the PHI contained
9- within the designated record set, but the

* Provide access to inspect or COIO%ntities do not have to honor these re-

PHI in the designated record set or den :
e : uests. If the request for amendment is de-
access within 30 days of the receipt of th ied, certain procedures set out in the Pri-

request.
. vacy Rule must be followed. For example,
® If the request for access is for IoroQOcumentation of the request and denial

tected health information not maintained o .
. . . ust be added to the designated record set.
accessible to the covered entity on-site, tﬁgln satisfying the requirements of this

covered entity must provide access or dergf L o
ovision, covered entities must document
access no later than 60 days from the r e title(s) of the person(s) or office(s) re-

ceipt of the request. onsible for receiving and processing re-

® The covered entity can extend thes% .
- ests for amendments and then retain that
time frames once for 30 days. The covere bcumentation. In addition, they must as-

sure a timely response to a request for
the original, required time period. amendment—60 days for certain requests

. . d 30 days for others. Covered entities
° Pr_owple_z access in the f(_)rm requestegfso must y(l) make sure that accepted

by the individual. If that form is not read”iﬁmendments will be incorporated in (or

reproducible, then provide access in a reag- .

able hard copy form or such other form ornked to) the designated record set, (2)

make sure that they inform the individual
format as ag_reed to by the covered ent'{ﬂat the amendment has been accepted, and
and the individual.

e The covered entity may provide th 3) acquire the individual's agreement to

o . ave the covered entity notify the people
individual with a summary of the protected :
health information requested, in lieu o ith whom the amendment needs to be

providing access to the protected health iI%h ared.
formation or may provide an explanation
of the protected health information to
which access has been provided, if (a) the The right to an accounting of disclosures
individual agrees in advance to receipt of i@ very limited, since most of the disclo-
summary or explanation; and (b) the indisures of PHI that are made are exempt
vidual agrees in advance to the fees infrom the accounting requirement. (There
posed, if any, by the covered entity for thes a list of exceptions at 45 C.F.R.
summary or explanation. 8 164.528(a)(1)(i)-(viii). If the disclosure is

e |f the individual requests a copy ofnot excepted from the accounting require-
the protected health information or agreesent, then the covered entity must account
to a summary or explanation of such inforfor disclosures for the six-year period pre-
mation, the covered entity may impose eeding the request for an accounting. The
reasonable, cost-based fee, provided thatlividual can designate a shorter period.
the fee includes only the cost of (a) copy- The accounting of disclosures must in-
ing, including the cost of supplies for andlude: (1) the date of the disclosure; (2) the

entity must notify the individual of the
need and reasons for the extension with

3. Right to Accounting of Disclosures
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name of the entity or person who received Another method of de-identification also
the PHI and, if known, the address of suamay be employed by a covered entity or a
person or entity; (3) a brief description obusiness associate acting on behalf of the
the PHI disclosed; and (4) a brief statemenbvered entity. Information is “de-identi-
of the purpose of the disclosure that redied” where all of the following identifiers
sonably informs the individual of the basi®f the individual or of relatives, employers
of the disclosure, or, in lieu of such statear household members of the individual are
ment, a copy of a written request for disremoved from the information and the cov-
closure under Sections 164.502(a)(2)(ii) ared entity does not have actual knowledge
164.512, if any. There are additional rethat the information could be used alone or
quirements for multiple disclosures to thén combination with other information to
same person or entity. identify the individual: (1) names; (2) all
The first accounting of disclosures to ageographic subdivisions smaller than a
individual in any 12-month period must betate (3) all elements of dates (except year)
provided without charge. Thereafter, a coor dates related to the individual: birth
ered entity may impose a “reasonablglate, admission date, discharge date, date
cost-based fee” for each subsequent ref death, all ages over 89 and all elements
quest for an accounting by the same ind®f date (including year) that are indicative
vidual within that 12-month period. How-of such age; (4) telephone numbers; (5) fax
ever, a covered entity may charge the féwimbers; (6) e-mail addresses; (7) Social
only if it has informed the individual of theSecurity numbers; (8) medical record num-
existence of the fee in advance and pr&ers; (9) health plan beneficiary numbers;
vided the individual with an opportunity to(10) account numbers; (11) certificate/
withdraw or modify the request in order tdicense numbers; (12) vehicle identifiers,
avoid or reduce the fee. serial numbers, license plate numbers; (13)
Covered entities should appoint somelevice identifiers and serial numbers; (1_4)
one to be responsible for receiving, prdJRLS; (15) IP address numbers; (16) bio-
cessing and documenting requests for agetric identifiers, including finger and
countings just as they do for requests fatoiceprints;( 17) full face photographic

amendment. images and any comparable images; (18)
any other unique number, characteristic,
B. De-identification code.

A covered entity may use PHI to create

De-identified information is health infor-jnformation that is not IIHI or disclose PHI
mation that does not identify an individuabnly to a business associate to do so on its
and with respect to which there is no reaehalf, whether or not the de-identified in-
sonable basis to believe that the informaermation is going to be used by the cov-
tion can be used to identify an individualered entity. Health information that has
A covered entity may determine that healtbeen de-identified is not considered IIHI,
information is de-identified, and thereforeand the requirements of the Privacy Rule
is not IIHI, only if certain, very technicaldo not apply to de-identified information,
requirements are met. provided that (1) disclosure of a code or

In the first instance, information may bether means of record identification de-
classified as having been “de-identifiedsigned to enable the information to be re-
when a person with appropriate knowledgeentified is disclosure of PHI, and (2) if
and experience (1) applies generally acle-identified information is re-identified, it
cepted statistical/scientific principles anehay be used or disclosed only as PHI is
methods and determines that the risk germitted to be used or disclosed under the
very small that the information could bePrivacy Rule.
used to identify an individual and (2) docu- A code or other means of record identifi-
ments the methods and results of the analyation may be assigned to de-identified in-
Sis. formation so that it can be re-identified, but
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only if (1) the code or other means is ndE. Security

derived from or related to information .
about the individual and cannot be trans- Also mandated by Section 164.530, a

lated to identify the individual, and (2) the-0Vered entity must have in place appropri-

covered entity does not use or disclose tRaC_administrative, technical and physical
code or mechanism for re-identification. safeguards—that is, security—to protect

As a rule of thumb, covered entities ma%—.':ja plr’lvart_cyhtof P|r_“t.h Privacy nlj (tjhe I'nd';
choose simply to assume all information i 'f ﬁ.a S 'hg F%? g .';?e Iad Itf]C O.Suhf
PHI. For all practical purposes, covered ery IS or ner , and it incudes the rig

tities probably will receive, use and disiO détermine when, how and to what extent

close PHI in the course of their businessetl! IS shared with others. Security, on the

not de-identified information, except inOth€r hand, is the specific measures a
P 1ealth care entity must take to protect PHI

very limited circumstances, such as r%] , :
searching. rom any una_ut_horlzed _bregches of privacy,
for instance, if information is stolen or sent

to the wrong person in error. Security also

includes measures taken to ensure against
Under Section 164.530 of the Privacyhe loss of integrity of PHI, such as if a
Rule, each covered entity must designatepatient’s records are lost or destroyed by
privacy official who is responsible for theaccident. In other words, privacy concerns
development and implementation of thghat information is covered, and security

policies and procedures of the covered e[ the mechanism used to protect it.

tity. In addition, each covered entity must HIPAA requires “reasonable and appro-
designate a contact person or office who fsiate” general security measures, and the
responsible for receiving complaints angroposed Security Rule prescribes a de-
who is able to provide further informationajled and comprehensive set of activities
about matters covered by the notice of prip guard against the unauthorized disclo-
vacy practices. sure of PHI stored or transmitted electroni-
o ) cally or on paper. The specific require-

D. Workforce Training and Education  ments set out in the Proposed Security

Covered entities also must train theiRule are beyond the scope of this article.
workforces on the policies and procedures Much con_fu3|on has arisen within the
with respect to PHI required by the Privaciealth care industry as to exactly what se-
Rule, to the extent that training is nece&uUrity measures will be required under
sary and appropriate to carry out theifllPAA in order for covered entities to be
functions within the covered entity. Therdn compliance with the Privacy Rule. This
are specific requirements for training sdf because privacy and security are ad-
out in 45 C.F.R. § 164.530. dressed in separate regulations va#pa-

Training must be provided to each menfate compliance dates and separate require-
ber of the workforce by no later than thé&ents. o N
compliance date for the covered entity. The best advice is that covered entities
Thereafter, each new member of thghould implement both privacy and secu-
workforce must be trained within a reasoriity measures to comply with the Privacy
able time after the person joins th&ule deadline of April 14, 2003. Why?
workforce. If material changes are made toirst, HIPAA applies to health information
the policies and procedures required by tt@nd doesn't require the final Security Rule
Privacy Rule, all members of the workio become effective. It states that each
force who are affected by those chang@overed entity that
must be tra'.ned on the changes within & paintains or transmits health information
reasonable time after such changes becom@nga|| maintain reasonable and appropriate

effective. administrative, technical and physical safe-

C. Appointment of Privacy Officer
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guards—(A) to ensure the integrity and coras retail and banking. Unfortunately, even
fidentiality of the information; (B) to protect basic security measures are new to certain
against any reasonably anticipated (i) threagectors of the health care industry, which is
or hazards to the security or integrity of th‘Eenerally considered to be 10 to 15 years
:jnifs%ﬁ?szﬁ:rgg, O?Qﬂe('izfgrﬁ;tﬁgﬂf'zi% l(Jé?SOtﬁ- ehind other industries with regard to secu-
erwise to ensure compliance with this patrtlty' The final Securlty Rule will mandz_:lte
by the officers and employees of such [Covs_afeguards fOF p_hyS|0aI storage, mainte-
ered entity]. nance, transmission and access to RHI.
, _will apply only to PHI, not to all individu-
Second, as discussed above, the Privagly identifiable health information. All
Rule provides that a covered entityust covered entities (and by extension, their
have in place appropriate administrativeyysiness associates) will be required to de-
technical and physical safeguards to pr@ejop and document a security program to
tect the privacy of PHI. A covered entitygyard against real and potential threats of
must reasonably safeguard PHI from anyjisciosure or loss, which will include poli-
intentional or unintentional use or disclogjes, procedures and safeguards to protect

covered entitymust reasonably safeguardphysical office spaces.

made pursuant to an otherwise permitted gpyered entities to appoint a security of-
required use or disclosure. _ ficer, just as the Privacy Rule requires the
Combating threats to both health inforappointment of a privacy officer. Covered
mation security and privacy should be &ntities should recognize that security
the heart of' each covered entity’s PrivaCyadiness is not just an information tech-
_Rule compliance efforts. Security threat§0|Ogy project; it involves people and pro-
include: . , cesses, as well as IT. It's not surprising that
® intentional misuse by internal persongpAA compliance has been identified as
nel; o o , the top IT priority now and in the next two
e malicious or criminal by from mternalyear& according to the 13th Annual
personnel; . . _ HIMSS Leadership Survey sponsored by
® unauthorized physical intrusion ofsyperior Consulting CbCovered entities
data systems by external persons; and  muyst decide what security measures need
® unauthorized intrusion of data systg pe implemented. They cannot wait until
tems by external persons via informatioghe final Security Rule is published to be-

networks. , gin thinking about security issues.
The greatest security threats are not

hackers but insiders. Some key areas of se- HIPAA PENALTIES

curity concerns are: AND ENFORCEMENT
e unprotected Internet; .
e web browsing and cookies; The penalty provisions of HIPAA apply
e authentication: to non-compliance by covered entities with
e networks and firewalls: any of the requirements of the Administra-
e lack of physical security; tive Simplification rules. However, the Prif
e hackers and other illegality; vacy Rule creates the most HIPAA compli-
e internal mischief and disgruntled emance pitfalls for covered entities.

ployees; and N _
e data sharing. A. Civil Penalties

The Proposed Security Rule probably ciyil fines of $100 per violation up to
will not be substantially modified when itg25 000 for multiple violations of the same
is issued in its final form. In fact, most of
the security components of HIPAA are al-—,

ready being used by other industries, sughf,l\,'wwﬁi;ﬁ’g;gf&%g‘%ﬂﬂ,@%ﬁraph'cs‘ 's available
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standard in any given calendar year may Ipeore than one year in prison for knowingly
imposed, but there are many instances wiolating HIPAA; (2) not more than
which the civil fines can be lifted or re-$100,000 and/or not more than five years
duced: in prison for using false pretenses to vio-

(1) If an offense is otherwise punishabléate HIPAA; and (3) not more than
(that is, criminally sanctionable) unde®250,000 and/or not more than 10 years in
HIPAA, a civil penalty may not be im- prison for violating HIPAA with the intent
posed additionally. to gain personally or commercially or with

(2) A civil penalty may not be imposedintent to cause malicious harm by the mis-
if it is established to the satisfaction ofise of IIHI.
HHS that persons liable for the penalty did There are no exceptions explicitly set
not know, and by exercising reasonableut in the HIPAA statute for mitigation or
diligence would not have known, that theyvaiver of the criminal penalty provisions.
violated the provision.

(3) A civil penalty may not be imposedC. Enforcement

if the failure to comply was due to reason- ng formal mechanism is in place now

able cause, not willful neglect, and the fa”é)r policing covered entities’ HIPAA com-

ure is corrected during the 30-day periofjiance. The HHS Office for Civil Rights
beginning on the first date the person liablg,yg heen entrusted with the task of enforc-
for the penalty knew, or by exercising regpg HipAA, but it has stated that as long as
sonable diligence would have known, thaloyered entities’ compliance efforts are
the failure to comply occurred. The 30-daY,eas0nable and appropriate,” it will work

period may be extended on request for\gin covered entities to bring them into
period of time determined by Cons'de””%ompliance.

the nature and extent of the failure to

comply. If HHS determines that a person HIPAA PRE-EMPTION

failed to comply because the person was

unable to comply, it may provide technical Similar to other federal mandates,

assistance to the person during the 30-d5yPAA generally pre-empts conflicting
period. provisions of state laws. The rule stated in

owing to reasonable cause and not to wiltacy Rule conflicts with a provision of
ful neglect, any penalty that is not entirelytate law, the Privacy Rule controls. _
waived may be waived to the extent that 1here are, of course, exceptions to this
the payment of such penalty would be exdeneral rule. The primary exception is

cessive relative to the compliance failuré/here a state law that relates to the privacy
involved. of IIHI is “more stringent” than the Privacy

There is no private civil right of actionRule. In that instance, state law controls.
under HIPAA for individuals to bring law- According to Section 160.202, state law is
suits on the basis of a HIPAA violation MOre stringent” than the Privacy Rule if:

alone. However, individuals may sue on (1) the state law prohibits or restricts a
“invasion of privacy” claims, and theyYS€ O disclosure that that the Privacy Rule

probably will attempt to use the Privac;)"’o“'d permit, except if the disclosure is (i)

Rule as a general “standard of care” fggduired to determine whether a covered
patient privacy. entity is in compliance with the Privacy

Rule or (ii) to the individual;
(2) the state law permits greater rights
of the individual to access or amend IIHI;
Criminal fines can be imposed for know- (3) the state law provides for giving the
ing violations of HIPAA on a sliding scaleindividual a greater amount of information
based on the egregiousness of the violabout a use, disclosure, right or remedy;
tion: (1) not more than $50,000 and/or not (4) the state law involves the form, sub-

B. Criminal Penalties
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stance or need for giving express legal pevacy Rule in more than one state—or all 50
mission, and the law provides requirementgates, for that matter— by April 14, 2003,
that narrow the scope or duration, increaske task can seem more than a little over-
the privacy protections, or reduce the coewhelming.
cive effect of the circumstances surround- Many states, medical associations and
ing the express legal permission; large health care organizations have com-
(5) the state law provides for more demissioned task forces to analyze state law
tailed or longer record-keeping requirewith respect to HIPAA pre-emption. For
ments relating to accounting of disclosuregxample, the Health Privacy Project, part
or of the Institute for Health Care Research
(6) the state law generally providesind Policy at Georgetown University, has
greater privacy protection for the indiconducted a 50-state survey of privacy
vidual. laws, and the results of its study are avail-
Second, where a determination is madsgble to the general public at no cost. How-
that state law is necessary to do any of tk&er, these analyses are just the starting
following, state law controls: (1) preventpoint in any pre-emption analysis. The fed-
fraud and abuse; (2) ensure appropriaggal government has been asked to provide
state regulation of insurance and healtqdditional guidance on this aspect of the
plans; (3) assist with state reporting oPrivacy Rule in particular. Whether that

health care delivery or costs; or (4) serveguidance will be forthcoming remains to be
compelling need related to public healthseen.

safety, or welfare, with a minimal intrusion
on privacy rights. ADDITIONAL RESOURCES

Third, where a state law is principally _
designed to regulate the manufacturing, 1he following are a few of the many re-
distribution, registration or dispensing opOurces available to covered entities for
other control of controlled substances, stagdlidance with respect to HIPAA compli-
law controls. ance.

Fourth, where a state law provides for ® U-S. Department of Health and Hu-
more detailed reporting of disease or ifhan Services: http://aspe.os.dhhs.gov/
jury, child abuse, birth or death or for mor&@dmnsimp/ S
specific conduct of public health surveil- ® HHS Office for Civil Rights: www.
lance, investigation or intervention, stat8hs.gov/ocr/hipaa/
law controls. e WEDI-SNIP Workgroup for Elec-

Finally, where a state law requires &onic Interchange Stategic National Imple-
health plan to report or provide access f§entation Process: http://snip.wedi.org/
information for any of the following pur- ©® Health Privacy Project: www.health
poses, state law controls: (1) managemepfivacy.org _
audits, (2) financial audits, (3) program ® HIPAAdvisory (Phoenix Health Sys-

monitoring, (4) program evaluation or (5fems): www.hipaadvisory.com/ _
licensure or certification of facilities or in- Covered entities should consult with

dividuals. health care attorneys who understand the
As is evident, the pre-emption analysiftricacies of the HIPAA Administrative
is a significant undertaking. All states hav&implification provisions, in conjunction
comprehensive regulatory, statutory andith their own internal efforts to become
common law privacy schemes that must ®mplaint with HIPAA. There are certain
considered by covered entities as part a@gpects of each rule, and particularly the
parcel of their Privacy Rule compliance efPrivacy Rule, that all but require the advice
forts. This analysis is time consuming andf counsel—for examples, drafting compli-
will be different for each covered entity inant policies and procedures, notices of pri-
each state. Where an entity that is respovacy practices, authorizations, business as-
sible for being in compliance with the Pri-sociate agreements, and training programs.
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the government, finding the contractor ha
violated the act, had earmarked as restitu
tion for wages and fringe benefits to unde

paid workers Ehg officer's decision. Ruling on a motion

The contracting officer disagreed, an&)r summary judgment, the Court of Fed-

Weschest dt tth N al Claims affirmed the decision of the
eschester sued to reverse ot the contrag ntracting officer, finding the central and

controlling fact to be the incorporation of

1. 52 Fed.Cl. 567 (2002). the act in the contract with its provision
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that the Coast Guard was to withhold paycompliance with the Miller Act, Weststar
ments to the contractor if any Davis-Baconbtained a payment bond from Reliance
violations were committed. Not surpris-Opinion Insurance Co. Weststar and a sub-
ingly, the court found the workers’ rightscontractor, Walton Technology Inc., en-
to the contract funds to be superior to thogered into a settlement agreement providing
of the Coast Guard, the contractor and thieat Weststar would be obligated to pay
surety. Walton for rental equipment only “when

Weschester also asserted entitlement amd if paid” by the government. Walton
$32,000, the amount of the last progresken sued Reliance and the contractor for
payment to the contractor, on the grounithe amount owed.
that at the time it made the payment, the The Miller Act creates an obligation on
Coast Guard already had decided to ternthe part of a surety to pay workers and ma-
nate the contract. The Coast Guard réerialmen for “sums justly due.” Reliance
sponded that the surety had failed to giveontended that since the Navy had not paid
requisite notice of the default and had n&eststar, there were no “sums justly due”
requested that further progress paymerfts which Reliance could be liable, since a
be withheld. The court agreed, holding thaurety’s liability is coextensive with that of
the government, as obligee, owes only ats principal.
equitable duty to a surety when the latter In Walton Technologies Inc. v. Weststar
notifies the former that there has been Engioeering? the Ninth Circuit agreed that
default under the bond. In this case, thgenerally the rules of suretyship apply to
court found that the government had kepdliller Act cases, but it stated that in the
Westchester informed by copying it orcontext of the act, a court must look be-
cure and show cause notices, thus givingnd the principal’s contractual obligations
the surety opportunity to give notice of théo the act itself to define the surety’s liabil-
contractor’s potential default on the bondsgy. Rights provided by the Miller Act will
and to request that future progress papot be delimited by the contract between
ments be withheld. Even so, the couthe contractor and subcontractor, it stated,
stated that the government had a duty #md thus Walton’s right to recovery on the
Westchester, in the absence of valid notidend accrued 90 days after it completed its
by the surety of a default, if the governwork and not “when and if” the govern-
ment’s progress payment was not in accoment paid Weststar. The court further
dance with the contract provisions. In thifound that the subcontractor had not clearly
instance, the Coast Guard's payment wasd explicitly waived its right to sue under
held to be proper. the act.

The parties asserted that the court hadA sharply critical dissent declared that
jurisdiction over the matter under the Corthe majority’s holding appeared to “stand
tract Disputes Act, 41 U.S. C. §609(a)he general rule of suretyship law on its
The court disagreed. Only a performandeead” in not allowing the surety to occupy
bond surety that enters into a takeovehe shoes of the principal and avail itself of
agreement with the government and theréie principal’'s defenses. It noted that the
by establishes privity with it can maintairmajority had determined that a Miller Act
an action under the act. This had not osurety could be liable to a subcontractor
curred in this case. even though the principal owed it nothing.

Surety could not avoid liability on B. State and Local Bonds
payment bond based on unsatisfied “pay
when and if paid” clause in settlement
agreement. 12-year statute of limitations for ac-

Weststar Engineering was prime con-
tractor on a federal project to repainta
Navy crane in Bremerton, Washington. In 2. 290 F.3d 952 (9th Cir. 2002).

1. Procedural
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tion on performance bond began to run  In a 2-1 decision with a strongly worded
on date of final loan closing. dissent, a panel of the Ninth Circuit, hav-
The owner of a public housing facilitying considered conflicting precedent and
constructed pursuant to an October 22elying on the plain language of a subcon-
1982, contract, sued Seaboard Surety Qoact, found the United States and Hawaii
over faulty construction on October 16to be intended third-party beneficiaries of a
1996, The trial court granted Seaboarslubcontractor’'s bond. As a result, the sub-
summary judgment on the ground that theontractor’'s surety was obligated to pay
claim was barred by Maryland’'s 12-yeaHawaii and the U.S. federal government
statute of limitations for actions on bonds. the defaulting subcontractor's employment
The court first disregarded, as againsaxes.lIsland Insurance Co. v. Hawaiian
public policy, the bond’s two-year limi- Foliage & Landscape Int.
tations period in favor of the Maryland Oahu Construction Co. had contracted
statute, but it looked to that bond provisiowith the City and County of Oahu to build
to determine the parties’ intent as to whea golf course. Oahu subcontracted land-
the accrual time commenced and found sicaping work to Hawaiian Foliage & Land-
to be the date on which the final paymerscape, which obtained a performance/
under the contract fell due. This date wgsayment bond from Island Insurance Co.
October 10, 1984, it concluded, when theHlawaiian defaulted. Island refused to pay
state’s Community Development Adminisits principal’s tax debts. The federal district
tration requested final payment from theourt granted the surety’s motion for sum-
Maryland Housing Fund and stated its benary judgment. 2000 U.S.Dist. Lexis
lief that the money from the fund was nowil6749 (D. Haw.).
“payable.” Since the contractor had filed The Ninth Circuit reversed, applying
suit after October 10, 1996, its claim wablawaiian law and adopting the argument
time-barred. that the terms of the subcontract required
This decision was affirmed iflagers- Hawaiian to pay all taxes. The bond, in
town Elderly Associates Limited Partturn, covered its principal’'s complete per-
nership v. Hagerstown Elderly Buildingformance of the subcontract, which in-
Associates Limited Partnershipy the cluded payment of taxes. Having deter-
Maryland Court of Appeals.The court mined the extent of the surety’s duty, the
agreed that the 12-year period applied, baburt easily found that the federal and state
disagreed that this limitation barred the agovernments were intended third-party
tion against the surety. Instead, the appdieneficiaries of the bond.
late court held that, pursuant to the terms It did so by applying Section 302(1) of
of the building contract, the accrual periothe Restatement (Second) of Contracts,
commenced November 1, 1984, the date which provides that an entity is an intended
the final loan closing. Embarking on a defibeneficiary if the “performance of the
nitional exploration of the word “payable,”promise will satisfy an obligation to the
it concluded the word meant a sum “that igromisee to pay money to the beneficiary.”
to be paid” and not that final payment waksland, the promisor, had promised to en-

due. sure Hawaiian’s performance, including
payment of taxes. This made the govern-
2. Substantive ments intended beneficiaries who could

bring a direct action against Island.

Island contended that it should not be
liable because its intended beneficiary was
Oahu, and Oahu could not be responsible
for the taxes. The court gave this argument
short shrift, instead emphasizing that the

3. 793 A.2d 579 (Md. 2002). language of the subcontract controlled in

4. 288 F.3d 1161 (9th Cir. 2002). that it reflected the parties’ intention to

Surety liable for defaulting subcon-
tractor's unpaid employment taxes to
federal and state governments as in-
tended beneficiaries on bond.
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make the bond responsible for the subcoright to insist on performance by the
tractor’s tax liabilities. surety. It held that tender of a new contrac-

Characterizing the majority’s decision asor and surety was not correction of the
“inequitable and unusual” and describing eontractor’s default in that it did not consti-
contract “into which no reasonable man dute full performance as required by the
woman would likely enter,” the dissentbond. However, the court did not explain
found, adopting a “reasonable, probableyhy a new contractor (one that had previ-
and natural interpretation” of the contracbusly bid on the project) and surety would
terms, that the language did not evince arot constitute full performance, since the
intention that Island be responsible for thend result—a completed athletic facility
taxes. The dissent also contended that tgaaranteed by a surety—would be the
purpose of the bond was to protect the cosame.
tractor (who had no liability for the unpaid
taxes) from Hawaiian's failure to perform Employee leasing contractor could
and not to protect the federal or Hawaiiahring suit on general contractor's bond
governments. even though contract violated state em-

ployee leasing act.

Surety’s tender of substitute contrac-  Eastland Financial Services entered into
tor with new surety did not satisfy sur- a contract to furnish labor to a general con-
ety’s obligation to school board. tractor, MC Builders, with Mid-Continent

In School Board of Broward County,Casualty Co. as surety for MC Builders. At
Florida v. Great American Insurance Go the time of the contract, in violation of
the school board appealed a decision graltew Mexico’'s Employee Leasing Act,
ing summary judgment against it in favoEastland was not a registered company and
of Great American, the surety. had failed to post its own surety bond.

Rockland Construction Co. contracted In Eastland Financial Services v. Men-
with the school board to build a highdoza® the New Mexico Court of Appeals,
school athletic field and sports complexwhile conceding that generally a contract
Great made in violation of a statute prescribing

American issued a performance bongenalties is void, looked to the policy of
Before beginning work, Rockland dethe law violated, the type of illegality in-
faulted, and the board demanded that tlvelved in the contract and the facts of the
surety complete construction. Great Americase before deciding that the contract was
can made arrangements for another coenforceable against the surety on its bond.
tractor to do so and to have a new surety Mid-Continent had argued unsuccess-
guarantee completion. Great Americafully to the trial court that Eastland should
would then be released from its bond. Thee precluded from bringing suit. The ap-
board rejected this offer and insisted thatellate court agreed with the lower court,
Great American either serve as generfihding that the factual context and public
contractor or supervise the new contragolicy did not favor voiding the contract
tor's work. but instead favored protecting the leased

After negotiations, the board declareemployees.
the surety in default and sued, arguing that
the tender of a substitute contractor and de-Factual dispute concerning contrac-
mand for release did not fulfill its obliga-tor’s substantial compliance with regis-
tion to “correct” Rockland’s default. Thetration statute precluded summary judg-
trial court found in favor of the surety. ment for surety

In a puzzling decision, the Florida Court
of Appeal reversed, declaring that to allow——— _
Great American to substitute a new con-eﬁi-eg(ﬁar%g-%g Zggz(F'a-App- 2002phearing
tractor would narrow the scope of bon& 6. 43 P.3d 375 (N.M.App. 200Q)prrectedApril
coverage and cause the board to give up &s2002.
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An Alaska trial court dismissed a Il. PRIVATE CONSTRUCTION
subcontractor’s Little Miller Act claim BONDS
against the general contractor’s surety be- . . ..
cause the contractor had failed to comp%‘ Liability of Surety
with an Alaska statute that bars a contrac- Under Georgia law, filing of lien-
tor from suing for compensation unless ttelease bond does not create new cause
either met or was in substantial compliancef action for subcontractor against
with the statute’s registration requirementswner. Rather, subcontractor or sup-
when the contract was entered into. Iplier must first perfect its lien and seek
McCormick v. Reliance Insurance Gdhe recovery from contractor prior to seek-
Alaska Supreme Court, finding questiongg recovery from owner’s surety.
of material fact as to whether the contrac- In Few v. Capitol Materials Inc,a
tor had substantially complied with theproperty owner, Joseph Few, contracted
statute, reversed. with the Perez Group, the contractor, to

John McCormick orally contracted withbuild a house. Six days after filing for
Alaska Electric Co., an electrical subconbankruptcy, the contractor purchased dry
tractor on an Anchorage International Airwall materials from Capital Materials, for
port runway project, to provide truckingwhich it failed to pay, and Capital Materi-
services. The general contractor, Wildeals filed a materialman’s lien against Few’s
Construction Co., refused payment, clainproperty. He discharged the lien by filing
ing that McCormick’s work was outsidea lien-release bond, as provided for in
the scope of the agreement to provide en@eorgia’s mechanic’s lien statute, Section
dump trucking services. McCormick ther4-14-364 of the Georgia Code. Capital
sued Wilder and its surety, Reliance. Mowlaterials then proceeded directly against
ing for summary judgment, Reliance as-ew on the bond without commencing any
serted that McCormick’s contractor regisaction against Perez Group. The trial court
tration had expired before he contractegranted summary judgment in favor of the
with Alaska Electric and that thus his acsupplier on its claim, which the Georgia
tion was barred. Court of Appeals affirmed.

The Alaska Supreme Court discussed The Georgia Supreme Court reversed,
the courts’ approach to the statute as oneloflding that an owner’s filing of a lien-
requiring substantial rather than strict conrelease bond under the Georgia statute does
pliance in that substantial complianceot create a new cause of action for a lien
“affords the public the same protectiortlaimant. The bond merely stands in the
that strict compliance would offer.” Be-place of the real property as security for the
cause the court found that the evidence tén claimant and does not hinder the prin-
McCormick’s prior registration with the cipal and surety on the bond from raising
Alaska Division of Occupational Licens-any defense that would have been available
ing, his valid contractor’s license issued bgs a defense to the lien foreclosure. The
the Municipality of Anchorage, and hiscourt ruled that a lien claimant must first
state business license, as well as evidersmeek to recover from the contract, with
that his bond and insurance had remain&hom it was in privity, and not the owner
in effect after his license had elapsedf the property.
raised a factual issue about substantial The case was reversed because Capital
compliance that warranted reversal of thiglaterials failed to commence a timely ac-
trial court’s dismissal of his complaint. tion against contractor before proceeding

against Few on his bond or to fall within
any of the exceptions of the in the statute.

7. 46 P.3d 1009 (Alaska 2002).

8. 559 S.E.2d 429 (Ga. 2002gconsideration B. Miscellaneous

denied February 25, 2002ev’'g 543 S.E.2d 102 ] )
(Ga.App. 2000). Motion to recover attorneys’ fees in
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action in Florida must be filed within 30 with Mountbatten seeking payment of
days after filing of judgment, thus $1,113,251.90 under one of the labor and
surety’s claim filed 47 after favorable material bonds. Tri-state filed suit, and
judgment was untimely. Mountbatten asserted several affirmative
In Ulico Casualty Co. v. Roger Kennedylefenses, among which was that Tri-state
Construction Inc® the trial court entered awas not, as a matter of law, a proper claim-
final judgment in favor of the Ulico Casu-ant under the surety bond. On that basis,
alty Co., the surety, and its principal undehe district court granted Mountbatten’s
its bond against the general contractor anotion for summary judgment.
January 17, 2001. Ulico moved for attor- The U.S. District Court for the Southern
neys’' fees 47 days later, on March 6. ThRistrict of New York held that Tri-State
trial court held that the motion was unwas not a proper bond claimant because as
timely under a recent amendments to tre professional employer organization
Florida Rules of Civil Procedufé. (PEO), it did not provide labor and mate-
The Florida Court of Appeal affirmedrial as the terms were used in the language
and held that the surety’s motion was uref the bond. The court also noted that Tri-
timely. Prior to the January 1, 2001State’s efforts to characterize itself as a
amendment of Rule 1.525, the court eXeint employer of the labors on the project
plained, an attorneys’ fees motion could b@® which the bonds applied did not make it
filed within a “reasonable time” after entrya provider of labor and material itself—
of the final judgment. It held that in revis-Tri-state merely served administrative
ing Rule 1.525 to specifically state thatunctions, including payroll and human re-
motions “shall” be served within 30 daysource services. These, the court con-
after the filing of a judgment and considereluded, did not meet the bond’s definition
ing the committee note to the rule, whiclef labor and materials. 2001 U.S.Dist.
explains that the rule is intended to estahexis 6279.
lish a time requirement to serve for costs The Second Circuit explained that since
and attorneys’ fees, the Florida Suprenthis was a diversity case, the law of New
Court clearly intended to abrogate the longork applied. It found that Tri-state’s PEO

standing “reasonable time” standard. status as a claimant under the surety bond
was a matter of first impression in New
C. Liability of Surety York’s jurisprudence. Noting that the PEO

industry has developed only recently and is
experiencing fast growth, it certified this
guestion to the New York Court of Ap-
peals: “In the circumstances presented, is a
PEO, under New York law, a proper claim-
ant under a labor and materials surety

Liability of surety under labor and
material payment bond claim by con-
struction project staffing company is
matter of first impression under New
York law, and question is certified to
et o senvie Inc, PN

- ployment Service Inc.

Mountbatten Surety Cé: Team Star Con- The court further noted that in general

. .those who can recover on a payment bond
r rs entered into an agreement W|tt1]i1 :
tracto g are subcontractors or persons supplying la-

O’Ahlborg & Sons to perform constructlorjéor or materials to subcontractors or gen-

Vh\/ll(())rlh(ntatl)tat? eﬁltgulp EtQUCI:r(l)Cyi,S é\{ljaesds?:,:vr;ulsaegt ral contractorgnd that other jurisdictions
y %0 old that lenders or creditor cannot be a

and material bonds to Team Star as prin%’roper bond claimant

pal and O’Ahlborg as obligee. - ' - -
Tri-state then entered into an oral agree- Tri-state contended that its status is that

ment with Team Star to provide employee

leasing services. Team Star subsequentlty

failed to make payments on outstanding in- ;o 2@@2‘;@%_‘;@%‘@3?&2; %88%%2

voices, and Tri-state filed a proof of claim 11. 295 F.3d 256 (2d Cir. 2002).
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of an “employer” of the workers involvedavailable to the contractdt,the court

at the project and that it is treated accordtated, the surety in this case, USF&G,
ingly under the Internal Revenue Code arzbuld assert Anzac'’s failure to comply with
other statutes, such as the Fair Labor Staa-condition precedent as a defense to non-
dards Act. The Second Circuit observedayment. Therefore, Anzac’s failure to
that California cases have held that the lebide by a valid condition precedent ex-
gal status of an employer of laborers furused Team Land and the surety from
nished to a work of improvement is cruciamaking payment until such time as Anzac
factor that distinguishes a person who “fuprovided the requisite release.

nishes” laborers to a project “from a person The court went further and held that
who merely organizes the work force, perven if it were to determine that the lan-
forms administrative functions, advanceguage used was ambiguous, invalidating
wages, or does all three in behalf of arthe waiver provision was not the correct

other.” course of action. The trial court “could
have easily interpreted the release provi-
D. Indemnity sion according to the intent of the parties

Surety asserted valid defense to non-and the custom of the industry.

payment under bond due to Slébcon- IIl. EIDELITY AND EINANCIAL
tractor’'s failure to execute condition '
precedent indemnity/hold harmless INSTITUTION BONDS
agreement. A. Emloyee Dishonesty

In Team Land Development Inc. v.
Anzac Contractors In¢? a subcontract
contained a provision that made final pa>}Jn
ment contingent on the subcontracto
(Anzac) providing releases to the prim
contractor (Team Land) in “satisfactory”
form holding the prime contractor and
owner free and harmless from all claim
arising from or in connection with the sub-
contract. Team Land issued a check to the. L o
escrow account of Anzac’s attorney, bl1_||me coverage. The policy indemnified

. ; olloway for damage to “covered prop-
Anzac dl_d not provide the releases aesrty " wr){ich was de?ined as “money’P ar?d
called for in the subcontract. '

The trial court construed the release pr?ﬁ:ﬁurggﬁ(iy ::dd stea::r:ﬁilgées property other
vision of the subcontract as "ambiguous, The federal district court in the Southern

thereby relieving Anzac from the condition.. . . : .
istrict of Ohio entered summary judg-
precedent to payment. It granted Summ""h&ent for the insurer, holding that the

to Anzac. plaintiff's trade secrets were intangible

The Florida Court of Appeal reversed . A
: . - «anr. property and therefore did not fall within
referring to a dictionary definition of “sat the policy’s definition of “covered prop-

isfactory” as meaning “giving satisfactionert -
sufficient to meet a demand or require- Y-
ment; adequate.”

Since a surety is afforded any defens

Trade secrets not covered property
der crime policy.
In Holloway Sportswear Inc. v. Trans-
ortation Insurance Cg* Holloway
laimed that its former employee stole
rade secrets, including clothing designs
nd pricing information, which he sold to a
ompetitor. It sought recovery of its losses
der a policy that included commercial

gs‘ Definition of Employee

Provision in policy defining “em-
12. 811 So.2d 698 (Fla.App. 200Bhearing de- PlOyee” as person employed by “employ-
nied March 22, 2002. ment contractor” was ambiguous.
13. Citing C.A. Oakes Constr. Co. v. Ajax Paving i i ini ’
Indus. Inc., 652 So0.2d 914, 916 (Fla.App. 1995). A In ManSII(:)n HIIIISMcondIO{nInlum ASS% V-
14. 177 F.Supp.2d 764 (S.D. Ohio 2001). merican Family Mutual Insurance Cb.

15. 62 S.W.3d 633 (Mo.App. 2001). a condominium association claimed that an
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office manager, who had been furnished by The intermediate appellate court agreed
a management company and embezzledd affirmed the grant of summary judg-
funds from the association’s checking aanent in favor of the insurer, but the West
count, was its employee. It sought recovelirginia Supreme Court of Appeals re-
under an employee dishonesty endorseersed.
ment of a property and business insuranceThe supreme court observed that the dis-
policy. tinction between an employee and an inde-
The trial court entered judgment for thgpendent contractor is whether an insured
insurer, finding that the office managehas the right to control and supervise the
was not an “employee” within the meaningvork performed. The trial court had con-
of the policy, but the Missouri Court ofcluded that the plaintiff never exercised
Appeals reversed. control over Tyler, but the court noted that
The policy covered acts of dishonesty bthe failure to exercise control did not dic-
an “employee” of the insured, which intate whether the plaintiff had the right to do
cluded any person employed by an “enso. The court held that there was a genuine
ployment contractor” while the person perissue of material fact whether the plaintiff
formed services under the insured’sad the right to supervise and control
direction and control. The association hadlyler's work,
hired KEM Construction Co. to manage
the property, and KEM placed the officeC. Exclusions

manager on site. KEM paid all salary and Insurance broker who furnished cli-

employment benefits, but the office man- . .

ager was subject to the direction and coﬁﬁr,:ésmgz dﬁ);?mgjrn}i;Q:rn(;ﬁtﬁﬂmrgggﬁixvas
trol of the association. The insurer main(—)f exclusiony 9
tained that “employment contractor” First Insu.rance Funding Corp. v. Fed-
;Igegﬁlgy re;er:]rdre?h ;(r)e]%rfn&rl)zol\r/la%algsxg?ng ral Insurance Cd’ involved construction

“ ” f an exclusion in a financial institution
empl_o yment contractor” as that term Wagond that barred coverage for losses caused
used in the policy.

The court concluded that the term wa%, " agent, broker, independent contrac-

subject to more than one reasonable intef.” intermediary, finder or similar repre-
; : . Sentative. First Insurance sought a declara-
pretation, and therefore it was amblguo%% : . -
and must be construed in favor of the in—Y judgment that it was entitled to
sured indemnification and that Federal’s denial
' of the claim amounted to an unreasonable
and vexatious action under the lllinois In-
surance Code. The federal district court
held that the exclusion applied to the loss
claimed by the plaintiff and dismissed the

action. The Seventh Circuit affirmed.

Question of fact whether person re-
sponsible for loss was employee or inde-
pendent contractor.

In Mountain Lodge Ass'n v. Crum &
Forster Indemnity C¢'® Mountain Lodge,

- - . First Insurance was engaged in an insur-
an unincorporated association hll’eg . - .
u L nce premium finance business. Colesons
Norman D. Tyler as a “construction man: P

" . . Insurance Group, an independent insurance
?n%ﬁiruraofggiﬁseﬁ.);i?%gé%r:jslyogéfréﬁgg%roker, frequently referred clients to First
the plaintiff for labor and materials anolnsurance to obtain financing for payment

misappropriated funds, and the plaint_iff)riéﬂts:ri‘r’;‘n%ie%raer?:\';"gﬁé Cllé);s%npsplﬁ:s;iztgd
sought recovery of the loss under a polic nd finance agreement required by First
m;tjrlgflggﬁ%g rgg\'/?r/:gg:)egttﬁgvgrrggﬁd m surance. In the transaction at issue, First
Tyler was an independent contractor and

not an employee within the meaning of the 15 558 5.E.2d 336 (W.va. 2001).

policy. 17. 284 F.3d 790 (7th Cir. 2002).
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Insurance disbursed $4.3 million to Colefimmediately upon discovery” by the in-
sons on the faith of forged loan documensured of any dishonest act committed by
and sought recovery of the loss under ithat employee. It also required the insured
financial institution bond, to give notice of loss as soon as possible

The Seventh Circuit concluded thaand to submit a proof of loss within 120
Colesons was an intermediary, finder atays. The court concluded that the evi-
similar representative of the insured withimence supported the trial court's determi-
the unambiguous meaning of the exclusionation that the insured had discovered the
The court noted that Colesons’s respongiishonest conduct in March 1998, when
bility for bringing businesses together tdhe president had agreed to repay the unau-
consummate a transaction was the preciderized charges within two weeks. The
type of conduct in which an intermediarcourt held that coverage for the president
or finder typically engages. It rejected Firsterminated at that time.
Insurance’s contention that Colesons did Proof of loss filed in June 1999 was un-
not act as its intermediary in the course aiimely, the court concluded, and that the
fraudulent transactions involving loans tinsurer was prejudiced by the delay.
fictitious entities. It held that First Insur-
ance bore the risk of cloaking Colesons Acquisition of insured’s stock by an-
with the authority to act as its intermediaryother bank was “taking over” of insured

and terminated coverage.

D. Termination of Coverage In American Casualty Co. of Reading,
Coverage terminated as to employee Pennsylvania v. Etowah Ballﬁ(_Amgncan
when audit first revealed unauthorized Casualty, a CNA Cos. entity, m_surpd
expenditures: proof of loss was untimely Etowah Banl_< under a financial institution

In Acadia Iﬁsurance Co. v. Keiser Indtjsppnd' It denied coverage for an employee
e dishonesty loss discovered during the term

. 18 . ; -
tries Inc,'® the president of Keiser, the in of the bond because Etowah had been

sured, made unauthorized personal charg@g i . : ;

: : : ken over” by Regions Financial Corp.
on the company credit card. Keiser, a con;, :
structor of modular homes, sought reco%o days before the loss was discovered.

. : egions had purchased 100 percent of
ery of thg IOSS- under a policy that include towah’s stock. American Casualty filed a
commercial crime coverage.

A March 1998 audit uncovered unaqthogogﬁlac'p;sfgrg}%‘i!gﬁolfgrjugugnrﬂﬁgty judg-
rized charges of $40,000. The pre&de%em, the district court found that the ter-
agreed o repay the charges within tw ination provision of the bond was am-
weeks, but he did not do so. A March 1999. . P h

: - : jguous and entered judgment for the
audit revealed that the president’s persondl 1" The 11th Circuit reversed and in-
charges on the credit card had increased ! -

more than $225.000. In June 1999, the itrE_ ucted the lower court to enter judgment

o . or the surety.
sured notified the insurer of loss and su Under its terms, the bond terminated “as

mitted a proof of claim to the insurer, C i ” :
which denied coverage and filed a declar n entirety” on the "taking over” of the in

. . : : ured by another institution. The appeals
tory judgment action. This was denied, b court held that Etowah had been taken over

following a bench trial, the trial court en- :
tered judgment for the insurer because é‘?en rl?egl?nskpur%haEsted lr?ob percent_tof
late notice. owah’s stock an owah became its

The Supreme Judicial Court of Main wholly owned subsidiary. It concluded that

affirmed. The policy provided that the in‘ihe term "taking over,” as used in the bond,

is_not ambiguous and occurs when a finan-
rance w ncelled as to any emplo R :
surance was cancelled Y eMPIOY&AI institution acquires more than 50 per-

cent of the stock of another institution.
18. 793 A.2d 495 (Me. 2002). Etowah argued that a “taking over” by
19. 288 F.3d 1282 (11th Cir. 2002). Regions never occurred because Regions
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did not assume control of Etowah’s “cor@ne its employees. The trial court deter-
functions,” that Etowah continued to opermined that the common law made-whole
ate as before under the same by-laws, addctrine prevented CNA from enforcing its
that it maintained separate books anslbrogation rights until the insured was
records, with management remaining sulfully reimbursed for its loss. The appellate
stantially unchanged. Turning back thisourt affirmed,

argument, the court observed that the CNA insured KVA under a business
“core functions” test is used to determinpackage policy that included coverage for
whether a receiver or regulator has asemployee dishonesty.” KVA’'s employee
sumed control over, and has thus takeembezzled $2.3 million over a 10-year
over, a failed financial institution, wherespan, about $268,000 of which occurred
stock ownership has not changed. That tedyring the term of the policy. CNA paid
the court stated, does not apply in casése $50,000 policy limit, and KVA initi-
involving the purchase of stock by anotheated lawsuits against those responsible for

institution. the loss, including One Valley Bank.
CNA maintained that the subrogation
E. Third-party Rights provision of the policy entitled it to a share

of the recoveries. The provision stated that
“amounts paid in excess of the payments
under the policy shall be reimbursed up to
the plaintiff leased computer equipment t&he amount paid by those, IPCIL-Jd”-]g you,
. ... Who made such payments.” Finding the

Inacom. After Inacom filed a petition in C b bi he West Vi
bankruptcy, the leased computer equi rovision to be ambiguous, the West Vir-
ment could not be located. The lessor ag- "o Supreme Court of Appeals instead
sumed that the equipment was misappr pplied the common law made-whole doc-
riated by Inacom’s former emplovees and "€’ under which an insured must be fully
gssertedya claim under Inacorﬁ’sycomm eimbursed before subrogation rights arise.

) ; ; S he court noted that the doctrine may be
cial crime policy, The federal district court verridden by valid contract, but held that

in Delaware gran he insurer’'s motion tﬁn g .
elaware granted the e contractual provision was ambiguous

dismiss. ; .
Under the terms of the policy, coveraggnd therefore invalid,

was provided only for the insured’s benefit ,
and did not inure to any other person or IV. SURETIES' REMEDIES
organization. The court held that the plain- Power plant operator that paid de-
tiff therefore could not make a claim difaulting contractor subs and suppliers is
rectly under Inacom’s policy because ihot volunteer and is allowed recovery
was not a named insured under the polieynder performance bond.

or a third-party beneficiary, nor was it an Ordinarily, sureties are clamorous pro-
assignee or judgment creditor of the inponents of the doctrine of equitable subro-

Employee dishonesty coverage did not
inure to insured’s creditor.
In O/E Systems Inc. v. Inacom Cotp.

sured. gation, but inFederal Insurance Co. V.
Maine Yankee Atomic Power Cb.equi-

F. Recoveries table subrogation was used against a
surety.

Made-whole doctrine superceded am- =" 998 \Maine Yankee decided to de-

b'?goggnsgﬁaggggﬂg CI%;Z?OIIT)piZItI;:yI.nc Vcommission one of its nuclear plants. It
y g " “hired Stone and Webster Engineering to do

One Valley Bank N.A! CNA Cos. inter- : -
vened in a lawsuit to obtain a share of thtléIe job at a cost of $250 million. Under the

proceeds of a settlement Kanawha Valley
(KVA), its insured, had negotiated with— — —
One Valley Bank to obtain partial restitu- 39 sog & s '227(17?’(%.\(,%_ 28'612)_002)'

tion for funds embezzled from KVA by 22. 183 F.Supp.2d 76 (D. Me. 2001).
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contract, performance bonds in the amount$12,000,000 it would ultimately have had to

of 15 percent of the contract price were pay them under the payment bond a risk for

secured from Federal Insurance Co. which Federal Insurance received the pre-
By 2000, the power company was hay- mMium?

ing serious concerns with the contractor's The theory is then referred to as one of
solvency, and in May of that year a defaulequitable subrogation combined with un-
was declared. By that time, approximately;st enrichment.”
$12 million worth of labor and material The court had no trouble in finding that
from the contractor's subs and supplief§laine Yankee unjustly enriched Federal
had accrued but not yet been paid. Hovnsurance, basically reasoning that it had
ever, not all these amounts were overdugaid sums that otherwise would have been
and no claim was made that the surety dgayable under the payment bond, despite
faulted on its payment bond obligations. the fact that no claims were ever presented.
The power company was apparently 3150 refused to preclude recovery under
quite anxious to complete the project. Tghe doctrine of volunteerism, find this to be
guard against delay, it negotiated som@pmething requiring strict interpretation as
thing called an interim service agreemeRje|| as good and sound economic reasons
that allowed Stone & Webster to continugyr Maine Yankee doing what it did. In ad-
work on a reimbursable cost basis, witQition, although dealing with a given sub-
payments going from Maine Yankee {Qact matter under an express contract would
subs and suppliers directly. Federal cofgye precluded recovery under Maine

curred and, in fact, even signed the agregsmmon law, the court found this not to be
ment, which, however, contained a generglg case.

reservation of rights clause.
Maine Yankee then paid the subs and

suppliers approximately $12 million for ac,5nt to indemnity agreement where
cruals that predated the default. Later, hallenge was non-specific.

decided to complete the decommissioning gepaefer v. Spider Staging Céfmid

project itself and made a formal claimyq jnyolve a surety. In fact, it was a per-
against Federal for the full amount of thg 4 injury case, but it did involve a con-

performance bond. There was at leastction project and a contractual indem-

agreement that the obligee had no right Fﬂty agreement.

recover under the_payment bo_nd. Subcon--l-WO roofers employed by Schaefer and
tractors and suppliers were paid as part @, Roofing Inc. were hurt on the project
the agreement, and claims under the P&Yhen a scaffolding platform rented from
ment bond were never presented. Spider collapsed. In the paperwork on the

MAi:thru?hrrt:Iet fetﬂer?l ?'s”]'cc;[ Co\llmr Inproject the roofer agreed to indemnify the
ainé reterred 1o the route of recovery a§caffo|ding company even for its own neg-

"equitable subrogation,” its analysis Soorﬂgence. The relevant clause was one to in-

tsl:;?gg_ to an “unjust enrichment” claim. Itdemnify and hold harmless from any and

all claims, actions, suits, proceedings,
Since the [payment] bond amounts nevegosts, expenses, damages and liabilities, in-
actually came due, at bottom Maine Yankegluding costs of suit and attorneys’ fees.
is arguing that Federal Insurance has beenThe trial court had made fairly substan-
unjust enriched—that by virtue of Mainetjzl awards. In one action, $315,358 was
Yank_ee’s payments to subcontractors a covered: in another. the fee bill was
suppliers Federal Insurance has saved t %5,752. S,chaefer Roof’ing appealed on the
grounds of reasonableness.

_— On appeal, the Eighth Circuit initially

23. Id. at 76. considered the standard of review and re-

24. 275 F.3d 735 (8th Cir. 2002)anel and en i ot ;
banc rehearing denie®002 U.S.App. Lexis 2341, fused to scrutinize the listing of services

Award of attorneys’ fees upheld pur-
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rendered, instead deferring to the “carefaheir liability to the amount of the bond. In
consideration” of the court below. In addiresponse to this argument, the successor
tion, Schaefer made “no specific challengeonservators pointed to well-settled Kansas
to [the] records except an unsupported asw which, they claimed, followed the ma-
sertion that the hourly billing rates wergority view that while the amount of the
excessive.” It was held that lacking a degpenal sum of a bond may not be enlarged, a
tailed challenge, the district court did nosurety may be required to pay prejudgment
abuse its discretion in accepting the sulnterest and costs of suit even if they ex-
mission of fee bills. ceed the amount of the bond. After an ex-

Disputes over the recovery of fees andaustive analysis of the cases cited by the
costs are common in indemnity battles, argliccessor conservators, the court agreed
the case provides further corroboration forith their position and acknowledged that
the premise that in indemnity battles an ifkansas state law has allowed the award of
demnity agreement means what it says. prejudgment interest against a surety since

1885.

Surety liable for interest and costs in ~ Next, the sureties argued that while an
excess of sum of penal bond; surety’saward of interest from the date of the defal-
liability for interest arises at date of cation may be authorized by Kansas state
conversion of property, not from date of law, case law does not mandate such an
notice or demand on surety. outcome. The sureties claimed that the rel-

In In the Matter of the Conservatorshipevant case law allows for an award of in-
of Huerta? the Kansas Supreme Courterest from the time that the sureties’ duty
ruled that a lower court was within its auto discharge the liability “matured.” In
thority to impose a judgment of interesbther words, they claimed that interest can-
against three sureties in excess of the pemait be charged against them until the ac-
sum of their conservatorship bonds. Theounts of the wards are settled and the as-
court went a step further and held that theets delivered to the wards, or until such
sureties were liable for interest dating badkme as the conservators are discharged
to the date of the conversion of the ward$tom their duties.
assets, not just from the date that the sure-The successor conservators argued that
ties received notice of the loss or demaritiwas beyond question that a principal who
under the conservator’s bond. converts funds is liable from the date of the

Six cases were consolidated, all ofonversion. The court agreed, noting that
which revolved around claims by successdfansas law acknowledged that a surety’s
conservators against former conservatoligbility is dependent on the liability of its
who were unable to account for all of th@rincipal. The court also stated that the
assets of their respective wards. Successase law relied up was consistent with the
conservators filed suit against both theurrent state of law allowing a surety to
principals and sureties—St. Paul, USF&Gstep into the shoes of the conservator in
and Old Republic—as a result of the prinerder to fulfill the conservator’'s duties
cipals’ theft of funds belonging to theshould the conservator fail to do so. The
wards. Judgments were rendered in eacburt also recognized that in conversion ac-
case against the principals and the suretitans, the general rule is that interest is re-
in the amount of each wards’ loss, plus ircoverable from the date of the conversion.
terest from the dates of the conversions.

All the judgments, except one, exceeded There is special relationship between
the amount of the penal sums of the bongsincipal debtor and surety.

when interest and the fees of the successoin Good v. Holsteiri the Superior Court
conservators were included in the judgef Pennsylvania held that a surety who
ment amount.

The sureties raised two defenses. First,>5 41 p.2d 814 (kan. 2002).
they argued that Kansas state law limits 26. 787 A.2d 426 (Pa.Super. 2001).
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held a first mortgage was satisfied when @nfession of judgment action against the
property was attributed its fair markesureties of the first mortgage, after the sec-
value sufficient to cover the entire amoundnd mortgage was foreclosed and the prop-
of a surety agreement. Reversing the trialty was sold at sheriff's sale. The sureties
court, the court concluded that the law hd#led an action in assumpsit, seeking pay-
recognized a special relationship betweanent on the surety agreement. The trial
the principal debtor and his surety based @ourt entered judgment on finding that the
reciprocal duties and mutual confidencesureties were personally liable to the owner
The core of this special relationship is theorporation for the amount in default.
surety’s obligation to repay the debt of the On the appeal, the Superior Court held
principal debtor if the latter defaults due téhat the corporation was the alter ego of
inability to repay the creditor. Converselysole owner for purposes of the sale of the
a creditor has a duty to a surety to digroperty on which the corporation held the
charge liens on the mortgaged property second mortgage, and also that a surety
order of seniority. who held a first mortgage was satisfied
In this case, the holder of a first mortwhen property was attributed its fair mar-
gage, who was also the owner of a corporket value.
tion that held the second mortgage, filed a
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CARMAKERS’' DAMAGES duct, the trial court also reduced the com-
pensatory award to $4.935 million.

- . Juror declarations filed at the post-trial
$290 Million Punitive stage revealed that one juror, during delib-
Award Against Ford Stands erations on the malice aspects of the case,

Voting 4-3 and, according to a story ircommented that she had watched a televi-
The RecordefSan Francisco], causing corsion news program reporting on fires that
porations nationwide to issue a “collectiveccurred in older Ford Mustangs. She re-
gasp,” the California Supreme Court decounted to the jury that the former Ford
clined to review or depublish a Californiachairman had said that the company would
Court of Appeal decision that imposed &ather contest or settle the fire-related law-
$290 million punitive award against Fordsuits than recall and fix all the vehicles.
Motor Co. in a products liability case inThe jury foreperson, who was a deputy dis-
which three family members died in arict attorney, told the juror that the news
rollover crash. 2002 Cal. Lexis 7254. Th@rogram was not evidence in their case and
court’s order lets stand the intermediate aghould not be discussed further, according
pellate court’s decision and lengthy opinto the juror declarations.
ion in Romo v. Ford Motor Co.122 Another juror, Ford alleged, engaged in
Cal.Rptr.2d 139 (Cal.App. 2002), whichmisconduct by recounting during delibera-
reversed the trial court’s order allowing aions a dream she from the night before in
new trial on punitive damages based on juvhich a Ford Bronco rolled over, killing
ror misconduct. her own children and many others while

The case arose from an accident a deerd representatives stood by questioning
cade ago involving a 1978 Ford Broncahe proof of the event. Her discussion of
Both Romo parents and one child werthe dream occurred after the jury decided
killed when the vehicle rolled over severatompensatory damages and before the vote
times. The suit alleged that the Bronco wasn malice. Several other jurors stated that
defectively designed because only the frottiis juror repeatedly said during delibera-
one third of the roof had steel supportions that the jury must “save the babies”
while the remainder was made of fiberby finding Ford liable. The jury voted 9-3
glass, which easily collapsed in the rollen the issue of malice and the amount of
over accident. punitive damages.

After a four-month trial in 1999, a jury The Court of Appeal, in an opinion by
awarded the three surviving Romo childredudge Vartabedian, found no juror miscon-
$6.226 million in compensatory and $29@uct had occurred and reversed the trial
million in punitive damages. Grantingcourt’s order. Nothing in the trial record
Ford’'s post-trial motion for a new trial onindicated that the court should reject the
punitive damages based on juror miscomormal presumption that the jury followed
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the court’s instructions, he stated, addingolated due process rights. Although no
that the trial court, several days into thether California case approached the size
jury deliberations and after widespreadf this punitive award, the Court of Appeal
news coverage about a large verdict agairtsld it was not excessive. Using the guide-
General Motors, admonished the jury tposts set by the U.S. Supreme Court in
consider only the evidence presented at tB&W of North America Inc. v. Goré17
trial and to ignore any news accounts coy.S. 560 (1996), the court condemned
cerning their case or any other case. Tlrd’'s conduct as very reprehensible in
presumption of prejudice from the oneputting thousands of lives at risk. In the
time mention of the television news proeourt’s view, there was not a wide disparity
gram was rebutted by the record, the cousetween the actual harm suffered by the
stated. Romo family and the damages rendered,
The court also treated the juror’s discusand Ford should have been on notice that
sion of her dream as within the realm of punitive damages that amounted to 1.2 per-
“permissible rhetorical device” used to excent of the company’s net worth were a
press her fears of similar accidents. Thgossibility in this trial.
collective process that makes up a jury de-
liberations, the court exPIqined, disa_bus” hrysler Fails to Reverse
the two jurors of any “misconceptions . ",
they may have had about their duty as jor3 Million Punitive Award -
rors to follow the law and consider only !N another case involving a much
evidence presented at the trial, which rémaller punitive damages award, Chrysler
buts any presumption of prejudice. lost out befc_)re the Slxth Circuit in its bid to
Ford also argued, but to no avail, that th@verturn a jury verdictClark v. Chrysler
plaintiffs had not proved that it acted wit{=0rp.,310 F.3d 461 (6th Cir. 2002).
malice in designing and manufacturing the The jury award in this case also arose
Bronco. The design and production of thom a fatal crash in which Charles Clark
Bronco itself was the despicable conductvas driving his Dodge Ram truck when he
the court said. “[W]e think it obvious thatwas hit in October 1993 by a state police
putt|ng on the market a motor Vehicle Witﬁ:ar. It C0”|ded W|th the Ieft fl’qnt fendel’ Of
a known propensity to roll over and, whil€Clark’s truck, causing the vehicles to rotate
giving the vehicle the appearance of sturd@nd “side slap” after impact. Clark, who
ness, consciously deciding not to provid@as not wearing a seat belt, was ejected
adequate crush protection to properiffom the truck, thrown onto the grass me-
belted passengers ... constitutes desgiian and died six hours later from the inju-
cable conduct,” the court determined. ries. Neither the police officer nor Clark’s
The court pointed out other evidenc&vo passengers were seriously injured.
that tipped the scales against Ford on theClark’s wife alleged in her products li-
“despicable scale,” including that the comability suit that Chrysler’s lock latch on the
pany knew truck-based sport utility veRam’s doors was defectively designed, as
hicles roll over at a higher rate than passeii-did not hold the door shut during the ac-
ger cars; the company’s safety engineegident. The jury found Chrysler and Clark
had concluded that no utility vehiclewere each 50 percent at fault, so that the
should be produced without a roll bar; anfiry’s $471,258 compensatory award was
Ford’s own testing, after the first generasut in half in the judgment for Clark, while
tion of Broncos was on the road, showeitis $3 million in punitive damages stood.
that the roof failed to meet the company’s Affirming, the Sixth Circuit determined
safety standards, and it began including an opinion by Judge Oliver that both of
steel reinforcement in all Broncos built afClark’s expert witnesses demonstrated that
ter 1980. their scientific testimony was sufficiently
As for the $290 million punitive award,reliable under standards set Draubert v.
Ford argued that it was so excessive thatNterrell Dow Pharmaceuticals Inc.509
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U.S. 579 (1993). Clark’s lock latch experson said he was on board with the major-
testified that the 1992 Dodge Ram did naty’s opinion on the defective design issues
have a state-of-the-art or state-of-thdsut could not go along with the majority on
industry lock latch. He referred to severahe punitive damages issue. In his book,
other lock latch examples in the industrthe issue of punitive damages should not
that were state-of-the-art at the time thditave been submitted to the jury because
Clark’s pickup truck was manufacturedClark did not produce clear and convincing
His opinion that the lock latch was defecevidence that Chrysler was guilty of wan-
tive and unreasonably dangerous, the coton or reckless disregard for the lives and
determined, was based on a sufficiently resafety of its customers.
liable foundation, including his technical To Judge Nelson’s thinking, the record
knowledge of automobile door latch syssupported only a finding of “garden-
tems, his extensive testing of door latcliariety negligence” on Chrysler's part. If
bypass failure, his familiarity with theClark had used the seat belt that Chrysler
Chrysler K latch and his examination oprovided, his life would have been spared,
the latch in Clark’s truck, as well as othehe wrote. “The hard truth, uncomfort-
K latches identical to the one involved irable though it may be to say so, is that if
Clark’s case. anyone was reckless in this situation, it was
Likewise, Clark’s accident reconstrucMr. Clark himself, not Chrysler,” he con-
tion expert also demonstrated sufficient resluded.
liability under theDaubertstandards. That
expert testified that the structure to whicl) Agg ACTIONS
the truck’s door attached when it closed,
called a B-pillar, is the skeleton of the ve- . .
hicle and typically would be reinforced. HePistrict Court Off Track
said that the Dodge Ram lock latch was 40 Selecting Lead Plaintiff
years out of date and that the B-pillar was A federal district court may get to pick
defectively designed because it was the lead plaintiff in a securities class ac-
single piece of sheet metal that had ndibn, but not that plaintiff's counsel, ac-
been shaped and welded into a square boording to a first impression decision from
to provide structure, as was typical in théhe Ninth Circuit that reversed the lower
industry. This testimony had sufficient relicourt’s choice of lead plaintiff. The peti-
ability, the court concluded, because th#on for a writ of mandamus drew an am-
expert had an extensive background in aicus curiae brief from the Securities and
tomobile safety testing and had examingxchange Commission, supporting the
Clark’s truck, the accident scene, the poligearty appointed lead plaintiff, and an am-
report and the photographs. He also kneisus brief from two large institutional in-
the state-of-the-art and state-of-the-indusestors—the California Public Employees
try standards in B-pillars at the timeRetirement System and Barclays Global
Clark’s truck was built. Investors—supporting the district court’s
Chrysler also failed to persuade theosition.
Sixth Circuit that a new trial was needed The class action before the Ninth Cir-
based on testimony about four other suleuit, In re Cavanaugh306 F.3d 726 (9th
stantially similar accidents and because ti@r. 2002), was one of more than 20 securi-
lower court refused to use a jury instructies fraud complaints filed in the U.S. Dis-
tion on the presumption accorded to contrict Court for the Northern District of
pliance with federal motor vehicle stanCalifornia based on a dramatic drop in late
dards. Chrysler also struck out on its clairB000 in the share price of a company in the
that the punitive award must be consideregélecommunications business, Copper
so excessive that it offends due proced#sountain Networks Inc., whose stock
safeguards. price plunged in the fourth quarter of 2000
Concurring and dissenting, Judge Nefrom $125 to $10 per share after it an-
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nounced that its revenues and earnings fimr the class.
that quarter had declined, contrary to ear- On the Cavanaugh group’s petition to
lier projections. the Ninth Circuit for a writ of mandamus,
The district court announced plans tthe appeals court reversed and remanded.
consolidate the numerous class actions ald an opinion by Judge Kozinski, it held
to appoint a lead plaintiff, as allowed undethat the district court went way beyond the
the Private Securities Litigation Reforndictates of the PSLRA in selecting the lead
Act of 1995 (PSLRA). Scheduling a caselaintiff. That court, Judge Kozinski wrote,
management conference, the court intefquickly went off the statutory track” by
viewed three parties who expressed an iengaging in a “free-wheeling comparison”
terest in becoming lead plaintiff: William of the parties competing for lead plaintiff.
A. Chenoweth, an accountant who lost afihe only relevant comparison under the
estimated $295,000 on the stock’s declin®SLRA'’s statutory scheme evaluates plain-
Quinn Barton, a self-employed investotiffs’ financial interest in the outcome of
who lost about $59,000; and five businesshe litigation, he stated.
men, led by David Cavanaugh, who each The most capable plaintiff under the
lost between $462,000 and $943,000 forRSLRA is presumptively the one with the
collective loss of $3.327 million. greatest financial stake in the outcome of
At the case management conference, thige case, so long as he meets the typicality
district court queried all three candidateand adequacy requirements for a class rep-
about how they chose their attorneys amdsentative under Rule 23 of the Federal
negotiate their fee agreements. The CavRules of Civil Procedure, the Ninth Circuit
naugh group already had retained Milberganel observed, and then other plaintiffs
Weiss, Bershad, Hynes & Lerach, arguabiypay then try to rebut the presumptive lead
the best-known plaintiffs’ securities litiga-plaintiff’'s showing of typicality and ad-
tion firm in the nation, under a fee agreeequacy under Rule 23. The Ninth Circuit
ment that would pay it a percentage of theejected the lower court's view that a
total recovery, a sum that would increasglaintiff's adequacy under Rule 23 can be
with the size of the recovery, topping out aneasured in part by how good a fee deal he
just over 30 percent. strikes with his attorneys. If the Rule 23
The second lead plaintiff candidateadequacy determination turns on which
Barton, had retained Beatie & Osborn, plaintiff has the cheapest deal, the court
small New York law firm, under a feesaid that would pressure plaintiffs to pick a
agreement that would pay between 10 tawyer who offers the lowest fees, rather
15 percent of the recovery, with an $8 milthan counsel who they believe will do the
lion cap. The third candidate, Chenowettgest job for the class. Besides, the court
had not retained counsel. added, the district court gets a say later in
The court found the Cavanaugh groughe ball game on attorneys’ fees when it
presumptively the most adequate plaintifipproves any class action settlement,
under the PSLRA standard because it hadhich the appeals court noted is “virtually
the largest financial stake in the contrathe universal case.”
versy, but it concluded that Barton had re- The presumptive lead plaintiff's choice
butted that presumption by showing he haaf counsel and fee arrangement may be rel-
a more advantageous attorneys’ fee agremsant, the court added, in ensuring that the
ment. Referring to Milberg, Weiss, theplaintiff is not receiving preferential treat-
court commented that the “well-recognizedent in some back-door financial arrange-
brand name in securities litigation” couldment or has engaged a lawyer with a con-
not rationally explain the significantlyflict of interest. “But this is not a beauty
larger fee compared to Barton’s counsetontest; the district court has no authority
Disqualifying Chenoweth from considerto select for the class what it considers to
ation because he had not selected coundm#, the best possible lawyer or the lawyer
the court appointed Barton as lead plaintififfering the best possible fee schedule,”
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the court stated. “Indeed, the district couthe company’s collection effort, the Sev-
does not select class counsel at all.” enth Circuit held inNielsen v. Dickerson,
The Ninth Circuit also rejected amicus807 F.3d 6223 (7th Cir. 2002).
SEC’s contention that the PSLRA raised The court affirmed the trial court’s sum-
the adequacy bar for lead plaintiffs to emmary judgment in favor of a class of
sure that the most sophisticated investalebtors who alleged that David D. Dicker-
available garners that lead role. The statusen, a Virginia-licensed attorney, violated
may have heightened the pleading requirthe Fair Debt Collection Practices Act
ments and otherwise strengthened tHEDCPA). Each class member had been a
chances of an institutional investor servin@GM credit card holder who had received a
as lead plaintiff, the court stated, but it didetter on Dickerson’s law firm letterhead
not up the ante on the Rule 23 adequabgtween September 22, 1997, and July 15,
requirements. It does not give districf999, about his or her delinquent account.
courts the sweeping authority to deny @he district court determined that Dicker-
plaintiff the role of class representative beson’s minimal involvement in preparing
cause the court disagrees with his choice thfe letters rendered them misleading in vio-
counsel, the court held. lation of Section 1692e(3) of the FDCPA.
Granting the writ of mandamus, thel999 U.S.Dist. Lexis 13931.
Ninth Circuit instructed the lower court to The letters, the district court ruled,
vacate its order appointing Barton as leddlsely implied to the debtor that an
plaintiff and to appoint the Cavanauglattorney had become professionally in-
group to that role if no other party rebutsolved in the collection, violating Section
the presumption that the group is the mo$692¢e(10)’s ban on using any false repre-
capable of adequately representing thsentation or deceptive means in collecting
class. a debt. After the district court granted sum-
Concurring in the judgment, Judgenary judgment on liability, the parties
Wallace wrote separately to note that theached a settlement that reserved the de-
majority’s opinion neither determined itsfendants’ right to appeal the liability rul-
own jurisdiction for the extraordinary rem-ng.
edy sought nor confined itself to the ques- Dickerson argued on appeal that he was
tions posed. On the jurisdictional issue, h@eaningfully involved in sending out the
resolved that a “clear procedural error” hadelinquency letters. Household Bank,
occurred in the lower court that would warwhich had issued the GM cards, sent
rant a mandamus. He chided the majoritfpickerson a list of about 2,000 debtors
however, for interjecting “ruminations oneach month, for which he was paid $2.45
the quality of the firms selected by the prgser account. He pointed out on appeal that
spective lead plaintiffs in this case” and fohe briefly reviewed the data printouts from
otherwise putting forth “broad-rangingHousehold each month. His staff also
dicta” on what should occur at the lowechecked the firm’'s database to see if the

court on remand. account holder's name showed up among
recent bankruptcy court filings and to de-
CLASS ACTIONS termine if the firm had already sent a letter

to that person. The firm’'s staff also
) checked the debtors’ addresses to be sure
Lawyer Liable for Debt no one resided in one of three states that
Collection Violations prohibited the type of letter Dickerson in-
A Virginia lawyer who sent dunning let-tended to send.
ters to lllinois residents to collect on delin- After the firm completed its three-part
qguent accounts for a large credit card comeview, the data was turned over to a bulk
pany is liable under the federal debinailing facility to send out on the firm’'s
collection laws because he did little moréetterhead with a facsimile of Dickerson’s
than lend his name and firm letterhead tsignature. The letters advised the debtors to
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contact Household about the delinquenayas the true source of Dickerson’s letters,
and make payments directly to GM card. ithe court held that Household shared
a debtor contacted Dickerson’s office byickerson’s liability as a debt collector un-
mail, that letter was forwarded to Houseder Section 1692a(6) for violating other
hold. Telephone calls from debtors wersections.
taken either by Dickerson himself, who The Seventh Circuit also saw little merit
advised the caller to write a letter, or mesn Household’s claim that it did not inten-
sages were taken by his staff and then fdienally violate the FDCPA because it had
warded to Household for handling. Dickermade a bona fide error in legal judgment.
son never instituted legal action againdousehold’s bona-fide error defense was
any GM debtors. doomed, the court said, because its actions
In an opinion by Judge Rovner, the Seplainly contravened the court’s opinion in
enth Circuit held that Dickerson’s letterdAvila v. Rubin,84 F.3d 222 (7th Cir.
falsely suggested that an attorney had b&996), in which the court recognized that a
come actively involved in GM’s debt col-delinquency letter from an attorney con-
lection efforts. The work that Dickersonveys authority and implies that the attorney
and his staff performed for GM in an “assupervised or actually controlled the proce-
sembly-line fashion” was nothing moredures behind the dunning letter. To avoid
than ministerial, in the court’'s view; theliability for misrepresentations with such a
dunning letters basically were form lettertetter, the attorney must have some profes-
prepared and issued en masse. The undifenal involvement with the debtor’s file.
puted facts showed the court that DickeSince Avila was nearly a year old when
son brought no professional legal judgmeitousehold retained Dickerson, the credit
to bear on the effort. company could not avail itself of the bona
Household argued on appeal that it coulitle error defense.
not be liable as a “debt collector” under the
FDCPA because it had not falsely useg\ipLOYMENT LAW
Dickerson’s name in its debt-collecting ef-
forts. The court disagreed. It deemed. N
Household, although the creditor, to be gidley, Austin Firm Must
debt collector because it used DickersonBurn Over More Information
name and letterhead to give the false im- A Chicago-based law firm must comply
pression to its debtors that an attorney wasore fully with a subpoena in an Equal
involved. Dickerson did not individually Employment Opportunity Commission
assess the status or validity of the debf&EOC) investigation to determine whether
relying on Household’s judgment on thos82 demoted partners in fact were employ-
matters. If a debtor who received the pastes under the Age Discrimination in Em-
due letter contacted Dickerson’s firmployment Act (ADEA). The Seventh Cir-
rather than GM directly, as instructed irtuit did not resolve whether the former
the letter, the law firm was not authorizeghartners at Sidley & Austin were employ-
to negotiate a payment plan, settle the deds¢s, but only that there is enough doubt
or take legal action against the debtor.  about whether they are covered by the age
The $2.45 per account flat-rate fee adiscrimination laws to entitle the EEOC to
rangement also indicated to Judge Rovngreater compliance with its subpoena.
that little actual legal work was expected iEqual Employment Opportunity Commis-
preparing the past-due letters. “The fixedion v. Sidley, Austin, Brown & Wood,
and quite modest nature of Dickerson’s r&2002 U.S.App. Lexis 22152).
muneration strongly suggests that House- A concurring judge noted that the U.S.
hold was paying for the marquee value dupreme Court has granted certiorari in a
Dickerson’s name rather than his profesase from the Ninth Circuit that may re-
sional assistance in the collection of itsolve some or all of the problems that gov-
debts,” she wrote. Finding that Householdrn the classification of Sidley’s members.
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Wells v. Clackamas Gastroenterology Asppoints its own members, rather than
sociates P.C.,271 F.3d 903 (9th Cir. standing for election before all 500 part-
2001),cert. granted No. 01-1435, October ners in the firm. That committee makes all
1, 2002 (summary at 71 U.S. Law Weehknajor decisions for the firm and delegates
3062). The Ninth Circuit held irClack- to non-committee members some powers
amasthat any person classified as an ente hire, fire, promote and determine com-
ployee for purposes of state law necessaripensation of subordinates. The executive
is an employee for purposes of federal lancommittee also sets partners’ income,
The EEOC pursued information frombased on each partner's percentage of the
the law firm now known as Sidley, Austinfirm’s over-all profits.
Brown & Wood after the firm demoted the Perhaps the “most partneresque feature”
32 equity partners in 1999 to “counsel” oof the 32 demoted lawyers relationship
“senior counsel” status. The commissiowith the firm was their personal liability
subpoenaed documents relating to whethfer the firm’'s debts, Judge Posner noted.
those partners were covered by ADEAYet, that exposure to liability should not be
which protects employees, but not employdecisive as to whether they are employers,
ers, from age discrimination. The commishe continued, because they had no power
sion also sought information about whethaver their own fate at the firm. The two
Sidley may be forcing other partners to regroups—partners under state law and em-
tire at a set age, contrary to federal angployers under the ADEA—may not coin-
discrimination laws that abolished mandecide, the court stated.
tory retirement. Vacating the district court's order, the
On the commission’s motion to enforcé&Seventh Circuit said that once the firm
its subpoena, the federal district court ofully complies with the subpoena concern-
dered the firm to comply fully. 2002ing ADEA coverage, the lower court
U.S.Dist. Lexis 2113. should then decide whether the 32 partners
On appeal, Sidley maintained that it proare arguably covered by the ADEA.
duced enough information to show that the Concurring in the judgment, Judge
32 lawyers were bona fide partners befoteasterbrook said he would count the 32
their demotion and, as such, were emplojawyers as “real partners” and conse-
ers not covered by ADEA. The firm alsauently not employees under the ADEA.
asserted that the question of whether the B2 found the suggestion that one can be a
demoted partners are within the ADEA’gartner under normal agency principles and
coverage is jurisdictional, which once anstill be an employee because of a “federal
swered against the commission, requiresléw override” incompatible with the U.S.
to stop investigating. Supreme Court’s discussion of employees
The Seventh Circuit, in an opinion byunder the Employee Retirement Income
Judge Posner, said the firm could “obtaiSecurity Act inNationwide Mutual Insur-
no mileage” by characterizing the coveragence Co. v. Darderf03 U.S. 318 (1992).
issue as jurisdictional. EEOC could pursuParden he noted, held that the circularity
information as to whether the 32 demotedf ADEA’s definition of employee should
partners were employees under the ADEBe fixed by incorporating into federal law
because it is entitled to investigate suffithe traditional state agency law criteria for
ciently to determine whether it should proidentifying master-servant relations.
ceed to the enforcement stage, the courtlllinois treats participation in profits as
stated. the defining characteristic of a bona fide
While Sidley may have shown that theartner, Judge Easterbrook noted, and that
32 lawyers were partners, it did not necesvould make the 32 demoted partners em-
sarily mean that they were employers exyloyers. “Anyway, it makes both linguistic
empt from ADEA coverage, Judge Posnemd economic sense to say that someone
wrote. He noted that the firm is governedho is liable without limit for the debts of
by a 36-member executive committee than organization is an entrepreneur (a prin-
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cipal) rather than an ‘employee’ (arState of New York and the Healthcare As-

agent),” he wrote. sociation of New York State.
The Court of Appeals concluded that
INSURANCE COVERAGE one insurer is obligated to defend the hos-

pital and its employees while the other two
, insurers are off the hook, based on specific
Insurer Must Defend Hospital policy exclusions. The court, in an opinion
Against Defamation Claim by Judge Smith, held that Healthcare Un-
An insurer has to defend a New Yorkderwriters must defend under the personal
based hospital and its staff in a defamatianjury liability policy it had in place with
action brought by a doctor who had risen tine hospital. That policy obligated Health-
the “limited public figure” status with his care Underwriters to provide the hospital a
very vigorous campaign supporting middefense for all personal injury damages
wifery at the facility. The New York Courtarising from various acts, including libel,
of Appeals held inTown of Massena v.slander or other defamatory or disparaging
Healthcare Underwriters Mutual Insur- material. The insurer argued that it did not
ance Co.,2002 N.Y. Lexis 2729, thathave to defend because the policy excluded
Healthcare must defend Massena Memoriabverage for allegations of defamatory
Hospital in an underlying federal lawsuistatements made within a business enter-
the doctor filed alleging a host of wrongsprise with knowledge of their falsity.
including defamation. The federal district court in Franzon’s
In the underlying action, Dr. Olofunderlying action held that he was a lim-
Franzon, who operated a women’s medicééd public figure who must prove reckless-
and surgical health care office, filed a fedaess as to the truth of the statements made,
eral court complaint against the hospitaut not knowledge of their falsity. The
its board of managers and various phys$tate Court of Appeals held that even if the
cians and hospital executives. He allegeallegedly defamatory statements concerned
that the defendants conspired to depriveranzon’s medical practice as a business
him of his civil rights under the First andenterprise and were intentionally and mali-
14th Amendments by trying to “excommu<iously made, there was no allegation that
nicate him from, and ruin him, in thethe statements were made with knowledge
Massena medical community.” He als®f their falsity. It added that since Franzon
charged that the hospital and medical peis a limited public figure, actual malice re-
sonnel disparaged him in internal reviewguires only recklessness as to the truth of
and to his patients, refused to renew hibe statements and not knowledge of their
hospital privileges and defamed him. falsity. Thus, defense coverage is proper
In the action that reached the New Yorkased on the policy terms, the state high
Court of Appeals, the Town of Massenasourt held.
which owned the hospital, sought a decla- The insurer also argued that it had no
ration that three insurers owed it a defenskity to indemnify because the allegations
in the federal action. The trial court foundf malice were equivalent to allegations
that all three insurers owed a duty to def intentional wrongdoing. Because of
fend. The Appellate Division reversedFranzon’s status as a limited public figure,
holding that coverage for the allegedhe could recover on his defamation claim if
wrongs were either specifically excludedhe established that the hospital and its
under the applicable policies’ provisions ostaff’s allegedly defamatory statements
were intentional and therefore excluded agere made with reckless disregard of their
a matter of public policy. 724 N.Y.S.2dtruth, the court stated, adding that such
107 (App.Div. 3d Dep’t 2001). The appeatiefamatory statements would be covered
to the state’s high court drew amicus curidgy Healthcare Underwriters’ policy and
briefs from the Medical Society of thewould not be precluded by public policy.
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JURY INSTRUCTIONS negligence action. Wal-Mart, the court
held, correctly argued that its rules and

. , policies may exceed what is required by
Instruction Based on Store’s ordinary care in a given situation, but that
Safety Manual Improper fact should not be used as evidence to
The Indiana Supreme Court reversed @eate a separate or higher duty of care.
$600,000 jury award because of an imyye think this rule is salutary because it
proper jury instruction incorporating a Walencourages following the best practices
Mart employee manual that set a standard @fthout necessarily establishing them as a
care higher than the ordinary care requirgdgal norm,” the court stated.
in the negligence suit at issue. Reversing theThe second problem with the instruction,
jury verdict, the court determined Wal- the court held, was that it invited jurors to
Mart Stores, Inc. v. Wrigh#774 N.E.2d 891 apply Wal-Mart's subjective view of ordi-
(Ind 2002), that the instruction set a SUbjeﬁ'ary care, rather than the Objective stan-
tive, rather than Objective, standard of Calfard set by external Community demands.
in the slip-and-fall case. The store’s belief that it should perform at
~ Ruth Ann Wright sued Wal-Mart, alleg-a higher standard than objective reasonable
ing she was injured when she fell on watefare is not relevant to the jury’s determina-
in the lawn and garden corral outside thgon, the court stated, concluding also that

Wal-Mart store in Carmel, Indiana. Porthe improper jury instruction could not be
tions of the store’s employee manual, deteemed harmless error.

tailing procedures on handling spills and

other floor hazards, were admitted into evisO\VEREIGN IMMUNITIES ACT

dence at the jury trial. Wal-Mart hotly con-

tested the applicability of the manual to the _

open-air lawn and garden corral. A WalPomain Name Game

Mart employee, who was just arriving folGoes International

work and witnessed Wright fall, testified An American-based Internet domain
that she routinely swept or squeegeed waame registration company was not able to
ter from the corral floor as needed. overcome sovereign immunity in its suit

One jury instruction told jurors theyagainst the Republic of South Africa in a
could consider the violation of any of thalispute over the use of a uniform resource
store’'s own rules, along with all the othelocator on the Internet. IVirtual Coun-
evidence, in determining whether Waltries Inc. v. Republic of South AfricaD0
Mart was negligent. The instruction alsd-.3d 230 (2d Cir. 2002), the Second Circuit
provided that the violation of these ruleaffirmed the U.S. District Court for the
was a “proper item of evidence tending t&outhern District of New York’s dismissal
show the degree of care recognized kyf the company’s claims based on a lack of
Wal-Mart as ordinary care under the condsubject matter jurisdiction under the For-
tions specified in its rules, policies, praceign Sovereign Immunities Act of 1976
tices and procedures.” (FSIA).

The jury returned a $600,000 verdict in Virtual Countries, a Seattle-based com-
favor of Wright, which was reduced topany that owns Internet domain names
$420,000 based on her 30 percent corfor various countries, had been using
parative fault. The Indiana Court of Ap-southafrica.com since October 1996 to
peals affirmed. 754 N.E.2d 1013 (Ind.Apppublish travel news, weather and tourist in-
2001). formation about the southern region of Af-

The state supreme court, in an opiniorica. The Republic of South Africa owns
by Justice Boehm, reversed, agreeing wigouthafrica.net.

Wal-Mart's argument that the jury instruc- Central to Virtual Countries’ lawsuit
tion based on its store manual set a higheas a press release that the Republic of
standard of care than ordinary care in th&outh Africa issued in October 2000 an-
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nouncing that it could be the first countryS.D. N.Y. 2001).
in the world to claim the right to use its Affirming, the Second Circuit held that
own domain name in the generic top-levebouth Africa’s press release had no direct
domain of “.com.” The release furtherffect in the United States that would make
stated that it intended soon to file an owrthe nation subject to jurisdiction in there
ership claim to southafrica.com with theinder the FSIA. In an opinion by Judge
World Intellectual Property Organization, é&ack, the court concluded that any impact
United Nations agency that deals with infrom South Africa’s press release on Vir-
tellectual property protection. The press reual Countries fell at the end of a long
lease stated that sovereign countries hagkain of causation, mediated by third par-
the first right to own their own domainties’ numerous actions. The news media’s
names as national assets to help promaetensive coverage of South Africa’s an-
trade and tourism. South Africa also amouncements and then investors’ and
nounced its intention to take up the issygotential partners’ negative response to
before an international tribunal that supeWirtual Countries intervened in any con-
vises a non-binding arbitral system for renecting chain between the press release and
solving domain name disputes. the company’s financial difficulties. Vir-
One week later, Virtual Countries filedtual Countries’ “expansive theory” that an
suit in a U.S. federal court, asserting tha&kmerican-based company’s financial loss
the Republic of South Africa could not useonstitutes a direct effect in the United
southafrica.com and seeking to enjoin arfgtates was “plainly flawed,” the appeals
arbitration or court proceeding in any fopanel held.
rum worldwide that challenged its right to
that name. Moving to dismiss the actionfogacco TIMES
South Africa maintained that it was im-
mune from suit in the United States be- . , ,
cause it was engaged in international dipldyationwide Class Action
macy concerning the use of sovereig@ertified for Smokers
nations’ domain names when it issued its In a ruling that could have major ramifi-
press release. cations for the tobacco industry, a U.S. dis-
Virtual Countries argued that the immutrict court judge in the Eastern District of
nity veil did not protect South Africa be-New York on September 19, 2002, certi-
cause its acts outside the United Statéied a nationwide class of plaintiffs to
caused a direct effect in this country, a sppursue strictly punitive damages against
cific exception to immunity under Sectiortobacco companiesn re Simon Il Litiga-
1605(a)(2) of the FSIA. The president ofion, 212 F.Supp.2d 57 (E.D. N.Y. 2002),
Virtual Countries filed a declaration statingonfirmed and expanded as amended
that South Africa’s press release had @&.S.Dist. Lexis 19773reconsideration
“devastating” effect on his company’sdenied 2002 U.S.Dist. Lexis 22920.
operations because it placed a cloud overJudge Jack Weinstein certified the class
its ownership of many domain names. Aas a way to avoid a bunch of trials across
examples of the fallout it had sufferedthe country resulting in unrelated punitive
the company noted that it had to setlamage judgments in what he described as
switzerland.com and had lost a potentidmassive and complex litigation.” The
strategic alliance with a South African firmclass certified includes all smokers in the
that feared reprisals from its country’s govdnited States who have been diagnosed
ernment. since April 9, 1993, with any of more than
The federal district court in the Southera dozen specified smoking-related ill-
District of New York concluded that dis-nesses. Diseases covered by the order in-
missal was appropriate because no excepude lung cancer, mouth cancer, chronic
tion in the FSIA destroyed South Africa’sobstructive pulmonary disease and emphy-
sovereign immunity. 148 F.Supp.2d 256ema.
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The class also includes smokers who reéacco Co.,No. 94-08273-CA-22, in the
sided in the United States at the time dircuit Court of the 11th Judicial Circuit,
their deaths and smoked cigarettes pr®ade County, Florida.
duced by any of the five major tobacco The order also excludes as class mem-
company defendants. The non-opt out clabers anyone who should have reasonably
would exclude persons who already havealized that they had the a smoking-re-
obtained settlements or judgments againsted disease prior to April 9, 1993, and
any defendant tobacco company. It also eanyone whose diagnosis of one of the
cludes anyone who is a member of the cespecified diseases predates their use of to-
tified class inEngle v. R.J. Reynolds To-bacco.
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Virginia H. Underwood & Richard H. Journal of Business Law, University of
Underwood, The Attorney-client and WorkTennessee College of Law, 1505 W.
Product Privileges: The Case for ProtectinGumberland Ave., Knoxville, TN 37996-
Internal Investigations on the Universityl810.

Campus, 90 K. L.J. 531 (2002). Kentucky

Law Journal, University of Kentucky Col- Sean J. Griffith, Ethical Rules and Col-

lege of Law, Lexington, KY 40506-0048. lective Action: An Economic Analysis of
Legal Ethics, 63 U. Pr. L. Rev. 347

Casenote (Matthew G. Steinhilber), Ex¢2002). University of Pittsburgh Law Re-
cessive Focus on Mitigating Factors in Atview, 3900 Forbes Ave., Pittsburgh, PA
torney Misconduct Case Fails to Presernvs260.

Public Confidence in the Legal Profession,

61 Mp. L. Rev. 482 (2002). Maryland Law Sanford M. Stein & Jan M. Geht, Legal

Review, 515 W. Lombard St., BaltimoreEthics for Environmental Lawyers: Real

MD 21201. Problems, New Challenges and Old Val-
ues, 26 Wi. & Mary EnvtL. L. & Pol’y

Tony Honore, The Necessary ConnedRev. 729 (2002). William and Mary Envi-
tion Between Law and Morality, 22X ronmental Law and Policy Review, Col-
FOrRD J. LEcaL Srup. 489 (2002). Oxford lege of William and Mary, Box 8795,
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ment, Oxford University Press, Great
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Michael L. Rustad & Thomas H. Koe-

Susan Saab Fortney & Jett Hanna, Fortiig, Taming the Tort Monster: The Ameri-
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can Civil Justice System as a Battlegroundew, 42 S\wta CLarRa L. Rev. 1291

of Social Theory, 68 BookLyn L. Rev. 1 (2002). Santa Clara Law Review, Santa
(2002). Brooklyn Law Review, Brooklyn Clara University, Santa Clara, CA 95053.
Law School, 250 Joralemon St., Brooklyn,

NY 11201. Florida

Note (Ryan M. Springer), On Causation Leonard Birdsong, The Residual Ex-
and Comparison: Medical Malpractice andeption to the Hearsay Rule—Has It
other Professional Negligence after Stein®&een Abused—A Survey Since the 1997
Corp. v. Johnson & Higgins, 16 BYU JAmendment, 26 Nva L. Rev. 59 (2001).
Pus. L. 355 (2002). BYU Journal of PublicNova Law Review, Nova Southeastern
Law, J. Reuben Clark Law School, 46@niversity, 3305 College Ave., Fort Lau-
JRCB, Brigham Young University, Provoderdale, FL 33314.

UT 84602-8000.
lllinois

Patrick J. Kelley & Laurel A. Wendt,

What Judges Tell Juries about Negligence: Casenote (Byron Christopher Williams),

A Review of Pattern Jury Instructions, 77The Content of His Character: Hale v.

CHi.-KenT L. Rev. 587 (2002). Chicago- Comm. on Character and Fitness of the lli-

Kent Law Review, Chicago-Kent Collegenois Bar, 4 T.M. GoLey J. RRac. & CLINI-

of Law, 565 W. Adams St., Chicago, ILcaL L. 269 (2001). Thomas M. Cooley

60661-3691. Journal of Practical and Clinical Law, Tho-
mas M. Cooley Law School, 217 S. Capitol

Michael D. Mirne, The Brawl at Wrig- Ave., Lansing, M| 48933.
ley: An Analysis of Tort Liability, 9 Sorts

Law. J. 95 (2002). Sports Lawyers Journal, Indiana
Tulane University School of Law, 6329
Freret St., New Orleans, LA 70118. Note (Gregory A. Bullman), A Right

Without a Potent Remedy: Indiana’s Bad

Danielle Conway-Jones, Factual Caus&aith Insurance Doctrine Leaves Injured
tion in Toxic Tort Litigation: A Philosophi- Third Parties Without Full Redress, &bl
cal View of Proof and Certainty in UncerL.J. 787 (2002). Indiana Law Journal, Indi-
tain Disciplines, 35 U. RH. L. Rev. 875 ana University School of Law, Law Build-
(2002). University of Richmond Law Re-ing, Room 009, Bloomington, IN 47405-
view, T.C. Williams School of Law, Room1001.
301, University of Richmond, Richmond,

VA 23173. Jeffrey O. Cooper, The Continuing
Complexity of Indiana Rule of Evidence

Local Interest 404(b), 35#p. L. Rev. 1415 (2002).
Joseph R. Alberts, Survey of Recent De-
California velopments in Indiana Product Liability

Law, 35 Np. L. Rev. 1427 (2002).

Casenote (Tracey Angelopoulos), Pavlo- Charles M. Kidd, Survey of the Law of
vich v. Superior Court: Spinning a WorldProfessional Responsibility, 35d. L.
Wide Web for California Personal JurisdicRev. 1477 (2002).
tion, 39 SN Dieco L. Rev. 1019 (2002). Timothy C. Caress & Katherine Amy
San Diego Law Review, University of Sarkemon, Recent Developments in Indiana
Diego School of Law, 5998 Alcala ParkTort Law, 35 kp. L. Rev. 1583 (2002).
San Diego, CA 92110. Indiana Law Review, Indiana University

School of Law—Indianapolis, 530 W. New

Matthew J. Madalo, Ethics Year in ReYork St., Indianapolis, IN 46202-3225.
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Louisiana New York

Comment (Wendy Watrous), Lawyer or Sha-Shana N.L. Crichton, Distinguish-
Loan Shark? Rule 1.8(E) of Louisiana’sng Between Direct and Consequential
Rules of Professional Conduct Blurs th®amages under New York Law in Breach
Line, 48 Lov. L. Rev. 117 (2002). Loyola of Service Contract Cases, 45w L.J.
Law Review, Loyola University New Or-597 (2002). Howard Law Journal, 2900
leans School of Law, 7214 St. Charle¥an Ness St. N.W., Washington, DC
Ave., Campus Box 901, New Orleans, LAR20008.

70118.
Joel Slawotsky, New York’s Article 16
Michigan and Multiple Defendant Product Liability
Litigation: A Time to Rethink the Impact

Daniel P. Ryan, Michigan Rule of Evi-of Bankrupt Shares on Judgment Molding,
dence 702: Amend It or Leave It to/6 S. JouN's L. Rev. 397 (2002). St.
Schanz? 19 T.M. @.Eey L. Rev. 1 (2002). John’s Law Review, St. John’s University
Thomas M. Cooley Journal of PracticaBchool of Law, 8000 Utopia Parkway, Ja-
and Clinical Law, Thomas M. Cooley Lawmaica, NY 11439.

School, 217 S. Capitol Ave., Lansing, Ml
48933. Paul H. Aloe, Civil Practice, 52 y8a-
cuseL. Rev. 227 (2002).
Missouri Michael J. Hutter, Evidence, 52viG-
cuseL. Rev. 397 (2002).

Bobbi McAdoo & Art Hinshaw, The Thomas F. Segalla & Richard J. Cohen,
Challenge of Institutionalizing Alternativelnsurance Law, 52 Y&acuse L. Rev. 449
Dispute Resolution: Attorney Perspective002).
on the Effect of Rule 17 on Civil Litigation Steven Wechsler, Professional Responsi-
in Missouri, 67 M. L. Rev. 473 (2002). bility, 52 Srracuse L. Rev. 563 (2002).
Missouri Law Review, University of Mis-  Scott L. Haworth, Torts, 52Y8Acusk L.
souri—Columbia, 203 Hulston Hall, Co-Rev. 677 (2002). Syracuse Law Review,
lumbia, MO 65211-4190. Syracuse University College of Law, Syra-

cuse, NY 13244-1030.
Nevada
Pennsylvania

Note (Carl Tobias), Waiting for Daubert:

The Nevada Supreme Court and the Ad- Seth William Goren, A Pothole on the
missibility of Expert Testimony, 2 &N. Road to Recovery: Reliance and Private
L.J. 59 (2002). Class Actions under Pennsylvania’s Unfair

Note (Brian Irvine), Intentional Inflic- Trade Practices and Consumer Protection
tion of Mental Distress in Nevada, 2N Law, 107 Dck. L. Rev. 1 (2002). Dickin-
L.J. 158 (2002). Nevada Law Journal, 45080n Law Review, Dickinson School of
Maryland Parkway, Box 451003, Las Vetaw, 150 S. College St., Carlisle, PA
gas, NV 89154-1003. 17013.

New Jersey Texas

Seymour Moskowitz, Rediscovering Mark L. Kincaid & Trevor A. Taylor,
Discovery: State Procedural Rules and thennual Survey of Texas Insurance Law
Level Playing Field, 54 &cers L. Rev. 2002, 6 J. Ex. Consumer L. 2 (2002).
595 (2002). Rutgers Law Journal, 5th &ournal of Texas Consumer Law, Univer-
Penn Sts., Suite 510, Camden, NJ 08102.sity of Houston Law Center, 100 Law Cen-

ter Houston, TX 77204-6060.
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Steve McConnico & Robyn Bigelow,tion in Texas, 33 #x. TecH L. Rev. 971
Summary of Recent Developments ij2002). Texas Tech School of Law Law
Texas Legal Malpractice Law, 331S Review, 1802 Hartford, Lubbock, TX
MaRrY’s L.J. 607 (2002). 794009.

Broadus A. Spivey, Ethics: Lawyering
and Professionalism, 331SMary’s L.J. West Virginia
721 (2002). St. Mary’s Law Journal, One
Camino Santa Maria, San Antonio, TX Student Article (Sean R. Levine), Spo-
78228-8604. liation of Evidence in West Virginia: Do

Too Many Torts Spoliate the Broth? 104

Appellate Practice Group of LockeW. Va. L. Rev. 419 (2002). West Virginia
Liddell & Sapp, Recurring Issues in Contaw Review, Box 6130, Morgantown, WV
sumer and Business Class Action Litiga26506-6130.

Correction

An error occurred in the U.S. Postal Service Statement of Ownership, Manage-

ment and Circulation, which appeared on page 400 of the October 2002 isgue of
Defense Counsel Journdlhe figure in Paragraph 15(h), actual nearest filing date,

should be 786.




About the IADC

The International Association of Defense Counsel is the oldest and
most prestigious international association of attorneys representing
corporations and insurers. Its activities benefit not only the approximately
2,400 invitation-only, peer-reviewed members and their clients through
networking, education and professional opportunities, but also the civil
justice system and the legal profession. The IADC takes a leadership role
in many areas of legal reform and professional development.

Founded in 1920, IADC’s membership comprises the world’s leading
corporate and insurance attorneys, partners in large and small law firms,
senior counsel in corporate law departments, and corporate and insurance
executives. They engage in the practice and management of law involving
the defense, prosecution and resolution of claims affecting the interests of
corporations and insurers. The Association maintains a comprehensive list
of publications and training programs, including the quarterly Defense
Counsel Journal. It holds annual and midyear meetings and sponsors the
IADC Trial Academy, the IADC Corporate Counsel College, and the ITADC

Fidelity and Surety Trial Practice Program, each held annually. The
IADC founded the Defense Research Institute and co-founded Lawyers

for Civil Justice.




